User Guide

Saved on 03/14/2025



o ;
) wimlon User Guide

Table of Contents
INEFOAUCTION ...ttt et e st e et e e st e saeesnaeenseeseesnseenseenns 21
Basic Definitions and COMPONENTS ..........ccviriiiiiiiieiiciieieeeee et 22
AdMINISration SYSTEIM .....oc.viiiiee e e et 22
CMS Manager (management SYSTEM) .........ccocuieuiiuieuiiieiieieieeeteeee e, 23
Main interface (tracking SYSTEM) .......cc.oouiiiiiiiiiiececeeeeeee e 25
WIAION DB ...ttt ettt ettt et e st e et e e st e s saeenbe e seeenseenseeneennneennes 25
WEDGIS ...ttt ettt ettt e et e s e na e et neeenaeennas 26
AdMINISIration SYSTEM .....ocuiiieiice ettt et e 27
Technical Specification and Requirements............c..ooveeiieiiiiieie e 28
Operating system and accompanying SOftWare ...........cc.coocveeeeiieecieeieee e 28
SErVEr reQUITEIMENTS .....oiiiiiie ettt e e e e e e e era e e e e abeeeeeaseaeennsaeaeanns 28
AdmMINIStENNG TASKS ... 30
PrMAry tasks .....co.voiiiiiiee e e 30
SECONAANY TASKS......uiiiiiieceee ettt e e e et e et eeaaa e 31
Installing Wialon LOCAL............ooiiiiiiceeeee et e 31
Configuring access to the administration system............cccooviiiiieiiieiciiececeeeee, 36
Upgrading Wialon LOCAL............ooouiiiiiiice e 37
RANGE Of ABVICE POITS ... et 37
How to Upgrade Wialon Local from v1704 1o V1804..........ccooeeiiieieeeeeeeeeeeeeee 38
How to Upgrade Wialon Local from v1804 1o V1904..........ccovveviiiieeeeeeeeeeeeeeee 39
How to Upgrade Wialon Local from v1904 10 V2004...........cooeevieeieeieeceeeeeee e 40
BACKUD SEIVET ...t ettt e e e et e e b e e e eaeeeeareeeaaeeas 41
INSTAIATION ... ettt et 41
ReCOVErY fromM failUre ... 42
Recovery of the main SErver's WOrk............cccoooveeiiooiieoeece et 42
Using backup server as the main One............ccoiooiiiioiiececc e 43
WiIaloN LOCAI LICENSE ...ttt e e e ennes 44
SEATUS ettt et e e bt e e eat e e e nteeanteeebeeeenteeeaneas 44
General INfOrMATION ..ottt 45
SYSTEMIUINTO ..ottt et 47



i .
) wimlon User Guide

DiSK PEIfOIMEANCE. ........iiiiieee ettt et ettt et 48
(04 0 - o £ TR RSO P USRS UPPRRRPP 48
o T PP OO P SRR PP UPPPPRRO 50
[ ToT =] 1T SRR 50
(07070 o1 oTo] pT=T o1 €= USRS 51
Components list ManagemMeNT............ooiiiii et 52
1Y =T o 1 TP PPPPTRR 52
MM SOUICE. ...ttt ettt e e e e ettt e e e e e e aabt e e e e e e e nneeeeeeeeeannsaeeeeaeennnes 53
ConfigUIING AVD IM@PS ..cueieieieeiieie ettt ettt ettt e et e s e enae st eseeseesseeneeeneeneas 53
KEYS fOr SEIVEI TEQUESTS ... ..ottt ettt et e e e e aeeneens o4
WEDGIS ... oottt ettt et ettt e te e eneeneas 55
Compilation PAramMELErS.......c..oi it 55
Creating maps from OSM fOrmat ..........occooiiiiiiieee e 58
Maps from other vector formats ...........oocveviiiiiiiiccce e 59
SPECITYING FOMM@t ... 62
GUIAM MAPS ettt et e ettt e e et a e e e ssaeeesensaeeeensaeesansseeeennsseeeans 101
Conversion table: POIYIING .........oooii e 101
ConVversion table: PO .........oooiiieiece ettt e 113
Conversion table: POIYGON ......c.ii i 121
Scale (GUIAM MAPS) ....c.oouiieeieiiieiieitetee ettt ettt ettt ettt es e s s seeseesensens 130

o T £ SO P PSPPSR ROPPPRRON 132
WIBION L.ttt e et e e et e et e e ab e e et e e e rbaeenraeeenaeeenneeennes 133
ROOT USEI ...ttt e e e e ettt e e e e ettt eeeeeennnbaeeeeeeannns 133
Default Billing Plan SettiNgsS .......ooieiieieiee s 134
SIS ottt e et e e et e e e et a e e e e naaeeeanaeeeeannaeeeenreeas 134
ST STHINGS. ettt ettt et e et 136
IMOAEIMIS ...ttt ettt e et e e etb e e e ate e e taeesabeeesaeesnsaeesseessseeensseennns 152
Modem COMMON PAraMELEIS .......cccuiieiiieee e e 152
GSM MOdEM PAr@MELEIS ....ccuveieiiieeiie ettt ettt e et e e saae e saeeenseeenns 153
SMPP gateway ParametersS........ccc.ei ittt 155
Parameters for network MOdem ............cooviiiiiiiiiiiiccee e 156
AdVanCed PAramMETErS .......ccuui i s 157



i .
) wimlon User Guide

SIMS SENAING ..ttt ettt ettt ettt et ebeenneas 158
LOGOS IN REPOITS ...ttt ettt 158
DBVICE TYPES ..ttt ettt ettt ettt 159
CONNECTIONS ..ttt ettt e st e et e st e ettt e et e esbteesaneeebeeens 160
SESSIONS .ttt ettt e bt e et e et e e eab e sbaeens 161
L=< SRR 162

) 1 (=1 £ PP 163
Start @aNA UPAAtes ......o.eeiiiieee ettt e 164

INSTAlliNG UPAATES....ooneeiie e 164
IMIL SYSTEM ...ttt ettt et ettt e et e et et eeneeebee e 165

CUSTOM SIMTP SEIVET ...ttt ettt 166
EVENTS MOAUIE. ...ttt e e b e e 167

Module CONFIGUIAtION .......ocuiiiieee e 168

Data recalculation for a unit..........coocooieiiiie s 168
Restoring Resources and Unit Properties .........coccooioiieiiiiiieiee e 169
BACKUP SEIVETS ...ttt ettt e e st e e tae e saaeeenae e e 169
LIMITATIONS ..ottt et 170
7= (] o [ TSP SRRUPSRUPPORION 173
MQTT Streaming SEIVICE. ... .ciiiieiiie ettt et 174

MaNAGEMENT SYSTEIML.......uiiiiiii ettt ettt et e st e s e e 175
SEIVICE STIUCTUIE ...ttt ettt et e ettt e e e e 175
ACCOUNT TYPES .ottt ettt ettt e e et e e sttt e e et eeeebeeeas 175

TOP @CCOUNT L.ttt e e e ettt e e e e e ettt e e e e e e nneeeeaaeens 176

Account with dealer Fights ..o 176

Account without dealer rights ..o 177
Configuring the hierarChy ...........cooooiii e 177

Hierarchy configuration examples..........ccoocoeiiiiiiiieiieeee e 178
Changing the ServiCe SITUCTUIe ...........ooiiiie s 179

ACCESS RIGNTS ..ottt ettt et 180
TYPES OF FIGNTS <ottt et ae e e 180
o LT=T = 1 (o] PSSP PRUURPS 181
Standard Rights (IT@M ACL) ......ovouiiiiieiieiieeeeeeee et 181



i .
) wimlon User Guide

RESOUICE/ACCOUNT ACL ... e e 185
Standard FIgNTS..... .o e 185
SPeCial FIGNTS ... e et 186

O 7= Y O SRS PRSRTRURR 189
Standard FIgNTS ..o e 189
SPeCial FIGNTS ... et 190

0o T Y O PRSP RRSRRP 190

UNIT GIOUP ACL ...ttt ettt e e et e e e s ataeeesensaeeeessaeeeensaeeeennsneaeans 194

ROUTE ACL ...ttt e e ettt e e et e e e asaeeeessaeeesnsaeeeansseeeennnes 195

(07 £ | o] SO USRS 195

ACCESS DIAI0G ...t et 196
ACCESS MMGNTS PrESEIS ... e 198

CMS INEEITACE ...ttt ettt te et et e e aaeeteeeteeeaseenns 199

TOP PANEL....ceiiieeeeee ettt et e et et e et e et e e nreeenreas 200
(ST ol 0 01T o 1O T SPPRRP 200
LOGIN @S @NOTher USEr .......ooiiii e 201
INfOrMation NOTICES ....ooviiieicee ettt 203

Navigation and Search ... 203
NAVIGATION ...ttt et ettt e et e st e e b e e eaee 203
SAMCI ...t e et e e e e tae e baeeraeeeabaeetaaens 204

RESUITS PANEL.........oiieiieeeee et e e e aae e 206
Managing tables ...... ... 207
I T O PSPPSR PPPPTRPPPP 208
Standard OPEratioNS ........cccuiiiiiieeie e 209

o T RO PP PP PPRRPPPTO 210

USEI SEELINGS ...ttt ettt et e et e sab e e bt e et e e ate e e e e 211
DAShDOArd ........ooiee e e et 212

Dashboard SIrUCTUIE ..........ooviiee e e 212

INFOrM@tion DIOCK ..........oouiiiiceee et 213
SYSTEM ODJECTS ...ttt ettt 214
HAFAWAIE ...ttt ettt e et e e s eeetaeesaseeenaeeenns 215
SIMS US ...ttt e e et e e et e e e et e e e bt e e e enaaeeeenteeeeenaaeeeenraeeennns 215



i .
) wimlon User Guide

oo 1 =SOSR 216
ACCOUNTS @NA RESOUICES ...ttt ettt ettt et e e et e bt e eaeeebeeneens 217
WOrking With ACCOUNTS........cooiiiiiiie et 217
Batch editing 0f @CCOUNTS .......oouiiiiie s 219
Creating ACCOUNTS .....c..eiiiieeie ettt ettt et e et e e st e st e e st e sbaeens 219
Creating RESOUICES........ooiiieeie ettt et st e e 221
ACCOUNT PrOPEITIES ..ottt et et e e ettt e e e e e e s nae e e e ennaeeeennseeas 221
GENETAL .. .ot e e e eenaa e eaeeeaaeeennes 222
1] Y o T USSR 223
=TS 1 1] (] < PSR 225
AVANCEA........ ittt e e e e e s aa e e taeeeteeessseeeabeeeenseeensaeas 227
] =S o USSR 228
LISt Of SEIVICES ...ttt ettt e et et eeaaeereeeneeas 228
Report 0N ACCOUNT CONTENTS .....coooiiiiieeiiee et 235
Deleting ACCOUNTS/RESOUICES ......cccuiiiiiiiiiieeieeeie ettt ettt 236
Restoring ResSource CONTENTS ......c.c.oiiiiiiiiiiiieece e e e 237
Transferring ReSOUrce CONTENTS .......ccoiuiiiiiieiieiee e 239
Transferring Units from One Account into ANOther............ccooiiiiiiiiiiieceeeee, 240
BilliNG PlanS ...ttt et 242
Working with billing PIans ...........oo e 242
GENEIAlI PrOPEITIES ...ttt et e e be e et e et e e staeessseeensaaens 243
EMa@il SETHINGS ..ottt 245
=] AV [o7 T SRS 246
§ ST PR 247
WOrKING WIth USEIS ...t 247
USEI PrOPEITIES ....eeeeeeiee ettt ettt e et e e sttt e e e snsae e e e nsaeesensaeeeennnaeeeens 248
GENETAL ...ttt ettt e et a e e b e eaeeenaneeennes 248
A C LSS . ettt e e ettt e e e e e tba e e e e e e e bt eee e e e e naaaeaaaeaan 250
AVANCEA........ ittt e e e e e s aa e e taeeeteeessseeeabeeeenseeensaeas 251

[ T - S PSPPSR PRSPPI 252
CUSTOM FIBIAS ..ottt ettt ease e ens 252
Manage appliCatiONS .........ooiiieeee e e 253



i .
) wimlon User Guide

NOTICE BOAI......coieiieie ettt ettt et e et e e s beeesaeesnseeesaee e 253
Creating NOTICES ...t ettt ettt e e 254
NOTICE TEMIPIALES ... e e 256

0 0 £ SRR 256

UNit dEaCTIVATION ..ottt et e aae e sebeeeeaeens 257

O Tl A o] o] o1 =] i ([ SRS PUSRRURR 259

Restore properties/EXpOrt 10 fil€........ccooviiiiiiiiie e 260

=] 1LY o] RSP RS 261
SENSOI PrOPEITIES ...oeiiiieeeee ettt e et e e e e et e e e enraeeeenneeeennes 262

GENEIAlI PrOPEITIES ...ttt et e e be e et e et e e e aaeesaseeensaeens 301

(070 TH] ] (=] USRS 303
070 0] o) (= gl o] fo] o1=] o A=Y= TSR 305

ACCESS .ttt e ettt e e e e e a—t e e e e e e e bt eee e e e e nbtaeaeeeeannnees 305

ToTo ] o T PPUURPPURPPR 306

AdVANCEA PrOPEITIES .. ..oeieiiieeie ettt et e e e e enbeeessseeenneas 307
Parameters USed iN FEPOIMS.......c..iiiuiieiiie et e 308
] 0 1=T=Ta 10T OSSPSR 309
DIIVET @CTIVITY ..ttt ettt 310
UNIELADEI COIOT ...t e 310
TPACK COIOTS. ...t e et et e e e e et e e snbeeennee s 311
Usage Of SENSOT COIOTS.....c.uiiiiiieie ettt 312
Messages validity filtration ..........ccooooiieii e 312

CUSTOM FIEIAS ...ttt et e e tae e s sseeeaaeens 313

UNIT GIOUPS ...ttt ettt et e ettt e e ettt e e et e e esseeeeensaaeesansaaeeensaeesanseeaeennsneeens 314

COMMEANAS ...ttt et e et e e et e e tbeesbeeesaeessseeesseessseeesseessseessaeens 315
ComMMANA PrOPEITIES ....eeeeiieeiie ettt ettt e et eare e e e e e saaeesaseeennseeenes 316
Commands for fleSPi AEVICES ........ocoviiiiiiiiee e 318

ECO DIIVING ..ttt ettt ettt st e e 318
T 11 0T 1 T OSSPSR OTRTRPRRRROPRIN 319
O 41 (=] = SRR 320
KEY PAAMETETS ..ottt e et e et e e et e e eaaaeee s 322
Additional PAramMETErS .......cuviieieeeee e 323



o ;
) wimlon User Guide

PIOTIIE ettt ettt et ae e reereeereaas 324
L] 2N L=< o1 o o PSPPSR 325
MOVEMENT AETECTION......ceiiiiiieecee et e 325
FUEI CONSUMIPTION ..ottt et e e et e e eareeenae e 327
Fuel fillings/thefts deteCtion ............c.coiiiiiiiiiieeeee e 328
FUEIIEVEI SENSOIS ...t 330
Impulse fuel CONSUMPLION SENSOIS .......coiiiviiiiieiiecteceee e 331
Absolute fuel cONSUMPLION SENSOTS........cocviiiiiciicee et 332
Instant fuel CONSUMPLION SENSOIS ........ocuviiiiiiiice e 332
SEIVICE INTEIVAIS ... ettt e e e et e e saseeesaeens 332
ServiCe INTErVAlS IN USE ........iiiiieeiee et ae e eaae e 334
Transferring Unit Properties..........oco oot 334

O T T fo U o 1 SRR 335
Unit groups in ManagemENt..........ooiiiiiiiieiieeee ettt ettt ettt et e e ens 336
Working With UNit groUPS.........ooiiii et 336
UNit GrOUP PrOPEITIES ..ottt ettt et e e e tee e e enae e e e nnnaeeeens 336
GENETAL ...ttt e e et e et e eaeeenaaeeenees 337

A C LSS .t e ettt e e e e e ettt et e e e e e natbeaee e e e naateeaaeann 338
oo o PSP PPPPPPR 338
CUSTOM FIBIAS ..ottt ettt easeenaeens 339
RETFANSIATONS ... .eiieiiee ettt et e et e e s e e e e e e sbeeesaeennneas 339
Past period retranSIators.........oovii i 342
TEAS et st e e e et e et e e e beeetbeeabaeeraaennraeans 342
RESTONNG ODJECTS ... e 343
Tga] oTe] g =T [o I =b'q 0 To] o TSRS 344
IMPOrt/EXPOrt SUDJECT.......oeiiiiie et 344
IMPOrt/EXport destination ..............cooiiiiiiie e 344
REQUIFEA @CCESS ..ottt ettt e et e e e e s se e e saeesaseeesaee e 344
IMPOIT FTOM WLP. ...ttt ettt e aaeereeenee s 345
IMPOrt froM KML/KMZ ... 346
EXPOIT 1O WLttt e e ettt e e e e e et eee e e e 347

[ q o] g i (o T= T T (=] o o TSRS 347



o ;
) wimlon User Guide

EXPOMt 10 @ FIl@ .o 348
EXPOIt 10 KIML/KIMZ ...ttt ettt e eveeeaea s 349

o q oo i (o T OV PSSR 350
Measurement System and CONVErSIiON ..........cccooiiiiiieiieiie e 351
(070117721 £5] o] o SRS PRS 352
CONVErSION EFfECTS ... .ottt 353
(Lo U] 1 £ PSR 354
FOI TESOUICES ...ttt e e e e et e e e e e e sttt e e e e e e neaeeeas 354
FOI USEIS ...ttt e e e e ettt e e e e e ettt eee e e e neneeeas 354
FOI TOUTES ..ttt e e e e ettt e e e e et be e e e e e e neneeeas 354
SErVICE HIBArCRY ...ttt 355
Y o] 01 PR STRRR 355
INSTAIIEA ...t e e e e e et e e re e e aae e 355
(] o] = o USROS PUPRPSRN 358
Starting apPliCatiONS ..o e 359
MONITOIING SYSTEIM ...ttt ettt et e e e e 360
System Requirements and Optimization.............ccccvieiiiiiiiiecieece e 360
WED DIOWSET ...ttt et e et e e naeeenneas 360
Computer Capability........cccoeeiiiee e e 361
INTEINET CONNECTION .....oiiiiie et e et e e e rae e e enaae e e e 361
OptiMIZatioN MEASUIES ...ttt e e e e e nae e e e nnaeeeennseeas 361
WED DIOWSET ...ttt e e e sae e saaeeeaaae e 362
GraphiCs & tOOIIPS ..o e 362
QUETIES TO SEIVET ...ttt ettt et e et e e et e e ettt e e e e saee e e ssseeeenssaeeeennseeeennees 362

[T 0 a1 =1 To] 1 SRR 363
Data Processing in WIalon ............ooiiiiiiiiieee e et 363
Real-time data ProCeSSING......c.ooiiiiiieiee ettt 363
Processing messages from the database upon request ...........ccccooovevieieniecienieenne. 364
Possible reasons for discrepancies in reSURS ............cccooviieiieciiciiceceeee e 364
USEE INTEITACE ...ttt ettt aeere et e eeseenns 364
oo [ OO P RPN 365
Getting @ NEW PASSWOI........oiiiiiiiieie ettt ettt et ettt e b e saeeeneeens 368



o ;
) wimlon User Guide

PasSSWOIrd CRANGE ........oiiiiee ettt ens 369
LOGIN @S @NOTher USEI .......ooiii e 370
TOP PANEL.....neiioeeeeee ettt et e et e e et e e nreeenreas 371
(ST ol 5 01T o 1O P P SUPP 371
INfOrMation NOTICES ....oouviiiiiee et 372
WOTK ATB@ ... .ttt ettt e e e et e e e e et e e ssaeeesaeeesaseeesseeessaesnseeensseennseas 373
Main menu adjustment and Navigation.............coooieiiiiiiiieie e 374
Alternative means of Navigation ............cooiiiiiiiiiiice e 374
BOMOM PANEL......eeiieeeeee e e 375
1Y = o PR RPPUPPPR 375
MaAP SEIECHION ...ttt 376
ViISIDIE TAYEIS ...ttt et e 377
The order of displaying [aYers ........c.cooiiiiiiiieeeeeeeee e 378
SearCh ONthe MAP ... 379
Using the map while working with different panels.............ccccoooiiiiiiiiiii, 380
MaAP NAVIGATION......eiiiiiiitie ettt et ettt e e e 381
Z0OMING The MAP ...t 381
o T RO PO PP PPRRPPPRON 382
SNOITCULS .. ettt e et e e et e e saeeetaeessbeeeaseesaseeensaeens 383
CAlBNAAN ...ttt et e e e et e et e e naeesaeeeaaaens 384
The Persian Calendar.............ooouiioiieeie et 386
FIRErS @nNd MasKS........ooooiiieie et et e et e eenae e 386
DYNAMIC SEAICH ...ttt ettt eas 387
NAME MASK ..ottt ettt e et e e et e e e aseesnsaeesaeesaseeesseennnes 387
Manipulations With lISTS........c.oooiiiiiiiee e 388
INPUL RUIES ...ttt et e et e e st e e taeesaneeenae e e 391
Phone numbers and email addreSSes..........ccoooiiiiiiiiiieiieeeee e 392
USEI SEELINGS ...ttt ettt et e et e sab e e bt e et e e ate e e e e 392
GENEIal SEHINGS ..o ittt et ettt e e e 393
2 7= 1= [P SRPRI 393
Show additional information about the unit...............ccoooiiiiiiiie 396
Uit VISUGIIZATION .....ooeiiiceeee e e 398

-10



i .
) wimlon User Guide

Other iteMS ON MAP ....eeieiieeee et e e e e e e 399
SBCUIITY ettt ettt et e st e bt e st e e bt et sn e eaneesbeeens 400
AUthOorization SETHINGS .....ooiiiiiee e e 400
Two-factor authentication .............ccoooiiiiiiiice e 400
AdVANCE SEHHINGS ..ottt ettt 402
FlESPI SETHINGS ..ottt ettt naeae e 402
1Y =T 0 1 U UPU U RPPUPPPR 403
1Y F= To = To 1N o TP USRI 404
GEOAATA SOUICE......uiieitieeiieeeeee ettt ettt ettt e e s e et e e st e e et e e eabeesnsaeesseesaseeesseennses 404
AdAress FOrMAL ........ooviiiiee ettt ettt 405
Coordinate fOMMAT.......c.oiciieeieeeee ettt 405
ANt o 11 ] | APPSR 405
NOTITICATIONS ...ttt ettt ettt eeaseebeeereaa 407
Transferring USEr SEHNGS .....cviiieeeee et 409
1Yo o1 (o1 g1 o [T P PSRRI 411
DAShDOAId ........oioeie e e 412
[070] ] aT=Toa Lo 1K -1 (=TSR 413

1 o) (0] g TS = | (=PSRRI 414
GEOfENCES WIth UNITS ....ooeiiiiiciece e 414
Latest NOtIfiCAtIONS ........ccviiiiee e 415
MG ...ttt et ettt ettt e st e et e e st e st e enbeenneesneeeneeens 415
Fuel consumed by FLS ... e 415
] 01=T=Ta 10T 1= OSSPSR 415
UNIT ON T MAP ..ttt e e e et e et e e etaeesnseeensaaens 416
ARErNAtiVES FOT ICONS.......oiiiiiiieee e et 417
Displaying iNactive UNITS.........ccoiiiiiiiii e 417
Displaying units with LBS detector............cooiiiiiiiieeeee e 418
Other MArKiNGS. ... .ooeieeie et ettt et e st e saeeenneens 419
1T o] g =T o 1< PSPPSR 420
MiINIMAP MOAES ...ttt e e et e e e eeaaeesaseeenaeesnns 421
Online notifications iN MINIMAPS ........ooiiiiiiie e 423
Working With mMinimaps .......ccooiiii e s 424

-11



i .
) wimlon User Guide

Additional Unit INfOrmM@ation ...........cc.ooiiioieee e 424
8 0T (o o] 1 £ o U USSR RUP 424
Extended unit information ... 425
MONItOriNG OPTIONS MENU ..ccuviiiiiiiiiieet ettt et 427

MONITOTING OPTIONS ... ettt e 427
Secondary iNfOrMatioN ...........ccooiiiiieee e 428
Options of INFOrMAION .......cc.iiiiii e 429
OPtIONS OF ACTION.......iiiiiciii ettt ettt eae e e enaeens 433

WoOrk List Man@gement ...........oouiiiiiiiieiee ettt 436
SIMPIE lISTMOAE ...t e e rae e saaeeaae e 437
Tree-liKe MOE.........ooi et et 438
Searching and adding UNItS.........oociiiiiii e 439
DYNAMIC WOTK [IST... .ottt ettt e ens 441

(070] 0010 1 T= 0 T <SPPSR 441
Standard COMMEANGAS ......ccuiiiiie ettt e 441
Sending and tracking COMMANAS ...........ooooiiiiiiii e 443
Executing commands from the monitoring panel ...........cccooeiiiiiiiiiieeeee, 444
Chat With AFIVET ...t 447
Sending route/Sending route POINTS.........cccooiiiiiiiiieieee e 448

EVENTS REGISTIAI ... et 449
RECOrd INThE 1O .. 450
CUSTOM BVENT ...ttt ettt et e st e e e 451
UNIT STATUS ...ttt ettt et et e e e 451
FUEL FITTING oottt eae s 452
MaINTENANCE WOTK ...ttt ettt ettt e e s e saeeeneeens 453
Registered events in rePOITS .......c.oiiiiiiiiiee e 454

Media Files from MeSSAgES.......coveiieieiieie ettt 455

LOCATON. ... ettt et e ettt e e e 456
Viewing ONthe MAP ....ooeii et 457
LINKS Cre@tiON ...ttt ettt et e e eneeens 460
LOCAtOr INTEGIAtiON ......eiiiiii e et 462
Manipulations With lINK.............cccoioiiiii e 463

-12



o ;
) wimlon User Guide

TEACKS ..ot ettt e et e et e e s e e e ta e e eate e e taeeebeeetaaeaabeeeraeennraeans 463
MaPPING @ TFACK ....eeeiieeeeee et e et e e eaaeeenae e 464
TraCk PAramEersS ......ooouviiiiieeeeeee ettt et et e e e e et e e naeeenneas 466

TEACK COIOT ... ettt et e et e et e e as e e et e e snbeeenseees 466
Track lIN€ thiCKNESS .....c..ooieeeeeee e 467
IMEAEKETS ...ttt ettt et e e e et e e et e e s b e e eaaeeesseeeaaeeensaeensseesnsesensseennses 467
FAN g1 0T =Y 1o 1< USRS 468
Bl ] o Je [ (=T e (o SRRSO RR PSRRI 469
ManNagiNg TraCKS ..ottt et ettt e e b e 469

IMESSAGES ...ttt ettt sttt et e et e e et e e et ee e 470

WOrking With IMESSAQES .....cocueiiiiiiiieee et 471
Requesting messages from SEIVET ..o 471
VIEBWING MESSAGES ...ttt ettt ettt e e e ettt e st e e bt e e st e enteesaeeean 473
MESSAGES FIlLEN ... 473
Deleting MESSAGES ......oiiiieiieee ettt ettt et eaaeen 475

DAt MESSAGES ...ttt 475
SIS TICS et e e e e et e e e e nraeeeenraeaennns 477
USING ThE M@P -ttt ettt st eb e eneeeas 477
(0] o F- 1 £ TS TR PR PP 478

SIMS MESSAGES ..ttt ettt ettt ettt e ettt ettt e et eebaeens 479

SNt COMMEANAS ...ttt e e e a e e s beeetaeesabeeesaeesaseeesneens 479

ReQISTEred EVENTS ... ettt e 480

o T RO PO PP PP RPPPT 480

EXporting/Importing MESSAQES .......ciiuiiiiiiieiiecie et 481
{0 T o F T SPPP 481
0 T 0o ] o SO U PP RPPPPPR 482

=T 0] o S PRSP PPPRPPRN 483

REPOM TEMPIATES ..ot e tae e s eenae e e 484
Creating a report tempPlate ........cc.oeieiiiiee e 485
[B0=To o] g fl0o] g1 = o1 €< PSPPI 486
REPOI SETIINGS. ..ottt et 619
BiNAING ODJECTS ...ttt et ens 634

-13



o ;
) wimlon User Guide

AdVANCEA REPOITS .. ..eiiiiiicieecee ettt ettt et e e et e e e b e e sbeesnteeessseeenseas 635
REPOItS 0N UNIT GrOUPS ....eeiieeeiiee ettt ettt e et e e e nree e e naaee s 636
REPOMS ON USEIS... ..ttt e e e et e e e e e ettt e e e e e e neneeeas 640
REPOIS ON DIIVELS ...ttt et e e e e e et e e e sreeeeenaeee s 643
REPOMS ON TTAIIEIS......ueiieiieee ettt e e s aeeeaae e e 655
REPOItS ON PASSENQENS ......ooiiiiiiiiiieeeet et 656
REPOIMS ON GEOTENCES ...ttt eaaeens 658

Executing and VIiewing REPOIS ........ooouiiiiiiiiiiee et 660
Viewing Reports ONlINe ........cc.oooiiiiioe e e 662
Printing REPOITS ...ttt et 664
EXporting REPOMS t0 FIl@S ......ooieiiieieeeee e 665

D 1= ] I (] 0L ] o £ PSP STS 671
I 1P PT P PRPPP 671
UNITIOCATION Lottt ae e e e e 672
MG ...ttt ettt ettt et e st e e et e e st e saeeenteenneesneeenbeens 672
SPEEA ... ettt e e e et e e e b e e e taeeebeeetaeeanbaeetaaens 673
FUB ettt et ettt e e et e et e et e e e aa e et e eteeeaeeeabaen 674
FUB ettt ettt et e e et e et e et e e e aaeetbeereeeaeeearaen 676

GEOTENCES ...ttt ettt ettt et e et e et e et e e e e b e e eae e e e e te e teeenreenns 687

Creating @ GEOTENCE ......ocuieieeeee ettt 688
T. MAP GEOTENCE ...ttt e eae e eae s 688
2. Set geofeNCE PrOPEITIES .....cveieiieieeeeeeeee ettt 689
3. SAVE GEOTENCE. ...ttt ne s 690

Managing GEOTENCES. .......cuiiiiieeiee ettt et se e ens 690

GrouPS Of GEOTENCES ........iiiiieiieeee ettt et ereeere e e 694

USING GEOTENCES ...ttt et e sse e e nee e e 696
While tracking OnliNe ..........ooiii e 696
IN NOTIFICATIONS ... 697
T £=] oo o £ ST PPRRPPPPPPR 698
[N FOUTES ..ttt e e e ettt e e e e et e e e e e e nbteeeaeeeas 698

ROUTES ettt e e e ettt e e e e e ettt ee e e e e s nabeeeeaeeannsbaeeeaeeannes 698

Creating @ ROUTE .......ooiiiiieee ettt ettt ettt e e 699

-14



i .
) wimlon User Guide

Adding CheCK POINTS ... 700
107041017421 (o] o SRR 701
MaN@GING ROUTES ...ttt et 702
SCREAUIE ... ettt e e et e et e e st e e e aaeesnaeeeraaens 703
GeNEral PAramMELEIS .......oooeiieeeee e e 704
SChedUIE Grid... ..o e e 705
TimME IMITATION Lot eare e e s 706
8 T £ PSRRI 706
ROUNG NAMIE ...ttt ettt et e et e e s s e e etaeesaseeenaeeennes 706
ROUNGS ...t ettt e et e et e et e e et e e e saeesnseeesseesaseeensaeennns 707
Manual rouNd CreatioN..........c.eiiiiiieie et 707
Automatic creation of FOUNAS ..........cocuiiiiiiiiee e 708
ROUNGA TIST.. .ottt et e e et e e s eae e e aaeeeenis 709
CoNErolliNG ROUTES ...ttt e 710
ONIINE CONTIOL ...t e e saa e e ereeenaaeeenns 710
Notifications about rOUteS ..........ccoiiiiiiie e 711
REPOIMS ON TOULES ...ttt e e e e ettt e e e e e e aeneeeas 711

B V7= TSP 712
Creating @ DIV ... ..ttt ettt ettt e st e sabeeeaeeens 712
ManN@ging DIIVEE LiST........oeiiiiee ettt e 714
ASSIGNING DIIVEIS .ttt ettt e s 716
Manual DINAING......ooueie et 716
AUtomMAtiC DINAING....c..oiiii e 717
Registration of the working interval...............ccoooiiiiiii e 720
Simultaneous bBiNdiNgS .......oooioii e 721

D N VZ=T G €] 0] U] o F- PSPPSR 721
USING DIIVETS ...ttt ettt et e ettt et e sbe e e enteeenneeens 723
The "Monitoring"tab and the Map ..o 0
NOTITICATIONS ...ttt ettt et et e aeeeaeeenaeens 724
=T 010 ] o K< PSPPI 724
TRAIEIS .ttt e et s e e et e e eabe e e sabeesbeeesaeeenreeeaaeenaraeans 725
Creating @ TTAIlE ... oottt et 725

-15



i .
) wimlon User Guide

Managing Trailer LiST........couo ettt 726
Binding and Unbinding Trailers ..........cc.ooiiiiiiiie e 728
Manual DINAING......oouoi e 728
AUtomMAtiC DINAING ..o 729
Registration of the working interval...............ccoooiiiiiiiii e 731
TGN GrOUPS.... ittt ettt e et e e e e e eatae e aaeeenteeesseeenseas 732
USING TFAIEIS ..ottt ettt st e e b e e 733
PASSENQETS....ceeie ettt sttt e e e e 734
Creating @ PASSENQET ....co.eiiiieee ettt et ettt ettt et e e 735
Managing Passenger LiST........cc..oi i 736
Binding and Unbinding PasSengers..........ooui oot 737
[ 1] (o] SO RTPPOPP 740
PaSSENQGEI GIOUPS ...ttt ettt ettt et e et e st e e bee e 741
USING PASSENQEIS ...ttt ettt ettt et e et e et e st e e sateeseeeens 742
o] o F- SR RURRUPRRRSRRI 743
CoNfIGUIING JODS.. ..ottt ettt ne e 745
Selecting units for jobs and notifications............ccoccoieiiiiiiee e 746
Parameters fOr JODS ......oiiiie s 747

N o] o T I/ 0 1= TS SRR PRRPR 749
Execute a Command over @ UNit............oooiiiiiiiiiiieeee e 750
Change ACCESS TO UNILS ....oouiiiiiiii et 751
Send a Report by EMail.........c.ooiiiiiiie e 752
Send Fuel INfOrmation ..o 754
JODS ON COUNTEIS......eiei et 756
NOTITICATIONS ...ttt ettt et e s seeneeeneenee e 758
How to create @ NOtifiCation...........ccooiiiiiiice e 759
NOTIFICATION TYPES... ittt et se e ens 759
SPEEA ... ettt e e et e e e e e taeeebeeetaeennbaeetaeens 760
[CT=To) =1 o o] = TSR TRSRSR 761
ALGIMN (SOS) ...ttt ettt ettt ettt ae e ns 762
DiIgital INPUL ...ttt ettt et e ens 762
Parameter iN @ MESSAGE ....cc.ueiiiiiiiiieee ettt ettt 762

-16



i .
) wimlon User Guide

SENSON VAIUE ...t e e e tae e s e e e baeeesbesesaeesnsaeensaeenns 763
CONNECHION [OSS ..ottt et e e saa e e saeeeaaeeeees 763
o] 11 Vo RSP RUSRS 764
3 1Y TSRS PRPSITRR 765
INterpOSItioN OF UNITS.....c.oiiiiiiiee e 765
AAIESS. ..ttt e e et e e et e e e tb e e e aa e e tbeeeaee e nbeeebeeeanraeenraean 766
EXCESS Of MESSAQGES ... it 767
FUEL FITTING ottt eae s 767
FUBITNETE. . et et et be et eaeeeanaens 768
ROUTE PrOGIESS ...ttt et ettt e et e ettt e e et e e e eanaeee s 769
] V7= SRS 769
THAIIET ..t et e e b e et e b e et e e e eareeenrae s 770
PasSSENGEI @CTIVITY...coouiiiiiie ittt 770
PasSSENQEr @larmm ... ..o 770
MaAINTENANCE. ... .oeiieeiei et et e e et e e et e e e tae e e entaeeesssaeeeansaeeeansseeens 770
NOTIfICAtION ACTIONS .....oiiiiiiieeeee ettt et eeeeere e e 771
NOTIfy By €mMail ... s 772
NOTITY DY SMS ..t neas 773
Send notification to Telegram...........ccoooiiiiiiiiee e 773
Display online notification in @ pop-up WiNAOW ...........cccoeevieiiiiiieciiecieee e, 774
Send mobile NOLIfICAtION .........coiiiiiiicee e 775
SENA @ TEQUEST ...ttt e e e et e e e e e eesabaeenaae e 775
Register @Vent fOr UNIt ..........ooi oo 776
Register @s VIolation ..........oo.oi i 776
EXecute @ COMMANG ..........oooiiiiiie e e 776
Change aCCeSS 1O UNITS .....oouieiiiii ettt ens 776
SEE COUNTEN VAIUE ...ttt ettt e e eesasaeesaae e 777
Store counter value as ParameEter..........ccoiecuiiieiii e 777
RegiSter UNit STAtUS.......cooiiiiie e e 778
MOAITY UNIT GIOUPS ...ttt et e eene s 778
Send areport by @mail.........ooooiiii e 778
(04 0 F=T o TN ToTo ] o FOU USROS 779

-17



o ;
) wimlon User Guide

Create @ rOUNG..........oeeiieeieeceee ettt e et e e sab e e e s e esaaeesaseeennaeeenns 779
RESEE AIIVET ...ttt et et e e e e e e ab e e s ebaeesaeesaseeesaeennnes 780
RESEEATAIIET ...t et 780
ONliNE NOTIFICATIONS ..ottt e 780
NOTITICATION TEXT ....eeiiiiieie ettt et et e et et eeaaeeseeeaeaas 781
NOtIfiCation ParameEters ........ccooouiiiiieiieeee et 788
Managing NOtIfiCAtIONS ........c.ooiieiiiee e 790
LGS T PSPPI 792
WOrKING WIth USEIS ... e 792
APPIICAtiON Of USEIS.......oiiiiieiiee ettt et 793
0 T £ SRR 793
MaN@GING UNITS ...ttt ettt 794
UNIT GIOUPS ...ttt ettt ettt e e et e e ettt e e eateeeeenssaeeeansaeeeessaeesanseeaeennsseeens 796
The use of unit groups in MONITOMING .....cociiiiiiiieiee e 798
TOO0IS e st e et e e e ae e et e e e be e e taeeabeeeraeennraeans 798
D15 2= 1 (o PSPPSR 800
ROUTING. .ottt ettt et e et e e et e ebee e e 801
SeleCHiNG PrOVIAET ..ot 801
PlaCing POINTS. ...ttt et ettt e s e saeeenneens 801
RoUte CalCUIAtION ... e 802
Saving as @ geOfENCE OF TOULE ......c..oouiiiieiieieeceee e 803
NEAIEST UNITS ...t et e et e e et e e et e e e e taeeesnsaeeeennnaeeennes 804
REQUEST ...ttt e e e et e e e e e ettt e e e e e e nnneeeas 804
Additional PAramMETErS .......cuoiieieeee e 804
SEAICN FESUILS ...ttt et e et e e eeesaeesasaeesaae e 805
TTACK PIAYET ...ttt ettt e saee e e e 806
Player SEHHINGS. ..ottt ettt ettt 807
PlAYDACK ...t et 807
AN =T TSP PR 808
[ T =T PSSR 809
AGAIESS....eeeeeeeeeee ettt e e et s e et e et e e e b e e ab e e eba e e b e e eteeeenaeeenneas 810
SearCh BY @dAreSsS ..o e e 811

-18



o ;
) wimlon User Guide

AdAress AeTECTION........cciiieieeeee ettt e e e e e eeenbeeennae s 811

SAVE @S GEOTENCE.....eiiieeieeeee ettt 811

S IS ettt ettt e b e te et e e be e teeeateenteeaeeeaseenras 812
LBS DEEECTON ...ttt ettt e ettt e e et e e e et eeeentaeeeennaaeeennes 813
Working With LBS deteCtor.........cooiiiiiiiee s 813

Y o] 01 PR USRRR 814
Manage APPHICATIONS ........eieie et neas 816
Authorized appliCAtiONS........cocviieie e e 817
MODbile NOTIFICAtIONS ......oviiiiieece et 818
WIAIoN ON MODIIE ...ttt e et e e s be e e aaeesaaee e 819
DK ettt te e ettt eae e e be e teeeaaeeateebeeeaaeebeereeeaaeebeereens 820
SUPPOIEA DEVICES ...ttt ettt et e et e e et eeaaeesaseeesaeesaseeensaeensseeans 821

-19



o ;
) wimlon User Guide

This manual contains detailed instructions for using the satellite monitoring system Wialon Local
version 2004.

Wialon Local is a server version of Wialon system, which is installed by users on their own servers.

Version release date: April 20, 2020.

® Bug fixes for Wialon Local software version 2004 are carried out for 3 years from the date
of its release; informational support — for 5 years.
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Introduction

This manual contains detailed instructions for using the satellite monitoring system Wialon
Local version 2004.

Wialon Local is a server version of Wialon system, which is installed by users on their own servers.

Version release date: April 20, 2020.

® Bug fixes for Wialon Local software version 2004 are carried out for 3 years from the date
of its release; informational support — for 5 years.
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Basic Definitions and Components

GPS tracking system Wialon Local is a software product that allows the end users to control their
units (vehicle fleet, machinery, employees, pets, etc.).

Unit tracking includes:

+ detecting units' position and watching their movements on the map;

+ observing dynamic changes of various units' parameters such as speed, fuel level,
temperature, voltage, etc.;

* managing units (sending commands and messages, assigning jobs and routes, adjusting
notifications, etc.) and drivers (phone calls, SMS, work shifts);

+ controlling units' movements along the routes;

« interpreting the information derived from unit in various kinds of reports (tables, charts);

« and much more.

Tracking results can be presented on the computer screen as well as exported to files in different
formats.

The main components of Wialon Local are described below.

Administration system

The administrator of Wialon Local can start and stop Wialon, watch its operation, monitor errors,
take care of memory consumption and CPU load, etc.

In addition, the configuration of the system is adjusted in the Administration system where one
can install updates, add maps, sites, and modems, etc. The detailed description of the
Administration System can be found in the corresponding section of this guide.
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CMS Manager (management system)

CMS Manager is a special interface developed for the managers of Wialon Local. CMS refers to

Content Management System. Content in this context is system macro objects which are:

+ accounts (resources),
+ billing plans,

. users,

* units,

* unit groups,

+ retranslators.
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Macro objects differ from micro objects in several ways:

+ They exist independently and are not a part of a bigger object like a resource.

+ They can include smaller items as their contents, and those items are deleted together with
the macro object they belong to. As mentioned above, a resource can hold geofences, jobs,
notifications, drivers, report templates and orders. A unit can contain sensors, commands,
custom fields, and service intervals. Users and unit groups can only contain custom fields.

+ Access rights are assigned to macro objects, and they affect these objects and their
contents. That is why the dialog of macro object properties usually has a special Access tab
to manage rights.

+ Such macro objects as retranslators, accounts (resources), and billing plans can be
accessed only through the management interface (that is CMS Manager).

CMS Manager is designed to work with these items: create, configure, update, copy, import, export,
delete them, and, what is the most important, distribute access rights to these objects. An access
right is a possibility to view some system objects and perform allowed actions over them.

These functions can be also partially fulfilled in the user interface. However, the main difference
here is that CMS Manager has a handy easy-to-use interface that allows to work with a great
number of items, filter them by different criteria, display them in the form of a table, create tabs
with search results, and much more. Besides, the exclusive privilege of CMS Manager is the
possibility to work with accounts (that is to control payment, restrict services and adjust their cost)
and retranslators.

There is one type of macro object that is not available in CMS Manager — route. Routes can be
created only in the user interface of Wialon Local. They store checkpoints and schedules inside
and do not depend on any resource. However, it is possible to manage access to routes — through
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user properties dialog. The detailed description of CMS Manager interface can be found in the

Management system section of this

guide.

Main interface (tracking system)

The main interface of Wialon Local is an interface where the end users watch their units and create

and configure diverse system micro

+ geofences,

* jobs,
 notifications,

« drivers,

« trailers,

* report templates.

objects for their tracking purposes:

These items cannot exist independently and are a part of some resource.
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Local user interface can be found in the Monitoring system

Wialon Local has an embedded data storage system Wialon DB, a proprietary DBMS with stable
support for transactional processing and replication features. Physically it is located in the folder
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storage of your Wialon Local. All kind of communication with the database is done either via the
provided web interfaces or using various development tools.

WebGIS

WebGIS is a cartographic server included in Wialon Local. All the address information used for the
tracking of units and for the reports is taken by default from it. The detailed description of WebGIS
can be found in the corresponding section.
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Administration System

The administration system allows you to accomplish the following basic tasks:

+ get information about the state of the system (used memory, CPU load, errors, and so on)
and configure its basic parameters;

+ add maps;

+ install updates;

+ configure, start and stop sites, modems, devices, control connections and sessions;

+ delete and restore objects from the trash.

The administration system consists of the following tabs:

+ Status,
* License,
* Maps,
* Logs,

« Wialon,
+ System.

. » EN
) wialonlocal” 2004 ' i
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Technical Specification and Requirements

Operating system and accompanying software
Wialon Local is an all-in-one solution installed from an ISO file that includes:

+ base operating system Debian GNU/Linux 10 (Buster) in form of an image netinstall (the
missing files are installed from network package repositories);

+ additional software for the proper functioning of the server (nginx, postfix, ntp, openssh,
iptables, fail2ban and some other);

+ Wialon Local and its components.

Some OS components, hardware drivers and the modules of Wialon Local itself require network
access during the installation process.

It is not recommended to install other software packages apart from the ones that are required for
the proper operating of Wialon Local.

® Is0is developed for downloading and installing software in the BIOS mode. For UEFI, the
installation should be carried out in the Legacy mode.

Server requirements
Installation and operation of Wialon Local is possible exclusively on a 64-bit operating system.

The recommended maximum number of messages from one unit per day, taking into account
periods of decrease and increase in the intensity of messages, is 4100 messages (about 170
messages per hour). By the periods of decrease and increase we mean a periodic decrease and
increase in the intensity of sending messages to the server, depending on the time of day and the
unit's operation mode. It also includes the possible complete absence of messages from the
devices for a certain period of time, followed by intensive unloading of a large number of
messages from the device’s memory (the recommended period for recalculating events is no more
than 3 days).

The recommended maximum number of messages from one unit per hour during the period of the
highest intensity of messages is 325 messages. The period of the highest intensity of messages
should be understood as the period when all units created on the server are simultaneously
connected to it and regularly transmit data.

Below are the minimum server requirements for storing data on it for a period of two years. These
requirements are calculated on the basis of typical tasks solved by servers and their configuration.
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For a server with up to 100 units (with an average daily intensity of message registration of no
more than 408 000 messages):

+ CPU: Core i7 or Xeon (4+ cores, 4+ threads);

+ RAM: 16 GB (Wialon only);

« HDD: software RAID1 from 250 GB;

+ Internet bandwidth (from the server): from 25 Mbit/s.

For a server with up to 500 units (with an average daily intensity of message registration of no
more than 2 040 000 messages):

+ CPU: Core i7 or Xeon (4+ cores, 8+ threads);

+ RAM: 16 GB (Wialon only);

+ HDD: software RAID1 from 250 GB;

+ Internet bandwidth (from the server): from 25 Mbit/s.

For a server with up to 1000 units with its own WebGIS (with an average daily intensity of message
registration of no more than 4 080 000 messages):

+ CPU: modern Xeon (6+ cores, 12+ threads);

* RAM: from 32 GB (Wialon + maps);

+ HDD: Software RAID10, 4x2 TB or more;

+ Internet bandwidth (from the server): from 50 Mbit/s.

For a server with up to 2000 units with its own WebGIS (with an average daily intensity of message
registration of no more than 8 160 000 messages):

+ CPU: modern Xeon (8+ cores, 16+ threads);

* RAM: from 32 GB (Wialon + maps);

+ HDD: Software RAID10, 4x2 TB or more;

+ Internet bandwidth (from the server): from 50 Mbit/s.

For a server with up to 4000 units and its own WebGIS (with an average daily intensity of message
registration of no more than 16 320 000 messages):

+ CPU: modern Xeon (10+ cores, 20+ threads);

* RAM: from 48 GB (Wialon + maps);

+ HDD: software RAID10, 4x2 TB and more;

+ Internet bandwidth (from the server): from 75 Mbit/s.

For a server with up to 10 thousand units (with an average daily intensity of message registration
of no more than 40 800 000 messages):

+ CPU: modern Xeon (12+ cores, 24+ threads);
* RAM: from 64 GB;
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+ HDD: Software RAID10, 8x2 TB and more;
+ Internet bandwidth (from the server): from 100 Mbit/s.

For a server with up to 15 thousand units (with an average daily intensity of message registration
of no more than 61 200 000 messages):

+ CPU: modern Xeon (16+ cores, 32+ threads);

* RAM: from 96 GB;

+ HDD: Software RAID10, 8x2 TB or more (SSD recommended);
+ Internet bandwidth (from the server): from 150 Mbit/s.

For a server with up to 20 thousand units (with an average daily intensity of message registration
of no more than 81 600 000 messages):

+ CPU: 2 modern Xeon or 1 Xeon processors (20+ cores, 40+ threads);
+ RAM: from 128 GB;

+ HDD: Software RAID10, 8x2 TB or more (SSD recommended);

+ Internet bandwidth (from the server): from 175 Mbit/s.

In order for Wialon Local to operate correctly, there should be at least 20% of free disk space.

20 thousand is the maximum number of units possible on one distribution.

& |nsome cases, the automatic installation can be unavailable.

You should understand that the above-listed requirements are indicative and the choice of the
hardware on which Wialon Local is going to be installed is individual in each case and should, first
of all, be based on the amount of information you are planning to work with.

Administering Tasks

The maintenance of the Wialon Local server must be performed by a qualified Linux system
administrator with competencies that allow performing the tasks stated below.

Primary tasks

+ Install, delete, relocate, start and stop the service.

+ Backup the database.

« Configure, troubleshoot and maintain the storage system.

+ Configure the network subsystem and network interfaces, configure the server to work with
domain services (DHCP, DNS, NTP, SSH) and with auxiliary services (postfix/exim,nginx).
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® When contacting Gurtam technical support on issues related to the server administration,
you should provide direct access via SSH.

+ Ensure availability of the license server.

+ Control the Wialon service status, the operating system, and the devices.

+ Check server logs, Wialon logs and device logs, control log rotation using logrotate.
+ Manage the global server settings of Wialon.

+ Configure and provide the operation of Wialon sites.

+ Control free disk space.

Secondary tasks

+ Automate routine operations.

+ Configure the mail subsystem.

+ Configure the security system (iptables,fail2ban, strong passwords, and so on).
« Monitor processes on the server, check for possible viruses regularly.

+ Configure modems of the GSM, SMPP gateway and network types.

Installing Wialon Local
The Wialon Local distribution contains the Debian Linux (Buster) operating system. We

recommend installing Wialon Local on a physical server.

@ To install the distribution on the Windows server, use a virtual machine.

First, download I1SO image from the distribution server and record it on a CD, DVD, or USB flash
drive.

Adjust BIOS configuration so that to boot from the CD/DVD drive. Then follow the instructions on
the screen:
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1. Select the installation type: one, two (RAID-1), four (RAID-10) or eight (RAID-10) drives.

Tzl D Nis b Loeal oo

. 1 Single drive.(GPT)

N R S = T LG
P e e VR M S T eI
P e e e (VR N S T eI
L Busiogy UL oede

2. If more than one network is detected, you will be asked to select which one should be used

during the installation process.

debian

Configure the network

Your system has multiple network interfaces. Choose the one to use as the primary network interface
during the installation. If possible, the first connected network interface found has been selected.

Primary network interface:

eth0: Realtek Semiconductor Co., Ltd. RTL-8139/8139C/8139C+

ethl: Realtek Semiconductor Co., Ltd. RTL-8139/8139C/8139C+

[ Go Back H Continue J

However, if DHCP server is not available during the installation, check network availability
and repeat network adjustment or set network parameters manually:
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debian

Configure the network

From here you can choose to retry DHCP network autoconfiguration (which may succeed if your DHCP
server takes along time to respond) or to configure the network manually. Some DHCP servers require a

DHCP hostname to be sent by the client, so you can also choose to retry DHCP network autoconfiguration
with a hostname that you provide.

Network configuration method:

Retry network autoconfiguration
Retry network autoconfiguration with a DHCP hostname

Configure network manually

Do not configure the network at this time

Screenshot

[ Go Back H Continue l

debian

Configure the network

The IP address is unique to your computer and may be:

* four numbers separated by periods (IPv4);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as "/24").

If you don't know what to use here, consult your network administrator.
IP address:

10.10.10.10/18

Go Back H Continue
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3. Set up password for the root account — main account of your Debian OS.

debian ©

Set up users and passwords

You need to set a password for 'root', the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password!:

(eseeccsssesee |

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(essssssssssse |

_Screenshnt_ [ Go Back H Continue l

4. If installation on one drive was selected at the beginning, specify a particular drive here.

debian ©

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

Partition disks

SCS14(0,0,0) (sda) - 107.4 GB QEMU QEMU HARDDISK
SCS14(0,0,3) (sdb) - 107.4 GB QEMU QEMU HARDDISK
SCS14(0,0,2) (sdc) - 107.4 GB QEMU QEMU HARDDISK
SCS14(0,0,1) (sdd) - 107.4 GB QEMU QEMU HARDDISK

_Screenshnt_ [ Go Back H Continue l

5. When the installation process is complete, the system will reboot automatically (do not
forget to readjust BIOS settings back). After the reboot, the URL address of Wialon Local
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administration system will be shown.

wialon-local login: _

6. Enter this URL in the address bar. To authorize, use the user name and the password given to
you when purchasing Wialon Local.

If you pre-install Wialon Local for the backup server, do not perform this and the
following steps.

! Wialon Local Admin
J

hittp://192168.100.231

) winlonlocal”

Authorize yourself

User peace

Password | s

Language English v
Usage agreement
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7. After a successful authorization, Wialon Local will be downloaded and installed. This may
take some time.

Downloading, please wait...

GAMB/LZ23MB @ 1105kE/s

8. When the process is complete, you log into the Administration system. If needed, configure
access to it (see below).

The default interfaces of management and monitoring systems are available on ports 8024 and
8025, respectively.

® Depending on the configuration of your server, a non-standard installation may be required.
In case of difficulties, contact tecnical support.

Configuring access to the administration system

When you first log in to the administration system, you can receive a message that reads: You are
looking for site that is not available here. Please check your DNS configuration.

Y vekcme o vin - < N

@ B @ Q your-new-name.server M=

) winlonlocal”

You are looking for site that is not available here.
Flease check your DNS configuration.

In this case, you should register your new address for the administration system in the /etc/nginx/
conf.d/lcm.conf file.
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For example:

server_name 192.168.100.231 127.0.0.1 your—new—-name.server;

Upgrading Wialon Local

Upgrading the server system is required for the proper functioning of Wialon Local technologies.

& Pplease upgrade Wialon Local strictly according to the steps in the instructions and comply
with the requirements for Debian and Node.js versions (see below).
After the upgrade, it is not possible to revert to a previous version.

Wialon Local versions are upgraded consecutively, that is, one after another. For example, if you
want to upgrade Wialon Local from version 1504 to 2004, you should upgrade it to version 1604
first, and then to version 1704. After that, you should follow the instructions below successively:

+ How to Upgrade Wialon Local from v1704 to v1804,
+ How to Upgrade Wialon Local from v1804 to v1904,
+ How to Upgrade Wialon Local from v1904 to v2004.

The procedure for upgrading Wialon Local versions varies because they use different versions of
the Debian operating system and Node.js packages.

Wialon Local versions Debian versions Node.js versions
1504, 1604, 1704 8 (Jessie) 0.10.x

1704, 1804, 1904 9 (Stretch) 6.x

1904, 2004 10 (Buster) 10.x

Range of device ports

Due to the increase in the number of supported hardware, it has become necessary to expand the
range of open ports on servers with Wialon Local.

To do this, open ports from 20100 to 30000 (the previous standard range of ports is from 20100 to
21999) in the iptables rules following the steps below.
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1. If you use the standard iptables configuration, open the /etc/iptables/rules.v4 file and
replace the lines:

-A INPUT -p udp -m state --state NEW -m udp --dport 20100:21999 -m comment --
comment "HW ports" -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 20100:21999 -m comment --
comment "HW ports" -j ACCEPT

with the lines:

-A INPUT -p udp -m state --state NEW -m udp --dport 20100:30000 -m comment --
comment "HW ports" -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 20100:30000 -m comment --
comment "HW ports" -j ACCEPT

You can do the same with one command:

sed -1 's/21999/30000/' /etc/iptables/rules.v4

2. Next, execute:

iptables-restore < /etc/iptables/rules.v4

How to Upgrade Wialon Local from v1704 to v1804

This guide describes the sequence of steps you should follow if you want to upgrade Wialon Local
from version 1704 to version 1804.

In order for Wialon local version 1704 and above to function correctly, the Node.js 6.x package is
required. Support for older versions of Node.js, starting with the release of 1804, is discontinued.

The official Debian 8 and Debian 9 repositories include earlier versions of packages. When
installing from our distribution package, the required Node.js version is installed automatically.

1. Upgrade Node.js to the version 6.x if you receive a notification that the version of Node.js
that is used on your server is out of date. To do this, follow the steps below.
+ Log in to the terminal on behalf of the main user (root) and run the following
commands:

cd /home/wialon/wlocal/
service wlocal stop
./adf_script stop
apt-get install -y curl
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curl -sL https://deb.nodesource.com/setup_6.x | bash -
apt-get install -y nodejs

npm -g install forever

npm install

chown -R wialon:wialon /home/wialon/

service wlocal restart

+ Check the availability of your sites after they restart.

® 710 update Node.js, you can also contact technical support. In this case, in the letter
specify SSH credentials (IP, login and password) to access the server console.
The instruction is also located on the official site of the Node.js developer.

2. Install the version 1804 of Wialon Local .

How to Upgrade Wialon Local from v1804 to v1904

When upgrading Wialon Local from version 1804 to version 1904, follow the steps below.

1. Make sure that the Debian operating system has been upgraded to version 9 (Stretch).
+ When updating from Debian 8 to Debian 9, add a line “include /etc/nginx/modules-
enabled/*.conf” to the file /ete/nginx/nginx.conf . Here is an example of the received
file:

user www-data;

worker_processes 2;

worker_rlimit_nofile 65535;

include /etc/nginx/modules-enabled/*.conf;

error_log /var/log/nginx/error.log;
pid /var/run/nginx.pid;

events {
worker_connections 65535;

}

http {
include /etc/nginx/common/*;
include /etc/nginx/conf.d/*;

2. Add additional options (listed below) to the nginx configuration files for the admin site (/etc/
nginx/conf.d/lcm.conf). Add the options to the location element of the server section of the
Icm.conf file and to the configuration of other nginx involved in proxying requests. This is
required to activate work using web sockets.
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proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "Upgrade";

Example of the lem.conf configuration file:

server {
listen 80;
server_name 10.10.10.10;

client_max_body_size 10000m;
proxy_read_timeout 500;
location /50x.html {

root /home/wialon/wlocal/nginx/www/nginx-default;
1
location / {

if ( $args ~x dns-test ) {

echo 1;

}

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "Upgrade";
proxy_pass http://localhost:8080;

}

access_log /var/log/nginx/lcm.access.log;

3. Install the ripgrep utility. It is required for quick reading of statistical information about the
status of the server.

wget --no-check-certificate http://ftp.br.debian.org/debian/pool/main/r/rust-
ripgrep/ripgrep_0.10.0-2_amd64.deb -0 /tmp/ripgrep.deb
dpkg -i /tmp/ripgrep.deb

4. Install the version 1904 of Wialon Local.

How to Upgrade Wialon Local from v1904 to v2004

To upgrade Wialon Local from version 1904 to version 2004, follow the steps below.
1. Upgrade the operating system Debian to the version 10 (Buster).

2. Install the pigz and curl utilities. To do this, log in to the terminal on behalf of the main user
(root) and run the following command:

apt-get install pigz curl

3. Upgrade Node.js to the version 10.x, by running on behalf of the main user (root) the
following commands:
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cd /home/wialon/wlocal/

service wlocal stop

./adf_script stop

apt-get install -y curl

curl -sL https://deb.nodesource.com/setup_10.x | bash -
apt-get install -y nodejs

npm -g install forever

npm install

chown -R wialon:wialon /home/wialon/

service wlocal restart

Check the availability of your sites after they restart. To update Node.js, you can also contact
technical support. In this case, in the letter specify SSH credentials (IP, login and password)
to access the server console.

The instruction is also located on the official site of the Node.js developer.

4. |Install the version 2004 of Wialon Local .

Backup Server

Hot Backup installation software is installed to provide online data backup. This installation
software is recommended to be installed and activated on the server different from the one where
your operating Wialon Local is launched.

The hot backup server provides real-time full replication of Wialon Local database (storage
directory). There is a possibility of simultaneous usage of several hot backup servers with no
additional licensing needed.

Installation
Requirements

The backup server is installed on the 64-bit Debian operating system. The main requirement is the
size of the hard drive which should be at least the size of the main server. If you plan to use this
server as the primary one in the event of a critical accident, its parameters should be similar to the
parameters of the original server.

Installation
Use one of the methods described below to install the backup server.
Method 1 (preferred):

+ download the archive and unpack it;
+ run ./install.sh in the directory that was unpacked,;
+ answer the script's configuration questions;
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+ execute the service wibackup restart command.

Enter the same parameters (address, port and access key) of your backup server on the Wialon
Local administrator site.

Additional scripts:

+ cold_backup.sh stops the backup module, makes an archive of its database and starts the
backup module again. It deletes the oldest archive with data base if there is less than 20% of
disk space left or if there are more than 5 storage archive files.

+ add7dayscron.sh adds cold_backup.sh script in cron. As a result, the latter is executed once
per week automatically.

Method 2:

« download the archive;

+ unpack the archive in the working directory;

+ activate a hot backup system. To do this, set the variable in the configuration file (custom/
config.txt) as follows:

ADF_STORAGE_SYNC_SERVER = server_ip:port:access_key

where server_ip is the backup server's address (if there are several interfaces, choose the one that
will be used for backup); port is the port where the backup server will 'listen' for connections;
access key is the parameter necessary for additional protection of the connection to the port;

« start the service. To do this, go to the directory where the server is installed and run the ./
adf_script start command as root. To stop the service, use the ./adf_script stop command.

Enter the same parameters (address, port and access key) of your backup server on the Wialon
Local administrator site.

Recovery from failure

See below two variants of actions in case of a failure of the main server.

Recovery of the main server's work

The steps that should be followed to use reserve server database copy in case of Wialon Local
server failure:

+ stop Wialon Local on the main server;

+ stop hot backup server;

*+ recover main server's working capacity;
+ reinstall Wialon Local on it;
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+ move 'storage’ directory from backup server to the main one;
+ start Wialon Local on the main server.

If AVD maps are used, it is not necessary to restore the contents of the folder maps from the
backup. However, downloading and readjustment of maps may slow down the process of restoring
the service for the end users.

® To save as much data as possible, the devices must have a black box. In this case, the
messages will be downloaded completely within several hours after launching the service
(if there are thousands of units; if there are fewer — the downloading will take less than an
hour).

Using backup server as the main one

This alternative allows reducing the time of the server's inaccessibility to the end users.

Since it is supposed that in case of a hardware failure the backup server will become the main one,
it is strongly recommended that their characteristics coincide, including the supplementary
equipment (backup power supply, modems, etc.).

The action sequence, in this case, is as follows:

+ Install Wialon Local on the backup server. The installation steps must be performed up to
step 5 inclusive. To avoid accidental or intentional executing of step 6, it is recommended to
restrict the access to the administration system to the local IP. To do this, it is necessary to
change the line server_name in the file /etc/nginx/conf.d/lcm.conf leaving only localhost
(127.0.0.1) in it and restart nginx.

+ Install backup module to the backup server, define the path for saving storage by means of a
symlink.

+ In case of a failure of the main server stop the backup module and transfer the main IP to the
backup server (that is switching the cable or changing the network settings).

+ Log on to the administration system of the backup server, enter user name and password,
repeat the configuration of the administration system of the main server (sites, maps, skins,
restrictions, modems, etc.).

« Start Wialon Local on the backup server.

In order to back up maps, administration system's configuration or other necessary archives you
can add Isyncd — the utility will instantly synchronize the files' changes on local and remote
servers.
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Wialon Local License

The license is integrated into your personal build of software.

Every day, Wialon Local connects to the license server lic.gurtam.com (port 31176) and confirms
the usage of the product on one server at a time. If this license check is blocked because of
firewall or lack of Internet connection, it will cause a ban to use the program. In this case, you will
not be able to create new units and use Gurtam Maps. Some time later, however, all services of
Wialon Local get denied except for the administration panel.

& The client's server that sends queries to the license server should have a single permanent
(static) IP address.

If there is a problem with the license, you cannot create any units, and phrases like Error fetching
license: 'avl.unit' can be found in log files. Several times a day Wialon Local connects to the server
local-api.wialon.com to fetch updates. This server is also responsible for the authorization of the
administrator. A successful authorization of the administrator, as well as successful purchases are
possible only with an enabled Internet connection.

Status

The Status tab displays information about the main parameters of the service performance in real
time.
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Status
Wialon status Running 47.06:44 Wialon DB 026 GB Fragmentation 0%
Units online [ew— 45.5% (5/11) Messages 019GS  Messages cache 0,00 GB
Users/Sessions m Properties 0.01GB  Files 0.01GB
Messages for the last minute @ 000 Synchronization cache 0.00G8 Transaction cache 0.02 GB
System info # Disk performance A
RAM usage - 19.2% (1.57.8 G} Disk Read Write Utilization
HOD usage [ 15.4% (12.078.2 GB) LVM Logical Velume (dm-9) 0.00 MB/s 0.08 MBJs 0729
%
' . 0.00 I0FS 3,69 10PS
CPU usage | 0.9% (8 cores)
Load average 1min 08 Smin: 278 15 min: 3.18 RAID Fartition (mdz) 0.04 MB/s 0.27 MBfs
" 0.3010PS 4115 10PS
RAID Device (sdad) 0.02 MB/s 0.06 MBS 1.87%
020 I0PS 12.06 10PS e
RAID Device (sdb4) 0.01 MB/s 0.06 MB/s 1.87%
0.10 10PS 12.06 IOPS e
Charts 2h 6h 12h 24b 1menth 3 menths € months 12 months A
Users ts CPU Processes Threads RA
Users
. Users m
8
o
20:00 2200 00:00 02:00 0400 i 0800 10:00 200 400 £:00 200

Connection to license server established. Switching to online mode
Connection to license server establisned. SWItching to onling mode
License server is unavailable. Switching to offine mode

Some features will not be available

342 Connection to license server established. Switching to online mode

General Information

The top block displays the general status information about Wialon Local.

Wialon status Running 22:48:32

Units online 0.1% (9/10025)
Users/Sessions 11

Messages for the last minute @  ooiB1

Wialon DB 68.53 GB
Messages 68.39 GB
Properties 0.12 GB
Synchronization cache 0.00 GB

Fragmentation
Messages cache
Files

Transaction cache

The parameters available in the block are described below.

Parameter

Wialon status

Units online

Description

0.00 GB

0.00 GB

0.02 GB

The current state of Wialon Local: running or stopped.

The duration of the Running status is displayed in the

hours:minutes:seconds format.

The percentage ratio of the number of units online to the

total number

of the created units.

The value in

parentheses is displayed in the x/y format, where x is the
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Parameter

Users/Sessions

Wialon DB

Messages

Properties

Synchronization cache

Fragmentation

Messages cache

Files

User Guide

Description

number of units online and y is the number of all created
units.

The number of users created in the system and the
number of active sessions at the moment.

® One user can create multiple sessions.

The total size of the Wialon database.
The total size of all messages in the Wialon database.

The total size of all elements and their properties in the
Wialon database.

The size of the cache used to synchronize the main
database with the backup server (if the server is
configured). The worse the connection, the larger the
cache size.

The current level of database fragmentation (expressed
as a percentage).

The size of the message cache on the disk. The more
intense the flow of messages from the equipment, the
higher the readings.

The total size of files (icons, pictures, etc.) that are stored
in the database.
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Transaction

User Guide

Description

cache Cache size used to collect messages. Messages are
uploaded to the database every 10 minutes.

System info

The System info block displays the usage of available memory and the average processor load.

System info

RAM usage
HDD usage
CPU usage

Load average

Paramet
er

RAM
usage

HDD
usage

CPU
usage

A

19.2% (709/3692 GB)

51.4% (16 cores)

1 min: 36.72 5 min: 35.12 15 min: 24.8

Description

The amount of RAM in use. It is shown as a percentage in the x/y format, where x
is the amount of memory used and y is its total amount. The process indicator for
RAM simultaneously shows the data for the Used (darker color) and Cached
values.

The amount of disk space in use. It is shown as a percentage in the x/y format
where x is the amount of the used space on the disk and y is its total volume. If the
value of the used disk space reaches 90%, the administrator receives an alert (the
administrator's email is specified on the System tab). In addition, if the critical level
of free space (5 GB) is reached, the service stops automatically to avoid database
corruption. In this case, an email is also sent to the administrator.

The data on CPU usage (expressed as a percentage). The total number of cores of
the installed processors is shown in parentheses.
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Load ave  Server load indicator for the last 1/5/15 minutes.
rage

Disk performance

The Disk performance block displays the data on the intensity of reading, writing and the load on
hard disks where the Wialon Local database is located.

Disk performance

3

Disk Read Write Utilization
RAID Partition (md2) 0.09 MB/s 23.24 MB/s
261 T8 (HDD, xfs, raid10) 351 10PS 66.80 IOPS
RAID Device (sda4) 0.05 MB/s 13.90 MB/s 23 799
20 TB (HDD, - 1.66 IOP3 40.37 IOPS e
RAID Device (sdb4d) 0.00 MB/s 12.40 MB/s 19.97%
1.80 TB (HDD, - 0.33 10PS 3T.7410PS s
RAID Device (sdc4) 0.02 MB/s 12.67 MB/s 2161
1.80 TB (HDD, - 117 I0PS 38.81 10PS e
RAID Device (sddd) 0.00 MB/s 11.95 MB/s 19,545
1.80 TB (HDD, - 0.2910PS 3793 10PS e

For each disk, the information is displayed according to the following parameters.

Parameter Description

Read Read speed in MB/s.
Write Write speed in MB/s.
Utilization Disk load as a percentage.

The disks are displayed in the block in accordance with their hierarchy.

Charts

The Charts block displays visual information on various characteristics. The time interval is
selected in the upper right part of the block.
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Select interval
Select chart
Charis [2n 6n 12n 1week 1monih_3monihs 61

nonths 12 menths |
| S5 5 T sses Threads RAM Space B fragmental Messages sk speed sk | S Sk utiliza’ |
Memory

[ oaives = Ueee e ' Conea e = msca s |
1068 |
68 i o
~|'| Enable/Disable 3 Time 202004 06 07:44:23.622
charts Total RAM 7.61GB
Used RAM 14068

Cached RAM

X
~
=3

l

Wialon Local RAM

The table below lists all the charts and the curves available for them.

Chart Curves

Users Users, Sessions

Units Units, Units online

CPU CPU, Load average

Processes Processes

Threads Threads (the total number of all threads in the system),

Wialon threads (threads occupied by Wialon), Local threads
(threads occupied by the wlocal service), Wialon active

threads
RAM Total RAM, Used RAM, Cached RAM, RAM Wialon Local
Space Total space, Used space, DB, Messages, Properties, Files,

Messages cache, Logs directory, Synchronization cache,
Transaction cash

DB fragmentation DB Fragmentation

Messages Read messages, Written messages, Messages requests
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Disk speed A curve for each disk where the DB is located
Disk IOPS A curve for each disk where the DB is located
Disk utilization A curve for each disk where the DB is located

To enable or disable the display of any curve, click on its name above the chart.
The gaps in some sections of the curves indicate that the wlocal service was stopped at the time

intervals to which the curves correspond (for the Users/Units charts, it signals that Wialon was
stopped).

When you hover the mouse cursor over the point of the chart, tooltips appear.

Log

A log is displayed at the bottom of each tab in the Administration system. It displays information
about current events that take place in Wialon Local. For instance, about its starting or stopping,
availability of updates, components installation, etc. When the page is reloaded, all events are
removed from the log.

Log

2020-04-06 20:00:03 (ct % 3600) < 5)

2020-04-06 20:18:51 Cannot send email. Check SMTP settings.
2020-04-06 20:18:51 Trying to resend email using localhost
2020-04-06 20:18:51 Email was successfully sent.

2020-04-06 20:22:19 Cannot send email. Check SMTP settings. -

<«

License

On this tab, you can see the activated Wialon Local components and their status.

® The amount of available system functionality depends on the configuration of the
distributive included in your package.

If you want to activate new components, go to your personal account or write to
partners@wialon.com. After purchasing a component, you will receive an update which you have to
install on the System tab. To complete the procedure, Wialon Local is automatically restarted. In
certain cases, you may need to refresh the page and clear the cache. The activated components
receive the Purchased status.
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In the upper right corner of the block, you can see the time of the license expiration. If the license

expires in less than 12 hours, a yellow indicator is displayed next to the time. If the license has

expired, a red indicator is shown. The red indicator can also denote that there is no Internet

connection required for the connection to the license server and correct work of Wialon Local.

Manage license

Component Current

Modules

Logistics Module
NimBUS Module
Notifications
Passengers
Remote Modem
Route Control
Service Intervals
Trailers

Exira Site

o

Personal Design 1
Wialon Mobile v.2 2
25 Extra Units 725
Personal Design (mobile apps)

Retranslators

Hardware

Components

License
expiration time

Valid until] 2021-03-25 22:29:39

Status

A

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

Purchased

«

Three types of components are available: modules, retranslators, and hardware.

Modules

The main purpose of modules is to extend the possibilities of your service. The modules allow

adding new features for the end users (such as Notifications, Fuel control, Advanced reports, etc.)

or enhance the general properties of the service (such as Hot backup, Personal design, Extra site,

etc.).

@ Besides status, the number of module items is shown for such components as Units, Extra

Site, Wialon Mobile 2, and Personal Design.

Retranslators

Here you can see a list of retranslation protocols for your service.
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Hardware

This block contains a list of the device types used in the system. All hardware is divided into
groups according to the manufacturer. This means that if you purchase XYZ hardware, you
purchase all types of devices produced by the XYZ company. See GPS hardware for further
information and the full list of the supported devices.

Components list management

In all the blocks, the items are sorted alphabetically, however, the purchased items are placed
above forming an additional list. You can change the type of sorting: by current usage or purchase
status. To do this, click on the title of the corresponding column once (for direct sorting order) or
twice (for reverse sorting order). To quickly find a certain item, use the filter to the right of the
header of each block.

You can disable the division of the items by status. To do this, click on Status in the header twice
(unlike other titles, this one has three states: up, down, and none, when the sorting is disabled).
With the sorting by status disabled, you can sort the list of items alphabetically or by other criteria.

Maps

On the Maps tab, the cartographic system is being configured. The maps are important for the end
users in two ways. First, they serve as a background to place tracking units on it, build tracks of
movements, draw geofences, etc. In addition, maps define the accuracy of the address information
that appears during online tracking, as well as in reports.
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Maps
Map source: Gurtam Maps A
AVD

Installed maps (AVD) 2 Avallable maps (AVD) Y
Name Size Name Size Progress
andorra e TN “ @ azeibadjan

& [ belarus
Brest wave ([EEIEEEE # () belarus_old

= estonia

Gomel 22.36 MB m 0sm_gstonia 143.65 MB lr. m
Grodno (ERCIY R Disabie | Delets | tallin 676 KB = =
# ([ kazakhstan
B3 russia

(7 russia_old

® (3 ukraing
osm_estonia (EIVN  Disabie | Delete | & (3 ukraine_okd
russia_moscow_region swuve TN
Upload and compile maps Compilation options &
Name Size | S o cites 3
Mapname: | Porlugal Add search + Fasary fo save the siies again
Choose Fks | No e chosen - Map tag Capiial letlers. o -guriamuab ¥ Commercial
P y { ko ! < —
Portugal 12K8 o E: riarity Clear background. 1DCeUW _CnCagi6-pas
T o Minlevel 0 *| Skip render |bBc5-971b-4319-bd07- | &
Spain 12K8 Compie l b8c5-971b-4319-bd07 Commercial
Max. level 0 v | Skip default render 1b8¢5-971D-43/9-bd07
andorra 429 M8 oo l Skip addresses: IbEc5-97 10-4319-bd07
belarus_belarus_shp 196.97 MB Compile l Start m
lipetsk 20.04 MB compie [T
nicaragua-latest.osm 13.26 MB Compie m
Log &

Map source

Select the map source: AVD or Gurtam Maps (they cannot be used together).

Choosing Gurtam Maps means that Gurtam is responsible for maintaining the map server and
updating cartographic data. That is why if you select Gurtam Maps, other sections on this page
collapse indicating that they are not required.

Select AVD if you prefer to create and manage your own WebGIS server. The process is described
below.

Configuring AVD maps
Installed maps (AVD)

Here you see the list of the installed maps. Maps can get here either from the section on the right
or from the section below. A new map is added as enabled, however, you can disable it. In this
case, it still stays on your server but is invisible to the users. A map can be also deleted
permanently, that is erased from the server.

Available maps (AVD)
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This is the list of the ready-to-use AVD maps provided by Gurtam. To install one of them, select it in
the list and download it. The map appears in the Installed maps section immediately after
downloading. For a quicker search, all available maps are sorted into folders by country.

Upload and compile maps

If you have your own maps, you can upload them and then install on your server. If an uploaded
map is in AVD format, it gets into the Installed maps section at once. If you have another kind of
source map, it needs compilation after uploading. Press the Compile button, adjust the compilation
parameters, and press Start. More information about how to create maps can be found here.

& The map files should be uploaded as an archive (TAR, RAR or ZIP) and contain no nested
folders.

Keys for server requests

Requests for geocoding and routing using Google and Yandex maps can go not only directly to the
cartographic server, but also firstly be sent to the server where Wialon Local is installed.

In this section of administrative settings, you can specify the keys required for server requests. For
each of the cartographic services, you can specify a free or commercial key. This is regulated by
enabling or disabling the Commercial option.

b

Keys for server requests

After introducing changes, it may be necessary fo save the sites again.

# Google Client ID: gme ¥ Commercial
Private key: BOn

#| Yandex Key: f8ad Commercial
Geocoding: f8ad
Routing: fad

Check the required cartographic server, specify the key for it and click on the Save button. The
fields for free and commercial Google keys differ (Key is replaced with the Client ID and Private
key fields).

The settings from this section are automatically inserted into the Maps tab in the settings of the
websites of Wialon Web type.
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& When making changes in this section, you may need to save the site settings again on the
Wialon tab.

WebGIS

Standard WebGIS server is included to the Wialon local. By default, any address information used
for online tracking and reports is taken directly from it.

AVD format files are used in WebGIS. Files of such a format could be created from other vector
data formats, such as MP, MaplInfo, ESRI Shape, OSM (OpenStreetMap). Note that the source map
should be done in the WGS-84 coordinate system (in grades).

Source maps in the supported vector format should be downloaded to the server. The source maps
files should be given as data archive (TAR, RAR, ZIP) including a set of configuration files.
Depending on the source map format, the archive should include a particular set of files.

A To successfully unpack the archive on the server, the first one should not contain
subfolders.

Compilation parameters

Parameter Description

Map name Map name, for example, the name of the city for which the
map is created.

Map tag Map tag like city, country, etc. Could be used for a search or
as a drawing filter.

Priority Map priority; 100 by default. Bigger priority means earlier
map render. Maps with minor priority are rendered later and
are situated above those with bigger priority.

Min level The minimum desired level at which to draw a map (0-16).
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Parameter

Max level

Add search

Capital letters

Clear background

Skip render

Skip default render

Skip addresses

User Guide

Description

The maximum desired level at which to draw a map (0-16).

Add information for search to the map.

Consider letter case (lower/upper) in the MP file address
info (cities, regions, countries).

Clear background on render map option is used for
combining multiple maps. Maps with higher priority situated
in lower layers are not displayed. If maps overlay, the top
(more detailed) map is displayed. The background is white.
The flag is highly recommended to be used.

Skip map rendering is used when you do not want to add
drawing information to the file (in this case, the map is used
for a search only).

Not to include the drawing information for the map into the
file by default. Map rendering is available only for the billing
plans with the corresponding map tags.

Not to add information to the file for reverse geocoding
(determining the address by coordinates) on the map (it is
used only for rendering).

Creating a map from MP format
To create a map from the Polish MP format, you have to use a special XML configuration file. To

download it on the server, an archive consisting of a source map in MP format and of a

configuration XML file should be created.

& The names of the configuration XML file and of the archive must be the same.
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Standard configuration file transforming MP files to AVD files (pfm.xml) can be downloaded here:
http://distro.gurtam.com/maps_cfg/. You can create your own configuration file according to your
requirements.

Example:

<pfm>

<feature type="0x0001" shape="PL" avd_type="1" max_level="2" name="A restricted
access major divided highway, normally with 2 or more running lanes plus emergency
hard shoulder. Equivalent to the Freeway, Autobahn, etc." use_addr="1" is_street="1"/
>

<feature type="0x0002" shape="PL" avd_type="3" max_level="2" name=" Important
roads that aren't motorways. Typically maintained by central, not local government.
Need not necessarily be a divided highway." use_addr="1" dis_street="1"/>

<feature type="0x0003" shape="PL" avd_type="5" max_level="2" name="Roads generally
linking larger towns." use_addr="1" dis_street="1"/>

<feature type="0x0004" shape="PL" avd_type="7" max_level="2" name="Roads generally
linking smaller towns and villages." use_addr="1" is_street="1"/>

<feature type="0x0000" shape="PL" avd_type="9" max_level="2" name="Minor roads."
use_addr="1" qis_street="1"/>

<feature type="0x000a" shape="PL" avd_type="11" max_level="1" name="Unclassified
roads typically form the lowest form of the 1interconnecting grid network." use_addr="
1" 9s_street="1"/>

<feature type="0x0042" shape="PL" avd_type="12" max_level="1" name="Unpaved roads."
use_addr="1"/>

<feature type="0x3008" shape="POI" avd_type="59" max_level="0" name="A fire station."
use_addr="1" ds_house="1"/>

<feature type="0xf001" shape="POI" avd_type="60" max_level="0" name="Bus station."
use_addr="1" ds_house="1"/>

<feature type="0x2f06" shape="POI" avd_type="61" max_level="0" name="A bank."
use_addr="1" ds_house="1"/>

<feature type="0x2b00" shape="POI" avd_type="62" max_level="0" name="A hotel."
use_addr="1" ds_house="1"/>

</pfm>

The following parameters are used in the configuration XML file.

Parameter Description
use_addr Use this element when searching an address by coordinates.
is_city Use this element when searching a place by name (city).
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is_street

is_house

is_road

type

shape:

avd_type

max_level

name

User Guide

Description

Use this element when searching a street by name (street).
Locking (snap) to roads function can also use this element.

Use this element when searching a house by name or number
(house).

The road. This element can also be used to lock the unit's
movements to existing roads.

Source type from MP file (Polish format).

PG — polygon, PL — polyline, POl — point.

Resulting map type in AVD file (0—255).

Maximum level to store map data in AVD format. Levels depend
on meterage: o level — from 10 to 250 meters, 1 level — from 250
m to 20 km, 2 level — from 20 to 500 km.

The name of an object, area, point, that is a custom mark.

The following conditions should be met in order to store map inscriptions properly:
+ source MP file must be encoded in Win 1251, and the inscription (IMG ID) must contain the

string CodePage=1251,

+ source MP file must be encoded in Win UTF-8, and the inscription (IMG ID) must contain the

string CodePage=1252 or other value different from 1251.

Creating maps from OSM format

To create maps from OSM format files, a configuration XML file or allCountries.txt are used. To

download on the server, an archive containing OSM format source map, configuration XML file, and

allCountries.txt should be formed. The last one (allCountries.txt) is an additional file for address

binding. The document consists of world cities list in which the population size is indicated. An
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approximate radius of a city is calculated on the basis of the special algorithm and depends on the
population size.

osm.xml is a configuration file transferring OSM files to the standard AVD files.

Standard configuration file transferring OSM files to AVD files (osm.xml) and allCountries.txt could
be downloaded here: http://distro.gurtam.com/maps_cfg/.

Maps from other vector formats

To create maps from other vector formats such as Maplinfo, ESRI shapefile, etc., it is necessary to
download an archive consisting of the source map layers in a corresponding format and of a
configuration XML file.

XML file should be encoded in UTF-8 without BOM:

<conv name="cheljabinskaja" encoding="utf8">
<layer file="chel-roads-1.shp">
<features max_level="1" name="$NAME" use_addr="1" 1is_street="1"
region="$ADDR_REGIO" street="$NAME">
<mod filter="(highway ='bridleway') or (highway
='living_street')" type="14"/>
<mod filter="(highway ='path') or (highway ='steps')" type="16"/>
</features>
</layer>
<layer file="chel-buildings-a.shp">
<features type="210" max_level="1" name= "$ADDR_HOUSE" 1is_house="1" region="$
ADDR_REGIO" street="$SADDR_STREET" house='"$ADDR_HOUSE" use_addr="1"/>
</layer>
<layer file="chel-city-p.shp">
<features type="64" max_level="2" name="SNAME" address="SNAME">
<mod filter="PLACE ='village'" type="66" is_city="1" region="$ADDR_REGIO"
max_level="1" name="$NAME" address="SNAME'"/>
<mod filter="PLACE = 'town'" type="65" is_city="1" region="$ADDR_REGIO"
max_level="1" name="$NAME" address="SNAME'"/>
<mod filter="PLACE = 'city'" type="64" is_city="1" region="$ADDR_REGIO"
max_level="1" name="$NAME" address="SNAME"/>
</features>
</layer>
<layer file="chel-landuse-a.shp">
<features type="166" max_level="1" name="$SNAME">
<mod filter="LANDUSE ='Military'" type="173" max_level="1" name="$SNAME" />
<mod filter="LANDUSE ='cemetery'" type="147" max_level="1" name="$SNAME" />
<mod filter="LANDUSE ='commercial'" type="151" max_level="1" name="$NAME"

/>

<mod filter="LANDUSE ='forest'" type="165" max_level="1" name="$SNAME" />

<mod filter="LANDUSE ='nature_reserve'" type="184" max_level="1" name="$N
AME" />

<mod filter="LANDUSE ='residential'" type="166" max_level="1" name="$NAME
ll/>

</features>
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</layer>
<layer file="chel-admin-a.shp">
<features type="0x004a" shape="PG" avd_type="0" max_level="0"/>
</layer>
</conv>

The file starts and ends with the conv tag. The following keys can be used inside this tag:
name — map name, encoding — file encoding for a conversion.

The main part of a map conversion is the description of the layers used to receive data. The layer
tag allows to describe each layer individually and, if provided by different attributes, converse a
map according to them.

The file key is used to define the layer file.

Then you should indicate the features layer properties. In the type key, it is necessary to indicate
the elements' type value from the map in the format .avd (see it in pfm.xml or osm.xml). The name
parameter is used to display any properties of a converted object. This parameter will be used as a
caption for objects on the map. Only Latin letters and $ sign are accepted. In the above-mentioned
example, the names for the used fields could be found in the files indicated there,i.e., in .shp. If
other symbols are used, the file may be converted with errors or not converted at all. If you would
like to convert such files, you should change the fields' names for the Latin ones.

It is also necessary to indicate the level on which the maps from the file will be situated. The
max_level parameter is in charge of it. Depending on your preferences, you can vary these
parameters from 0 to 2 or leave them as in pfm.xml or osm.xml.

The following parameters are optional.

Parameter Description Example

data_type Object type: polygon (pg), polyline (pl), data_type="pg"
point (poi).

address Define address by the indicated value.

region Define region name by the indicated region="SRegion"
value.

street Define street name by the indicated street="Sst"
value.
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Parameter

street_type

house

is_city

is_street

is_house

dump_attr

Description

Define street type by the indicated
value.

Define house number by the indicated
value.

Define if this object is a city. If it is not,
do not use this parameter.

Define if this object is a street. If it is
not, do not use this parameter.

Define if this object is a house. If it is
not, do not use this parameter.

It is responsible for displaying
particular object properties (in stdout).
It works in the same way as the name
parameter, but it displays information
for a user who is converting the map.

User Guide

Example

street_type="Ssts_type"

house="Snumber"

is_city="1"

is_street="1"

is_house="1"

The dollar sign in quotes ("$") means that letters which follow will be used as a variable and
substituted with this variable value. To use a usual text together with a variable, it is necessary to
mark it with '|' sign from both sides. To retrieve data from some other layer, use the hash sign (#).
After '#, set three parameters. In the first parameter, indicate the field from which the value should
be taken, and then put a dot (.). The second parameter indicates the layer (filename without
extension) to be used to get data, put a dot again. The third parameter indicates which field from
the indicated layer should be used. The fourth parameter can be used if the value is hidden in a
string field or among a number of values — enter a field, the equal sign (=), and '%' sign in single
quotes ('%'). Do not forget to separate all parameters with dots.

Here is an example.

Let us assume, that we have two layers:

+ the cities layer with the fields ID, Name, Region;

+ the streets layer with fields ID, City, CitylD, Name.

Then,
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+ to get street name and the city, use
SName|, |#CityID.Cities.Name;

+ to get the city and region while searching by another field, use
S$Name|, [#City.Cities.Region.Name='%".

If you have noticed that the layer file contains objects of different types (you can check it with the
dump_attr parameter), and you want to display them as different types, use the 'mod' tag. There
you set filtration conditions and object type expected as the result of the conversion process. In
the filter parameter enter the condition as SQL query. The type parameter is set in the same
manner as it was described above.

In one layer there can be any number of features. In one feature there can be any number of mod.

If there is an error when reading the file, try to open it in another program, for example, Internet
Explorer: if there are any errors in file body, IE displays only the correct part of the file. However,
note that the check is performed only for opening/closing tags.

Use comments to make further editing and usage of the file easier.

Specifying Format

Vector maps in the closed AVD format allow rendering map images in various projections, fulfil the
search of named objects, and detect location by given coordinates.

Conversion table: polyline

.MP .OSM .AVD

Cod Key Value Key Key Typ AV Dat Comment Image Ico

e S - e D a n
valu Typ lev
es e el
(0- (0-
255 2)
)
0x0  high  motor PL 1 2 A ﬂ
001 way way restricted
access
major
divided
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.MP

Cod

.OSM

Key

high
way

Value

motor
way_lin
k

Key

valu
es

.AVD

Typ

PL

AV

Typ

(0-
255
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Dat Comment Image Ico
a n
lev

el

(0-

2)

highway,
normally
with 2 or
more
running
lanes plus
emergency
hard
shoulder.
Equivalent
to the
Freeway,
Autobahn,
etc.

2 The link "
roads —
(sliproads/
ramps)
leading to/
from a
motorway
from/to a
motorway
or lower
class
highway.
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.MP

Cod

0x0
002

.OSM

Key Value
high trunk
way

high  trunk_li
way nk

Key

.AVD
Key Typ
- e
valu
es

PL

PL

AV

Typ

(0-
255
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Dat Comment Image Ico
a n
lev
el
(0-
2)

Normally
with  the
same
motorway
restrictions

2 Important “
roads that
are not
motorways

Typically
maintained
by central,
not local
governmen
t. Need not
necessarily
be a
divided
highway.

2 The link
roads
(sliproads/
ramps)
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.MP

Cod
e

0x0
003

.OSM

Key

high
way

high
way

Value Key Key
S -

valu
es

primar

y

primar

y_link

.AVD

Typ AV

e D
Typ
e
(0-
255
)

PL 5

PL 6

Dat

a

lev

el
(0-
2)

Comment
leading to/
from a
trunk road
from/to a
trunk road
or lower
class
highway.
Roads
generally
linking
larger
towns.
The link
roads
(sliproads/
ramps)
leading to/
from a
primary
road from/
to a
primary
road or

Image
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Ico
n
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.MP

Cod

0x0
004

.OSM

Key

high
way

high
way

Value Key Key

valu
es

second
ary

second
ary_lin
k

.AVD

Typ

PL

PL

AV

Typ

(0-
255
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Dat Comment Image Ico
a n
lev
el
(0-
2)

lower class

highway.
2 Roads ”

generally

linking

smaller

towns and

villages.

2 The link
roads
(sliproads/
ramps)
leading to/
from a
secondary
road from/
to a
secondary
road or
lower class
highway.
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.MP .OSM .AVD

Cod Key Value Key Key Typ AV Dat Comment Image Ico

e S - e D a n
valu Typ lev
es e el
(0-  (o-
255 2)
)
0x0  high tertiary PL 9 2 Minor - 0-6
000 way roads.
7-8
high tertiary PL 10 2 The link
way _link roads
(sliproads/
ramps)
leading to/
from a
tertiary
road from/
to other
minor
roads.
0x0 high unclas PL 11 1 Unclassifie 0-6
00a way sified d roads
typically 7-8
form  the
lowest
form of the
interconne
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.MP

Cod

0x0
042

0x0
005

.OSM

Key

high
way

high
way

high
way

Value Key

S

unsurf
aced

track

reside
ntial

Key

valu
es

.AVD

Typ

PL

PL

PL

AV

Typ

(0-
255

12

13

14

User Guide

Dat Comment Image Ico
a n
lev

el

(0-

2)

cting grid
network.

1 Unpaved |
roads.

1 Roads for L B
agricultural
use, gravel
roads in
the forest
etc.,
usually
unpaved/
unsealed
but  may
occasionall
y apply to
paved
tracks as
well.

1 Roads H 0-6
accessing

or around (7-
residential
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.MP

Cod

0x0
006
0x0
00b
0x0
008
0x0
009
0x0
049

.OSM

Key Value Key
s

high living_

way street

.AVD
Key Typ
- e
valu
es

PL

AV

Typ

(0-
255

15

Dat

a
lev
el
(0-
2)

Comment

areas but
which are
not a
classified
or
unclassifie
d highway.
Streets.

A street
where
pedestrian
S have
priority
over cars,
children
can play on
the street,
maximum
speed is
low.
Sometimes
called
'Home

Zone'.

User Guide

Image Ico

9
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.MP

Cod

0x0
007

.OSM

Key

high
way

high
way

Value

service

bridlew
ay

Key

valu
es

.AVD

Typ

PL

PL

AV

Typ

(0-
255

16

17

User Guide

Dat Comment Image Ico
a n
lev

el

(0-

2)

1 Generally (0-
for access 5)
to a
building, (6)
motorway
service
station,
beach,
campsite,
industrial
estate,
business
park, etc.

This is also
commonly
used for
access to
parking

and trash
collection.

1 Roads for
horses,
cartage.
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.MP .OSM .AVD

Cod Key Value Key Key Typ AV Dat Comment Image Ico

e S - e D a n
valu Typ lev
es e el
(0- (0-
255 2)
)
high  cyclew PL 18 1 Cycleways |
way ay for
bicycles.
cycl lane PL 18 1 A lane is a |
ewa route  for
y bicycles
that lies
within the
roadway.
cycl track PL 18 1 A route for ' |
ewa bicycles e
y that is
separate
from the
road.
high  footwa PL 19 1 Footpaths “
way y for
pedestrian
S, e.g.
walking
tracks and
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.MP

Cod

0x0
048
0x0
016

.OSM

Key

high
way

high
way

Value

pedest
rian

bus_gu
ideway

Key

.AVD
Key Typ
_ e
valu
es

PL

PL

AV

Typ

(0-
255

19

20

User Guide

Dat Comment Image Ico
a n
lev

el

(0-

2)

gravel
paths.

1 For roads u
used
mainly/
exclusively
for
pedestrian
s/shopping
areas. Also
for tagging
squares
and plazas.

1 A busway 0-6
where the
vehicle (7-
guided by 9)
the  way
(though
not a
railway)
and is not
suitable for

Administration System- 72


http://www.openstreetmap.org/copyright

i .
) wimlon

.MP

Cod

0x0
014

.OSM

Key

junct
ion

railw
ay

railw
ay

Value Key Key
S -
valu
es

rounda
bout

rail

tram

.AVD

Typ AV

e D
Typ
e
(0-
255
)

PL 21

PL 25

PL 25

User Guide

Dat Comment Image Ico
a n
lev

el

(0-

2)

other
traffic.

1 Circle

movement.

1 Full sized -

passenger

or freight

trains in

the

standard

gauge for

the country

or state.

1 One or two

carriage
rail
vehicles,
usually
sharing
motor road
for trams.
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.MP

Cod

0x0
03f

.OSM

Key

railw
ay

railw
ay

Value Key Key

valu
es

subwa

disuse
d

.AVD

Typ AV

e D
Typ
e
(0-
255
)

PL 26

PL 25

User Guide

Dat Comment Image Ico
a n
lev

el

(0-

2)

1 A city 23
passenger
rail service
running
mostly
grade
separated.
Metro/
undergrou
nd/subway
lines.

1 A section

of railway
which is no
longer
used but
where the
track and
infrastruct
ure
remains in
place.
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.MP

Cod

0x0
01f

0x0
018

0x0
026

.OSM

Key

railw
ay

wate
rway

wate
rway

wate
rway

Value Key Key
[ -

valu
es

monor

ail

river

canal

stream

.AVD
Typ AV
e D
Typ
e
(0-
255
)
PL 27
PL 30
PL 30
PL 30

Dat

lev

el

(0-

2)

Comment

A railway
with only a
single rail.

For narrow
rivers
which  will
be
rendered
as aline.

An artificial
open
waterway
used for
transportat
ion,
waterpowe
r or
irrigation.

A naturally-
formed
waterway
that is too
thin to be

Image

User Guide

Ico
n
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.MP

Cod

0x0
044

.OSM

Key

wate
rway

wate
rway

Value

drain

weir

Key

valu
es

.AVD

Typ

PL

PL

AV

Typ

(0-
255

30

30

User Guide
Dat Comment Image Ico
a n
lev
el
(0-
2)

classed as
a river. An
active,
able-
bodied
person
should be
able to
jump over
it if trees
along it are
not too
thick.

1 An artificial h
waterway %
for carrying
storm
water or

industrial
discharge.

1 A barrier P
-

built L ey
across a
river,
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.MP

Cod

.OSM

Key Value Key Key
s
valu

es

wate dam
rway

.AVD

Typ AV

e D
Typ
e
(0-
255
)

PL 31

Dat

a

lev

el

(0-

2)

Comment

sometimes
to  divert
water for
industrial
purposes.
Water can
still  flow
over the
top.

A wall built
across a
river or
stream to
impound
the water.
A dam
normally
does not
have water
flowing
over the
top of it.

User Guide

Ico
n
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.MP

Cod

0x0
045
0x0
01d

0x0
O1c

0x0
O1e

.OSM

Key Value

aero  runway

way

boun admini
dary  strativ
e

boun admini
dary strativ
e

Key
s

ad
min

_lev

el

ad
min

_lev

el
bor
der

.AVD

Key Typ AV

- e D
valu Typ
€es e
(0-
255
)
PL 35
8 PL 191
PL 192
2 PL 193
nati
on

User Guide
Dat Comment Image Ico
a n
lev
el
(0-
2)
1 A strip of
land  kept
clear and
set aside
for
aeroplanes
to take off
from and
land on.
1 State, — | Eee=———
county,
local
council.
1 Region —
boundary.
2 National ——
boundary.
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.MP .OSM

Cod Key Value Key Key

e S -
valu
es

_typ
e
Conversion table: POI
.MP .OSM .AVD
Code Key Value Type

0xf20 highw traffic_si POI
1 ay gnals

0xf00  highw bus_stop  POI

0x2f0

0x2f1

0xfo0

0xf00

.AVD

Typ

AVD

Type
(0-25
5)

50

51

AV

Typ

(0-
255

Data
level
(0-2)

User Guide
Dat Comment Image Ico
a n
lev
el
(0-
2)
Comment Image Icon
Lights that g
control the
traffic.
A small =

bus stop. ;
us stop &3
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.MP

Code

0xf00

0x2f0
3

0xf00
7

0xf00
6

.OSM

Key

highw
ay

railwa
y

railwa
y

Value

services

station

halt

.AVD

Type

POI

POI

POI

AVD

Type
(0-25
5)

52

53

53

Data
level
(0-2)

Comment

A service
station to
get food
and eat
something,
often

found at
motorways

A railway
station.

A small
railway
station,
may not
have a
platform,
trains may
only stop
on request.

User Guide

Image Icon

Administration System- 80


http://www.openstreetmap.org/copyright

i .
) wimlon

.MP

Code

0x460
0

0x2d0

0x2d0

0x2a0

0x450

0x2a0
d

.OSM

Key

amenit
y

amenit

amenit
y

amenit

amenit
y

Value

pub

nightclub

cafe

restauran
t

fast_food

.AVD

Type

POI

POI

POI

POI

POI

AVD

Type
(0-25
5)

55

55

55

95

55

Data
level
(0-2)

Comment

A place
selling

beer and
other
alcoholic
drinks;

may also
provide
food or
accommo
dation.

A
nightclub.

A cafe.

A
restaurant.

An area
with
several
different
restaurant

Image

User Guide

Icon
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.MP

Code

0x2f0

0x2f0
2

0x2f0
1

.OSM

Key

amenit
y

amenit
y

amenit

amenit
y

Value

parking

car_renta

taxi

fuel

Type
(0-25

.AVD

Type AVD
5)

POI 56

POI 56

POI 56

POI 57

Comment

food
counters
and a
shared
eating
area.
Commonly
found in
malls,
airports,
etc.

Car park or
a parking.

A place to
rent a car.

A place
where

taxis wait
for
passenger
S.

Petrol
station,
gas
station,

User Guide

Image Icon
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.MP

Code

0x440

0x2e0

0x300

0x300
8

0xf00
1

0x2f0
6

.OSM

Key

amenit

amenit

y

amenit

amenit

y

amenit
y

amenit
y

amenit
y

Value

pharmac
y

hospital

police

fire_stati
on

bus_stati
on

bank

bureau_d
e_change

.AVD

Type

POI

POI

POI

POI

POI

POI

POI

AVD

Type
(0-25
5)

58

58

59

59

60

61

61

Data
level
(0-2)

User Guide
Comment Image Icon
marine
fuel, etc.
A =
pharmacy.
A hospital. #
A police a
station.
A fire oo
station.
Bus =
station.
A bank. ®
Currency ®
exchange,
a place to
change
foreign
banknotes
and
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.MP .OSM .AVD
Code Key Value Type AVD Data Comment Image Icon
Type level
(0-25 (0-2)
5)
travellers
cheques.
amenit  atm POI 61 0 An ATM or ®
y cash point.
0x2b0  touris  hotel POl 62 0 A hotel. =
0 m
0x2b0  touris motel POI 62 0 A motel. =
1 m
0x2b0  touris guest_ho  POI 62 0 Guest =
2 m use house.
touris  hostel POl 62 0 A hostel. =
m
0x010 POI 63 2 A o
0 megalopoli
0x020 s over 5
0 million
people.
0x030 place city POI 64 2 A city of m
0 1-5 million
people
(MP).
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.MP

Code

0x040

0x050
0
0x060
0
0x070
0
0x080
0
0x090
0
0x0a0
0
0x000
6
0x000
4

0x0b0

0x0c0

0x0d0

.OSM .AVD
Key Value Type
place town POI

place village_gr ~ POI
eenhaml
et

AVD

Type
(0-25
5)

65

66

Data
level
(0-2)

1-2

Comment

A city over
100
thousand
people (0S
M).

A town
from 10 to
100
thousand
people.

A village
below 10
thousand
people.

User Guide

Image Icon
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.MP

Code

0x0e0

0x0f0

0x100

0x110

0x001

0x640

0x300

0x640

0x660

Ox1e0

.OSM

Key

place

place

place

.AVD

Value Type

POI

POI

continent POI

state POI

region POI

AVD

Type
(0-25

5)

67

149

195

196

197

Comment

Captions.

A hospital.

A
continent.

A state.

A region.

User Guide

Image Icon
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.MP

Code

0x1f0
0

.OSM

Key Value

place country

Conversion table: polygon

.MP

Code

0x004

0x003

0x004

0x004

0x004

0x004

.OSM

Key Value

water riverba
way nk

.AVD

Type

POI

.AVD

Typ

PG

AVD

Type
(0-25

5)

198

AV

Typ

(0-2
55)

130

Dat
a
leve
I

(0-
2)

User Guide

Data Comment Image Icon
level

(0-2)

1 A country,

area.
Comment Image Ico
n

Used for large rivers,
to define an area
between the
opposite riverbanks.
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.MP

Code

divide
d by
size

divide
d by
size

0x002
8

0x004

0x004

0x008

.OSM

Key

natur
al

landu
se

water
way

leisur
e

leisur
e

leisur
e

Value

water

reserv
oir

riverba
nk

park

comm
on

garden

.AVD

Typ

PG

PG

PG

PG

PG

PG

PG

AV

Typ

(0-2
55)

131

131

132

133

140

140

141

User Guide

Dat Comment Image Ico
a n
leve
|
(0-
2)
2 Lakes, water bodies,

etc.
2 An artificial

reservoir.
2 Sea, ocean.
2 A largeriver.
1 A park, open green

area for recreation.

1 An area where the m

public can walk
anywhere.

1 A garden.
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.MP

Code

0x008

0x008

0x008

0x006

0x001

0x000

.OSM

Key

ameni
ty

ameni
ty

landu
se

ameni
ty

ameni
ty

Value

townh
all

grave_
vard

cemet
ery

school

univer
sity

.AVD

Typ
e

PG

PG

PG

PG

PG

AV

Typ

(0-2
55)

146

147

147

148

148

Dat Comment Image
a

leve

I

(0-

2)

1 A town hall building
(mayor's office).

1 A graveyard.
1 A cemetery.
1 A school.

1 A university.

User Guide

Ico

(0-5

(6)

(0-5
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.MP .OSM
Code Key
ameni
ty
0x300 ameni
2 ty
ameni
ty
0x640 buildi
8 ng

Value

colleg

hospit
al

pharm
acy

clinic

.AVD

Typ

PG

PG

PG

PG

AV

Typ

(0-2

55)

148

149

149

149

Dat Comment

a
leve

I

(0-

2)

1 A college.

1 A hospital.

1 A pharmacy.
1 A clinic.

User Guide

Image Ico

(6)

(0-5

(6)

(0-5

(6)

(0-5

(6)

(-5

(6)
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.MP

Code

0x000

.OSM

Key

buildi
ng

shop
buildi

ng

buildi
ng

touris
m

touris
m

touris
m

Value

hospit
al

super
marke

shoppi

ng

camp_

site

carava
n_site

picnic
_site

.AVD

Typ

PG

PG

PG

PG

PG

AV

Typ

(0-2
55)

149

151

151

153

153

154

Dat Comment

a

leve

I

(0-

2)

1 A hospital.

1 A supermarket.

1 A shop.

0 Camping, a place
where you can pitch
a tent.

0 A place where you
can park a caravan
overnight or for
longer periods.

0 A place where you

can have an outdoor
picnic. May have

User Guide

Image Ico

(0-5

(6)
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.MP .OSM .AVD
Code Key Value Typ AV Dat Comment Image Ico
e D a n
Typ leve
e |
(0-2 (0-
55) 2)
facilities such as
tables and benches.
touris theme PG 155 1 Theme park,
m _park amusement park.
touris attract PG 156 O A general tourism
m ion attraction.
touris Zoo PG 157 1 A zoo.
m
touris  artwor PG 158 1 A tag for public
m k pieces of art.
histori archae PG 159 0 Archaeological
c logical museum.
_site
0x005 landu forest PG 165 2 Managed forest or
0 se woodland
0x008 plantation.
1
0x008
2
0x008
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.MP

Code

0x008

0x008

0x005

0x008

0x009

0x009

0x000

0x000

0x000

.OSM

Key

landu
se

landu
se

.AVD

Value Typ AV
e D

Typ

(0-2
55)

reside PG 166
ntial

retail PG 167

User Guide

Dat Comment Image Ico
a n
leve
I
(0-
2)
1 Predominantly

houses or apartment

buildings.
1 Predominantly

shops.
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.MP

Code

0x000

0x000

.OSM

Key

landu
se

landu
se

landu
se

landu
se

landu
se

Value

comm
ercial

industr
ial

blownf
ield

greenf
ield

railwa

.AVD

Typ

PG

PG

PG

PG

PG

PG

AV

Typ

(0-2
55)

168

169

169

170

170

171

Dat Comment

a

leve

|

(0-

2)

1 Predominantly office
buildings, business
parks, etc.

1 Predominantly
workshops,
factories,
warehouses

0 Garages, vehicle
sheds.

1 A district to be
developed, an empty
area.

1 Describes land
scheduled for new
development where
there have been no
buildings before .

1 Area for railway use,

generally  off-limits
to the general public.

User Guide

Image Ico
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.MP

Code

0x000

0x001

0x000

0x001

0x001

0x001

0x001

0x001

0x002

0x009

.OSM

Key

landu
se

landu
se

natur
al

.AVD

Value Typ

constr PG

uction
millitar PG
y

wood PG

AV

Typ

(0-2
55)

172

173

184

Dat Comment

a

leve

I

(0-

2)

1 Something under
construction.

1 For land areas
owned/used by the
military for whatever
purpose.

2 Natural  woodland

(trees). Only for
completely
unmanaged/wild
areas.

User Guide

Image Ico
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.MP

Code

0x005

0x009

0x008

0x001

.OSM

Key

natur
al

sport

sport

sport

sport

sport

buildi
ng

Value

marsh

golf

horse_
racing

multi

footba

soccer

stadiu
m

.AVD

Typ

PG

PG

PG

PG

PG

PG

PG

AV

Typ

(0-2
55)

185

194

194

194

194

194

194

Dat

a

leve

|
(0-
2)

Comment

Low poorly drained
that is
sometimes flooded

land

and often lies at the
edge of lakes,

streams, etc.

Golf course.

Hippodrome,
racecourse.

Sports ground,

playing field.

Football.

Football or soccer.

A stadium, a major
sports arena with
substantial tiered

seating.

User Guide

Image Ico
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.MP .OSM

Code Key

leisur
e

leisur

leisur
e

leisur
e

buildi
ng

buildi
ng

Value

golf_c
ourse

stadiu

track

pitch

palace

postof
fice

.AVD

Typ

PG

PG

PG

PG

PG

AV

Typ

(0-2
55)

194

194

194

194

207

208

User Guide

Dat Comment Image Ico
a n
leve
|
(0-
2)

Golf course.

A stadium.

A track, e.g. running,

cycle-racing,

greyhound, horses.

A field for playing

football/soccer,

cricket, baseball

sports, etc.

A palace. (0-5

)
(6)
A post office. (0-5
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.MP .OSM .AVD
Code Key Value Typ AV Dat Comment Image Ico
e D a n
Typ leve
e |
(0-2 (o-
55) 2)
(6)
buildi restau PG 209 1 A restaurant. (0-5
ng rant )
(6)
0x006  ameni  public PG 210 1 Public building. (0-5
f ty _buildi )
0x006 ng
f (6)
0x001 buildi yes PG 210 1 General tag for (0-5
3 ng buildings. )
0x006
c (6)
0x006  buildi termin PG 210 1 A building. (0-5
e ng al )
(6)
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.MP .OSM .AVD
Code Key Value Typ AV Dat Comment Image Ico
e D a n
Typ leve
e |
(0-2 (o-
55) 2)
deno baptist PG 211 0 A church. (0-5
minati  catholi )
on c
christi (6)
an
evang
elical
luthera
n
Roma
n
Cathol
ic
roman
_catho
lic
0x999  surfac PG 212 2 Ground surface. (0-5
9 e )

(6)
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Scale (AVD)

Scale (km)

0,02

0,05

0,1

0,1

0,2

10

20

50

100

100

200

Scale (m)

20

50

100

100

200

1000

1000

2000

5000

10000

20000

50000

100000

100000

200000

Data level

Zoom level

10

11

12

13

14

User Guide

Value

2000

5000

10000

10000

20000

100000

100000

200000

500000

1000000

2000000

5000000

10000000

10000000

20000000
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Gurtam Maps

User Guide

By choosing Gurtam Maps as a map source all the address information used for online tracking

and reports will be taken from Gurtam Maps.

Conversion table: polyline

.M
P

Co
de

0x
00
01

.OSM

Ke
y

hig
hw
ay

hig
hw
ay

Valu

mot
orw

ay

mot
orw

ay_li
nk

Ke
ys

Gurtam Maps

Ty
pe

G
M
Ty
pe

D
at
a
le
ve
I
o
-2
)

Comment

A restricted access major
divided highway, normally
with 2 or more running
lanes plus emergency hard
shoulder. Equivalent to the
Freeway, Autobahn, etc.

The link roads (sliproads/
ramps) leading to/from a
motorway from/to a
motorway or lower class

highway. Normally with the

Ima lc
ge on
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Co
de

Ox
00
02

.OSM

Ke

hig
hw
ay

hig
hw
ay

Gurtam Maps

Valu Ke Ke Ty G

e ys y_ pe M
va Ty
lu pe
es

trun P 3

k L

trun P 4

k_lin L

k

D
at
a
le
ve
I
o
-2
)

Comment

same motorway

restrictions.

Important roads that are
not motorways. Typically
maintained by central, not
local government. Need not
necessarily be a divided
highway.

The link roads (sliproads/
ramps) leading to/from a
trunk road from/to a trunk
class

road or lower

highway.

User Guide
Ima lc
ge on
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Co
de

Ox
00
03

0x
00
04

.OSM

Ke

hig
hw
ay

hig
hw
ay

hig
hw
ay

Valu

prim
ary

prim
ary_
link

sec
ond
ary

Ke
ys

Gurtam Maps

Ty G

pe M
Ty
pe

P 5

L

P 6

L

P 7

L

D
at
a
le
ve
I
o
-2
)

Comment

Roads generally linking
larger towns.

The link roads (sliproads/
ramps) leading to/from a
primary road from/to a
primary road or lower class
highway.

Roads generally linking
smaller towns and villages.

Administration System- 103
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Co

de

(0)'
00
00

.OSM

Ke

hig
hw
ay

hig
hw
ay

hig
hw
ay

Valu

sec
ond
ary_
link

terti
ary

terti
ary_
link

Ke
ys

Gurtam Maps

Ty
pe

G
M

Ty
pe

10

D
at
a
le
ve
I
o
-2
)

User Guide

Comment Ima lc

ge on
The link roads (sliproads/ 0-
ramps) leading to/from a 5
secondary road from/to a
secondary road or lower 6-
class highway. 7

Minor roads. 0-

5
6-
8
The link roads (sliproads/ 0-
ramps) leading to/from a 5
tertiary road from/to other
minor roads. 6
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M .OSM Gurtam Maps
P
Co Ke Valu Ke Ke Ty G D Comment Ima lc
de 'y e ys y_. pe M at ge on
va Ty a
lu pe le
es ve
I
o
-2
)
0x hig  uncl P 11 1 Unclassified roads typically 0-
00 hw  assi L form the lowest form of the 3
Oa ay fied interconnecting grid
network. 4-
7
0x hig uns P 12 1 Unpaved roads. 0-
00 hw  urfa L 3
42 ay ced
4-
7

hig trac P 13 1 Roads for agricultural use, r}ﬁ

hw  k L gravel roads in the forest

ay etc., usually unpaved/
unsealed but may

occasionally apply to paved
tracks as well.
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M .OSM Gurtam Maps
P
Co Ke Valu Ke Ke Ty G D Comment Ima lc
de 'y e ys y_. pe M at ge on
va Ty a
lu pe le
es ve
I
o
-2
)
0x hig  resi P 14 1 Roads accessing or around m 0-
00 hw  dent L residential areas but which 4
05 ay ial are not a classified or
unclassified highway. 5-
Streets. 7
0x hig livin P 15 1 A street where pedestrians B!i 0-
00 hw  g_st L have priority over cars, 2
06 ay reet children can play on the
(0)' street, maximum speed is 3-
00 low. Sometimes called 5
0b 'Home Zone'.
0x
00
08
0x
00
09
0x
00
49
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.M .OSM

Co Ke
de y

Ox hig
00 hw
07 ay

hig
hw
ay

hig
hw
ay

cy
cle
wa

Valu

serv
ice

bridl
ewa

cycl
ewa

lane

Ke
ys

Ke

y-
va

es

Gurtam Maps

Ty
pe

G
M

Ty
pe

16

17

18

18

D
at
a
le
ve
I
o
-2
)

Comment

Generally for access to a
building, motorway service
station, beach, campsite,
industrial estate, business
park, etc. This is also
commonly used for access
to parking and trash
collection.

Roads for horses, cartage.

Cycleways for bicycles.

A lane is a route for
bicycles that lies within the
roadway.

Ima
ge

User Guide

on
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Co
de

0x
00
48
0x
00
16

.OSM

Ke

cy
cle
wa

hig
hw
ay

hig
hw
ay

hig
hw
ay

Valu

trac

foot
way

ped
estri
an

bus
_qui
dew
ay

Ke
ys

Gurtam Maps

Ty
pe

G
M

Ty
pe

18

19

19

20

D
at
a
le
ve
I
o
-2
)

Comment

A route for bicycles that is
separate from the road.

Footpaths for pedestrians,
e.g., walking tracks and
gravel paths.

For roads used mainly/
exclusively for pedestrians/
shopping areas. Also for
tagging
plazas.

squares and

A busway where the vehicle
guided by the way (though
not a railway) and is not
suitable for other traffic.

User Guide
Ima lc
ge on
/5o
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M .OSM Gurtam Maps
P
Co Ke Valu Ke Ke Ty G D Comment Ima lc
de 'y e ys y_. pe M at ge on
va Ty a
lu pe le
es ve
I
o
-2
)
jun  roun P 21 1 Circle movement. 0-
cti dab L 3
on out
4-
6
0x rail  rail P 25 1 Full sized passenger or
00 wa L freight trains in the
14 y standard gauge for the
country or state.
rail  tra P 26 1 One or two carriage rail —
wa m L vehicles, usually sharing
y motor road for trams.
0x wa  river P 30 2 For narrow rivers which will
00 ter L be rendered as a line.
1f wa
y
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M .OSM Gurtam Maps
P
Co Ke Valu Ke Ke Ty G D Comment Ima lc
de 'y e ys y_. pe M at ge on
va Ty a
lu pe le
es ve
I
o
-2
)
Ox wa can P 30 1 An artificial open waterway
00 ter al L used for transportation,
18 wa waterpower, or irrigation.
y
Ox wa stre P 30 1 A naturally-formed h
00 ter am L waterway that is too thin to
26 wa be classed as a river. An
y active, able-bodied person
should be able to jump over
it if trees along it are not
too thick.
0x wa  drai P 30 1 An artificial waterway for h
00 ter n L carrying storm water or
44 wa industrial discharge.
y
wa  weir P 30 1 A barrier built across a E
ter L river, sometimes to divert o
wa water for industrial
y
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M .OSM Gurtam Maps
P
Co Ke Valu Ke Ke Ty G D Comment Ima lc
de 'y e ys y_. pe M at ge on
va Ty a
lu pe le
es ve
I
o
-2
)
purposes. Water can still
flow over the top.
wa dam P 31 1 A wall built across a river or
ter L stream to impound the
wa water. A dam normally
y does not have water
flowing over the top of it.
aer run P 35 1 A strip of land kept clear ﬁ
ow  way L and set aside for
ay aeroplanes to take off from
and land on.
0x bo adm ad 8 P 19 1 State, county, local council.
00 un inist  mi L 1
45 dar rativ  n_l
Ox y e ev
00 el
1d
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Co

de

Ox
00

(0)'
00

.OSM

Ke

bo
un
dar

Valu

adm
inist
rativ

Gurtam Maps

Ke Ke Ty G D
ys y_ pe M at

va Ty a
lu pe le
es ve
I
o
-2
)
19 1
L 2

ad 2 P 19 2
mi  na L 3
n_l  tio

ev n

el

bo

rd

er_

ty

pe

User Guide
Comment Ima Ic
ge on

Region boundary.

National boundary.
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Conversion table: POI

.MP

Code

0xf20

0xf00

0x2f0

0x2f1

0xf00

0xf00

0xf00

0x590
0

.OSM

Key

highwa

highwa

highwa
y

highwa
y

highwa
y

Value

traffic_sig
nals

bus_stop

metro

tram

airport

Gurtam Maps

Type GM Data
Type level

(0-2)

POI 50 0

POI 51 0

POI 500

POI 501

POI 503

User Guide
Comme Image Icon
nt
Lights 8
that
control
the
traffic.
A small A
bus rﬂ
stop. Eﬁ\_‘
Metro. M
A tram
stop.
Airport. (%)
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.MP

Code

0x590

0x2f0
3

0xf00

0x460
0

.OSM

Key

highwa
y

railway

amenit
y

Value

services

station

pub

Gurtam Maps
Type GM
Type
POI 52
POI 53
POI 55

Data
level
(0-2)

Comme
nt

A
service
station
to get
food
and eat
somethi
ng, often
found at
motorw
ays.

A
railway
station.

A place
selling
beer and
other
alcoholi
¢ drinks;
may
also
provide
food or
accom

User Guide

Image Icon
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.MP

Code

0x2d0

0x2d0

0x2a0

0x450

0x2a0
d

.OSM

Key

amenit
y

amenit

amenit
y

amenit
y

Value

nightclub

cafe

restaurant

fast_food

Gurtam Maps
Type GM
Type
POI 55
POI 55
POI 55
POI 55

Data
level
(0-2)

Comme
nt

modatio

A
nightclu
b.

A cafe.

A
restaura
nt.

An area
with
several
different
restaura
nt food
counter
s and a
shared
eating
area.
Commo
nly
found in
malls,

User Guide

Image Icon
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.MP

Code

0x2f0
b

0x2f0
2

0x2f0
1
0x440

0x2e0
5

.OSM

Key

amenit
y

amenit
y

amenit
y

amenit
y

amenit
y

Gurtam Maps
Value Type GM
Type
parking POI 56

car_rental POI

taxi POI

fuel POI

pharmacy  POI

56

56

57

58

Data
level
(0-2)

Comme
nt

airports,
etc.

Car park
or a
parking.

A place
to rent a
car.

A place
where
taxis
wait for
passeng
ers.

Petrol
station,
gas
station,
marine
fuel, etc.

pharma
cy.

User Guide

Image Icon
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.MP

Code

0xf00
.

0x2f0
6

.OSM

Key

amenit
y

amenit
y

amenit
y

amenit
y

amenit
y

Value

hospital

bus_statio

n

bank

bureau_de
_change

atm

Gurtam Maps
Type GM
Type
POI 58
POI 60
POI 61
POI 61
POI 61

Data
level
(0-2)

Comme Image

nt

A
hospital.

Bus
station.

A bank.

Currenc
y
exchang
e, a
place to
change
foreign
bank
notes
and
traveller
s
cheques

An ATM
or cash
point.

User Guide

Icon

[ e_q 1]
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.MP

Code

0x2b0

0x2b0

0x2b0

0x010

0x020

0x030

0x040

.OSM

Key

touris
m

touris
m

place

Gurtam Maps
Value Type GM
Type
hotel POI 62
hostel POI 62
POI 302
POI 63
city POI 64

Data
level
(0-2)

Comme
nt

A hotel,
a motel,
a guest
house

A
hostel.

Capital.

A
megalop
olis over
5 million
people.

A city of
1-5
million
people
(MP).

A city
over 100
thousan

User Guide

Image Icon

(o)
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.MP

Code

0x050

0x060

0x070

0x080

0x090

0x0a0

0x000

0x000

0x0b0

0x0c0

0x0d0

0x0e0

0x0f0

.OSM

Key

place

place

Value

town

village_gr
eenhamle
t

Gurtam Maps
Type GM
Type
POI 65
POI 66

Data
level
(0-2)

1-2

Comme
nt

d people
(OSM).

A town
from 10
to 100
thousan
d
people.

A village
below
10
thousan
d
people.

User Guide

Image Icon
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.MP .OSM Gurtam Maps
Code Key Value Type GM Data Comme Image Icon
Type level nt
(0-2)
0x100
0
0x110
0
0x001
0
0x640 POI 67 0 Caption
a S.
place continent POI 195 2 A
continen
t.
0x660 place state POI 196 2 A state.
2
Ox1e0  place region POI 197 1 A
0 region.
0x1f0 place country POI 198 1 A
0 country,
area.
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Conversion table: polygon

.MP

Code

0x0047
0x003b
0x0045
0x0049
0x0040
0x0041

divided
by size

divided
by size

0x0028

.OSM

Key

waterwa
y

natural

landuse

waterwa
y

Value

riverban
k

water

reservoir

riverban
k

Gurtam Maps

Type

PG

PG

PG

PG

PG

GM
Type

130

131

131

132

133

Data
level
(0-2)

Comment

Used for
large
rivers, to
define an
area
between
the
opposite
riverbank
S.

Lakes,
water
bodies,
etc.

An
artificial
reservoir.

Seaq,
ocean.

A large
river.

User Guide

Image Icon
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.MP

Code

0x004e
0x004f
0x008e
0x0086
0x0087
0x0088

0x006d

0x001a

.OSM

Key

leisure

leisure

amenity

landuse

Value

park

garden

townhall

grave_va
rd

Gurtam Maps

Type GM
Type
PG 140
PG 141
PG 145-1
46
PG 147

Data
level
(0-2)

Comment

A park,
open
green

area for

recreatio
n.

A garden.

A town
hall
building
(mayor's
office),
administr
ative
building.

A

graveyard
, a
cemetery

User Guide

Image Icon

0-2
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.MP

Code

0x000a

0x3002

.OSM

Key

amenity

amenity

amenity

amenity

shop

building

tourism

tourism

Value

school

universit
y

college

hospital

superma
rket

camp_si
te

Caravan

site

Gurtam Maps

Type

PG

PG

PG

PG

PG

PG

PG

GM
Type

148

148

148

149

151

153

153

Data
level
(0-2)

Comment

A school.

A
university

A college.

A
hospital.

A
supermar
ket.

Camping,
a place
where
you can
pitch a
tent.

A place
where
you can
park a
caravan
overnight

User Guide

Icon

0-2
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.MP .OSM Gurtam Maps

Code Key Value Type GM Data Comment Image Icon
Type level
(0-2)

or for
longer
periods.

tourism picnic_si PG 154 0 A place
te where
you can
have an
outdoor
picnic.
May have
facilities
such as
tables
and
benches.

tourism theme_p PG 155 1 Theme
ark park,
amuseme
nt park.

tourism attractio PG 156 0 A general
n tourism
attraction

tourism Z00 PG 157 1 A zoo.
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.MP

Code

0x0050
0x0081
0x0082
0x0083
0x0084
0x0085
0x0052
0x008f
0x0090
0x0091

0x0001
0x0002
0x0003

.OSM

Key Value

tourism artwork

historic archaelo
gical_sit
e

landuse forest

landuse residenti
al

Gurtam Maps

Type GM
Type
PG 158
PG 159
PG 165
PG 166

Data
level
(0-2)

Comment

A tag for

public

pieces of

art.

Archaeol
ogical
museum.

Managed

forest or

woodland

plantation

Predomin
antly

houses or

apartmen
t
buildings.

User Guide

Image Icon

0-3

4-7
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.MP .OSM

Code Key
landuse
landuse

0x000c landuse

0x0006

landuse

Value

retail

commer
cial

industria
[

blownfie
Id

Gurtam Maps

Type

PG

PG

PG

PG

PG

GM
Type

167

168

169

169

170

Data
level
(0-2)

Comment

Predomin
antly
shops.

Predomin
antly
office
buildings,
business
parks,
etc.

Predomin
antly
workshop
S,
factories,
warehous
es.

Garages,
vehicle
sheds.

A district
to be
develope

User Guide

Image Icon

0-3

47

0-3

4-7

0-3
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.MP

Code

.OSM

Key

landuse

landuse

landuse

Value

greenfiel
d

railway

construc
tion

Gurtam Maps

Type GM Data

Type level

(0-2)
PG 170 1
PG 171 1
PG 172 1

Comment

d, an
empty
area.

Describes
land
schedule
d for new
developm
ent where
there
have
been no
buildings
before.

Area for
railway
use,
generally
off-limits
to the
general
public.

Somethin
g under
construct
ion.

User Guide

Image Icon
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.MP

Code

0x0004

0x0014
0x000d
0x0015
0x0016
0x0017
0x001e
0x001f
0x0020
0x0098

0x0051
0x0096
0x008b

.OSM

Key

landuse

landuse

natural

natural

Gurtam Maps

Value Type GM
Type
military PG 173
airport PG 401
wood PG 184
marsh PG 185

Data
level
(0-2)

Comment

For land
areas
owned/
used by
the
military
for
whatever
purpose.

Airport
area.

Natural
woodland
(trees).
Only for
completel
y
unmanag
ed/wild
areas.

Low
poorly
drained
land that
is
sometim
es

User Guide

Image Icon
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.MP

Code

0x0018

.OSM

Key

sport

building

building

building

Value

golf

palace

postoffic
e

restaura
nt

Gurtam Maps

Type

PG

PG

PG

PG

GM
Type

194

207

208

209

Data
level
(0-2)

Comment

flooded
and often
lies at the
edge of
lakes,
streams,
etc.

Golf
course,
football,
stadium.

A palace.

A post
office.

A
restauran
t.

User Guide

Image Icon

0-2

0-2

0-2
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.MP .OSM Gurtam Maps
Code Key Value Type GM Data Comment Image Icon
Type level
(0-2)
0x006f  amenity public_b PG 210 1 Public 0-2
0x006f uilding building.
3
0x0013  building yes PG 210 1 General 0-2
0x006c tag for
buildings. 3
denomin  baptist PG 211 0 A church. 0-2
ation catholic
christian 3
evangeli
cal
lutheran
roman_c
atholic
0x9999  surface PG 212 2 Bottom
surface.
Scale (Gurtam Maps)
Scale (km) Scale (m) Data level Zoom level Value
0,02 20 0 0 2000
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Scale (km)

0,05

0,1

0,1

0,2

10

20

50

100

100

200

Scale (m)

50

100

100

200

1000

1000

2000

5000

10000

20000

50000

100000

100000

200000

Data level

Zoom level

10

11

12

13

14

User Guide

Value

5000

10000

10000

20000

100000

100000

200000

500000

1000000

2000000

5000000

10000000

10000000

20000000
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Logs

On this page, you can observe different kinds of logs kept in the system. The last hundred
messages are available for (in parentheses you can see their physical location on your server):

+ Wialon Local logs (/home/wialon/wlocal/logs/trace.log*);

+ Wialon Local errors (/home/wialon/wlocal/logs/error.log*);

+ Nginx logs (/var/log/nginx/error.log*);

+ System logs (/home/wialon/wlocal/logs);

+ Wialon Local logs of the administration site (/home/wialon/wlocal/logs/lcm/lcm.log*).

New messages are added to the bottom.

In the upper right corner, there is a dynamic filter that allows sorting the log's contents according to
the introduced value (corresponds to the grep utility).

You can also adjust the number of lines shown in the log. To do this, enter the necessary number in
the line Messages cont below (corresponds to the tail utility).

Last messages
Wialon logs Wialon errors Nginx logs System logs Local logs n Filter

2017/05/05 06:47:34.088: storage_messages_cache: msgs_thread("1bcab49ecacdb7c82394753688d10464"). previous minute
intensity was 32 messages

2017/05/05 06:48:04:488: storage_messages_env::bg_job: trickling db: 93% clean pages left, total pages: 148

2017/05/05 06:48:04:562: storage_messages_env::bg_job: performing checkpoint: logs: 1

2017/05/05 06:48:04:685: storage_messages_env::bg_job: removing unused log files. ..

2017/05/05 06:48:04:685: storage_messages_env::bg_job: done checkpoint

2017/05/05 06:48:34:061: storage_messages_cache 'msgs_thread('1bcab49ecacdb7c82394753688df0464"): previous minute
intensity was 32 messages

2017/05/05 06:48:34:732: storage_service::bg_jobs_thread: last minute read 1145(write 2) properties with average 19 reads(0
writes) per second

2017/05/05 06:49:34:036: storage_messages_cache:msgs_thread('1bcab49ecacdb7c82394753688d10464"): previous minute
intensity was 30 messages

2017/05/05 06:49:35:087: storage_service::bg_jobs_thread: last minute read 1099(write 2) properties with average 18 reads(0
writes) per second

2017/05/05 06:50:34:011: storage_messages_cache:msgs_thread(1bcat49ecacdb7c82394f53688d10464"): previous minute
intensity was 29 messages

2017/05/05 06:50:40:376: storage_service::bg_jobs_thread: last minute read 1119(write 3) properties with average 18 reads(0
writes) per second

2017/05/05 06:51:24.087: storage_messages_cache: msgs_thread("1bcab49ecacdb7c82394753688d10464"). previous minute
intensity was 53 messages

Messages count 13

It is possible to stop or start the log using the buttons " and ¥, respectively. If the log is

stopped, the two options described above cannot be applied to it.

The system checks for errors once an hour, and if there are any, a report is sent to the
administrator (whose email is adjusted on the System tab).

A system administrator also has access to the following additional logs in the console:

* Logs of the access to web and cms (/var/log/nginx/*).
+ Logs of the mail system if the SMTP is not adjusted (/var/log/mail.log*).
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+ Wialon Local logs without users' work, that is automatic processes only (/home/wialon/

wlocal/logs/service.log*).

+ Logs of working with the hardware (/home/wialon/wlocal/logs/). You can see the contents

of a log using the command cat. As a rule, you can understand which log to what type of
hardware belongs. For example, from the contents of the log 2016/05/02 06:25:13:284:
Received GPRS message from unknown unit (Wialon Retranslator): ID: 123456789000121
you can see that Wialon Retranslator is used as a hardware type.

+ Logs of the administrator of the website (/home/wialon/wlocal/logs/lcm/*). These logs are

divided into general, errors and messages about restarts and sessions.

All the logs are rotated by means of the preinstalled and adjusted logrotate. By default, the

previous 10 days of logs are stored, but it is possible to enlarge this period by means of changing
the corresponding configuration file in the directory /etc/logrotate.d/ (replace rotate 10 with the
value you need). For instance, for Wialon Local logs that is /etc/logrotate.d/wlocal. After you have

changed the file, update the configuration using the command logrotate -f -v /etc/logrotate.d/

sfilename$, where $filename$ is the name of the file you have changed.

Wialon

This page is accessible only when Wialon Local is operating. Here you configure sites and

modems, manage recycle bin, etc.

Root user (wialon)
Password
Confirm password
E-mail

Two-factor authentication

Sites

DNS

test1

test1

Log

Root User

CMS Manager
Fleetrun
Logistics
Wizlon hMobile
NimBus

Wialon Web

Al
User

Resource

2019-

20194

»

HH » H

Start

04-03 09:01.47

04-03 09:01:47

Default billing plan settings
E-mail

History period, days

Modems

Modem Phone

Modem 1 +123456789
Modem 2 +132456798
Modem 3 +123546879
Modem 4 +123654789

Storage period, days: 30

A0d modem

Start

Start

Start

Start

The root user is wialon. With this username and initially the same password, you can log in to the
main tracking interface (Wialon Local Web), CMS Manager, and other Wialon Local services (sites).
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& To prevent unauthorized access to the features available to the top user, it is recommended
to change the password immediately after installing Wialon Local.

On the Wialon page, you can enter the email address and password for the root user. Email is
required when you want to reset the password, the password is necessary when you want to log in.
If required, here you can also disable two-factor authentication for the root user.

Note that only the root user can create and manage billing plans, apps, and perform conversion.

Default Billing Plan Settings

In this section, you can configure the root user's billing plan.
Email. The root user's email (wialon). It is used for sending system messages.

History period, days. The data storage period of the root user's billing plan (that is, of the whole
server). The messages deleted at the expiration of the indicated period cannot be restored. If the
specified value is 0, the history period is unlimited.

Default billing plan settings

144

Email UsSEn@Company.com
History period, days 730
Sites

By default, two sites are available: one is of the Wialon Web type and the other is of the CMS
Manager type. You can find the list of the purchased modules on the License tab.

® 7o log in for the first time, use the root user's login and password.

There are seven types of sites:

+ CMS Manager (the management system where accounts, users, units, retranslators are
created);

+ Wialon Web (the main monitoring interface where the end users monitor their units, generate
reports, and so on);

+ Wialon on Mobile (a simplified monitoring interface for mobile devices);

+ Fleetrun (the service for managing vehicle maintenance);

+ NimBus (the service for monitoring passenger transportation);
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+ Logistics (the service for working with orders);
+ Hecterra (the service for controlling agricultural works).

If you activate additional Wialon Web sites (the Extra site module), you can change their type to
CMS Manager. You can also add several Wialon Mobile sites. Each of the additional sites should
have its own DNS. The sites of the Wialon Web type can have a personal design (paid option).

® For running the applications of the Nimbus, Hecterra, and Fleetrun type, access to https://
app-local.wialon.com (port 443) should be provided on the side of Wialon Local.

® When creating DNS records for sites, take into account the following requirements:
* DNS records must be of type A;
+ they must be pointed to the external IP of the server.

The Sites section is a table where the DNS and type of each site are specified. To open the
required site, click on its DNS link.

Open the site

b

Sies | Open the site

settings

DNS | Type

web?1.local wialon.com | £ wialon Web im
nimbus local wialon.com NimBus Edit —
logistics. local wialon.com Logistics Edit m
fleetrun.local.wialon.com Fleetrun Edit m
cms. local wialon.com ﬂ CMS Manager Edit m — S‘Er?gfssi:ttgrt
web2 local wialon.com g wialon Web Edit m
yourwialon. activex DNS Wialon ActiveX Edit m
web3 local wialon.com Wialon Web Edit —
web4 local wialon.com |;| CMS Manager Edit [ —

Information about
SSL certificate

To open the site settings, click on the Edit button next to its name.

To the right of the Edit button, there is a button to start/stop the site. If you stop the site, the users
cannot log in to the system.

Administration System- 135


https://help.wialon.com/display/LT/Introduction
https://help.wialon.com/display/HT/_Introduction

i .
) wimlon

User Guide

©  After starting (restarting) Wialon Local, all sites are loaded (reloaded) regardless of their

previous state.

If a site works using the https protocol, a lock icon is displayed next to its name. In the tooltip of

the icon, you can see the information about meeting the requirements for the certificate

parameters and the name of the certificate authority (the Issuer line). The colour of the icon

depends on the reliability of the SSL certificate.

Colour

a

Site settings

Description

The SSL certificate is valid because the requirements for all the
parameters are fulfilled: the SSL certificate corresponds to the key, the
MD5 hash of the certificate and the key is the same, the DNS of the
certificate corresponds to that of the site, the validity period has not
expired, the chain is complete.

The SSL certificate is self-signed (that is, not received from a certificate
authority and loaded by the user, but generated by the server) or the
certificate chain is not complete while the other requirements are
fulfilled. In the latter case, you can try to restore the chain using the Fix
button displayed in the SSL certificate line in the advanced settings.

The SSL certificate is invalid for one or several reasons: the SSL
certificate does not correspond to the key, the MD5 hash of the
certificate and the key is not the same, the DNS of the certificate does
not correspond to that of the site, the validity period has expired.

The settings available in this block differ depending on the type of the site. Here you can connect

maps, set such parameters as DNS, basic URL, and parameters related to the personalization of

the sites.

To open the site settings window, press the Edit button near the site name.

Up to 4 tabs are available in the site settings:

+ General;
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+ Languages;

« Advanced.
General

On this tab, you can change the general settings of sites

: specify their type, DNS, etc.

User Guide

Site settings

Genera Maps Languages Advanced
Type Wialon Web v
DNS web2 v240 local wdc.dc Check DNS
Skin v

The table below shows the settings that can be available depending on the type of the site.

Setting

Type

DNS

Skin

Description

The type of the site. Depending on the available components of the
license, the following basic types of sites are possible: Wialon Web,
CMS Manager, Logistics, Nimbus, Fleetrun, Hecterra. If there are
additional sites of the Wialon Web type in your license, you can
change their type to CMS Manager if needed.

The domain name of the site is specified in this field. You can make
sure the site is available using the Check DNS button.

This setting is used only for the sites of the Wialon Web type for
changing the design of the monitoring system. In the drop-down list,
you can select and apply the personal design previously bought in
your personal account (my.gurtam.com), or through a request to the
manager.

The personal design is created on the basis of the provided materials
and/or layouts and the wishes of the client. The Personal design
package does not include creating a logo or several final versions of
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Setting Description

the design. Besides, the arrangement of the functional blocks and the
way the icons look like cannot be changed in the personal design.

Base URL This setting is required for the applications using SDK: NimBus,
Fleetrun, Logistics, Hecterra. The sites which provide SDK are Wialon
Web and CMS Manager. For the correct work of the application, you
should select the SDK site with the corresponding protocol: http or
https (the SDK site should have the same protocol or a more strict

one).

Maps

Maps are connected for each site individually. By default, users get access to WebGIS Maps and
OpenStreetMap. You can also use other maps: Google, Yandex, Bing, HERE, WikiMapia,
OpenStreetMap, Visicom, Regio, 2GIS, Luxena, Mylndia, Kosmosnimki, ArcGIS, Geoserver,
GoMap.Az, OpenSeaMap, Mapbox, what3words, OpenWeatherMap, AerisWeather, AMap, Namaa.
Most of them require an activation key.

a Verify that you have activated the maps in the user settings in the monitoring system.

Specify the required maps. Depending on the type of a selected map, you may need to set up
additional parameters.
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Site settings

General Maps Languages Advanced
Ld Google Client 1D: gme https
Commercial ¥ Server key
#| Yandex Key: faad https
¥ Commercial Server key
Bing
HERE
WikiMapia
More maps...
Google

Indicate the activation key. For Google Maps, you can specify a personal or a commercial key
(the Commercial option). If the settings of the keys for server requests have already been
specified, the Client ID field is automatically filled in once you activate the Server key option. To
make the map operate using a secure protocol, activate the https option.

Yandex

Indicate the activation key. For Yandex Maps, you can specify a personal or a commercial key
(the Commercial option). If the settings of the keys for server requests have already been
specified, the Client ID field is automatically filled in once you activate the Server key option. The
Yandex key for the Logistics application is sent from the site specified in the Base URL field of
the general settings. To make the map operate using a secure protocol, activate the https option.

Bing
To make the map operate using a secure protocol, activate the https option.

HERE

Indicate  the  activationkey (you can get it on thesiteof the service).
The App_ld and App_Code keys are generated for the HERE service. Add the keys separating them
by a comma without spaces. To make the map operate using a secure protocol, activate
the https option.

WikiMapia

WikiMapia does not require additional settings.
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OpenStreetMap

To make the map operate using a secure protocol, activate the https option.

Visicom
Indicate the activation key (you can get it on the site of the service). To make the map operate
using a secure protocol, activate the https option.

Regio
Indicate the activation key (you can get it on the site of the service). To make the map operate
using a secure protocol, activate the https option.

2GIS

To make the map operate using a secure protocol, activate the https option.

Luxena

Luxena does not require additional settings.

Mylndia

Indicate the activation key (you can get it on the site of the service). You can use any of the
generated keys.

Kosmosnimki

Indicate the activation key (you can get it on the site of the service).

ArcGIS

Key. The activation key. When generating a request to the server, the key specified in this field is
automatically added to the URL as token=<key>.

Servers. The required field in which the URL of the ArcGIS server is indicated. The URL must
include a keyword (http://services.arcgisonline.com/arcgis/rest/services/World_Street_Map/
MapServer/export/). The following keywords and formats are supported: /export/, /WMSServer/, /
wms/, /{x}/{y}/{z}, /tile/, /{gs.x}/{gs.y2}/{gs.z}.

Base layers. If this field is empty, the layers are added as base ones by default. If you indicate a
value of 0, the layer is added as an additional one on top of the base layer. If you indicate a value
of 1, the layer becomes a base one. For example, when adding three layers, you can type 1;0;0 in
the field. This means that the first layer will be base, whereas the second and the third will be
displayed on top of it.

Layers. The required field in which the names of the added layers are indicated.

Names. The names for each of the layers that are shown when you select a map.
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Zoom levels. The range of possible zoom levels. For each map layer, indicate the first and last
values using a hyphen, for example: 0-19;4-9;1-10. The values from 0 to 19 are allowed.

Hide map prefix. This option allows hiding the ArcGIS name for each layer.

® When indicating several items in the fields, separate them with a semicolon without spaces.

Geoserver

Indicate the map server addresses, base layers, and map names. Separate each item on the list by
a semicolon.

@ In the URL of the server indicate the values of zoom, X,y in braces. For example, ..?
zoom={2}&x={0}&y={1}.

GoMap.Az

To make the map operate using a secure protocol, activate the https option.

OpenSeaMap

Indicate map layers. The following layers are available (should be separated by a comma without
spaces):

depth_contours, marine_traffic, water_depth_10, water_depth_100, seamarks, marine_profile, elevat
ion_profile.

Mapbox
Indicate the activation key and layers. To make the map operate using a secure protocol, activate
the https option.

what3words

Indicate the activation key (you can get it on the site of the service).

OpenWeatherMap

Indicate the activation key (you can get it on the site of the service) and for the Layers field, enter
the value all.

AerisWeather

Indicate the activation key (you can get it on the site of the service) in the id_secret format.
Specifymap layersin the following format: code:name or code:name:transparency (for
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transparency, values from 0 to 1 are allowed). For example:
radar:Radar;ftemperatures:Temperatures:0.25. Use a semicolon when listing the layers.
AMap

Indicate the activation key (you can get it on the site of the service).

Namaa

Indicate the activation key (you can get it on the site of the service).

Languages

On this tab, you can select the languages you want to be available in the Language field in the user
settings of the management and monitoring systems.

Site settings

Genera Maps Languages Advanced
Select language ? Add

= English X = | Nederlands f = Deutsch X
= Francais X = Espariol X = Catala X
= ltaliano X

To add a language, select it in the drop-down list and click Add. Repeat for other languages if
necessary.

In the user settings, the languages are displayed in the same order as in the list you have made. To

change this order, drag the language to the required place using the icon = .

To rename a language, click on it, enter a new name, and click on the icon Y To remove a
language from the list, click on the icon X

Save the changes.

® Ifno language is selected, all of them are available.

Advanced

On this tab, depending on the type of the site, you can configure different parameters related
mainly to the personalization of the sites. The settings of different types of sites are described
below.

Wialon Web

For the sites of this type, you can change the parameters specified below.
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Parameter

Title

Copyright text

Copyright URL

Help URL

Support URL

External script URL

Login script URL

WebGIS

DNS in
notifications

locator

Default map position

links

in

User Guide

Description

The title of the site.

The text that is displayed as copyright. It is applied only if
you fill in the Copyright URL field.

The address of the site where the copyright link leads. It

is applied only if you fill in the Copyright text field.

The address of the site with the documentation. If the
field is empty, there is no documentation.

The address of the technical support site.

The address of a third-party script that should be

connected to the monitoring site.

The address of the script that should be used at login.

The option that allows renaming Gurtam Maps to

WebGIS.

The option that allows using the DNS of the site in locator

links ("%»LOCATOR_LINK%" tag) which are used in the
notifications of the Wialon monitoring system and
Logistics. You can select only one DNS at a time. Restart
Wialon Local to apply the setting.

The position of the map after logging in to the monitoring
system. You can indicate the latitude and the longitude of

the point on which the map should be centered and the

scale (from 1 to 18).
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Parameter Description

Link to the mobile app The option that enables the display of the buttons that
lead to the download page of the mobile application.
Available options: No, iOS + Android, i0OS, Android.
Further, in accordance with the selected option, you can
specify the link (links) to your application (applications)
and the name of the application in AppStore and/or
Google Play.

HTML meta tags The option that enables using HTML meta tags. You can
add the information for the following meta tags: Robots,
Description, Keywords, Creator.

Logo The logo of the monitoring site. You can use a PNG or
SVG image which does not exceed 172x30 pixels in size.

Login logo The logo that is displayed on the login page. You can use
a PNG or SVG image which does not exceed 314x80
pixels in size.

Report logo The logo that is displayed in the exported report (files in

HTML, PDF). You can use a PNG image which does not
exceed 140x30 pixels in size.

& This option allows applying only one logo (the last
uploaded one) to all sites of the Wialon Web type,
if there are several of them. It is advisable to set
logos for reports and assign them to billing plans
in the Logos in reports section.

Favicon The icon of the site, which is shown next to the title. You
can use an ICO image which does not exceed 16x16
pixels in size.
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Parameter Description

Protocol The protocol used (http, http + https, https). For the https
protocol, you can optionally add an SSL certificate and an
SSL key. For an SSL certificate, indicate its type (Custom,
Let's Encrypt, or Self-signed). In case of selecting Let's
Encrypt or Self-signed, you do not have to upload the
certificate yourself because it is generated automatically.

To return to the original view of the monitoring site, clear all the text fields on this tab and reset the
settings of the images by clicking on the Default button.
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Site settings x
General Maps Languages Advanced

Title My Local

Copyright text Gurt

Copyright URL hitps://site.com

Help URL hitps://docs.wialon.com/ruflocal/start

Support URL hitps://support.gurtam.com

External script URL https://map.user.net/snow/snow

Login script URL htpps:/fuser.dev/login?ext |5

WebGIs ? ]

DNS in locator links in O

notifications?

Default map position 42 30 -71.01 9

Links to the mobile app

hitps:/itunes apple.com/
ios app/wialon/id1011136393?mt=8
Name in the App Store Wialon for i03
hitps://play.google.com/storefapps/details 7id=

Android com.gurtam.wialon_local

Name in Google Play Wialon for Android

HTML meta tags [«

Robots

Description Monitoring system

Keywords tracking, monitoring, vehicles

Creator

Logo ? Mo file chosen Upload m

Login logo ? No file chosen TR  Deeut |

Reports logo ? No file chosen TR  Deeut |

Favicon ? Na file chosen TR  Deaut |

Protocol

SSL type

SSL certificate @ Mo file chosen Upload

SSL key No file chosen Upload
Cancel

Certain elements of the interface are displayed below.
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Favicon
x i = m] x
& - O @ localwialon.com % O o o :
O B Tracks. 5 Messages- = Raporls- 0 MNotifications . [ [ HH | H 2\ -user
Dashboard Q Searcl H . u ) > _I’.J.I
® A2 @.0 %3 % ks
[1 8 1967 Pontiac GTO & ‘NG
O BMw 5300 = 4 0 %
8 BmwT3si A4 O x
[ § Buckaroo'srocketcar (# » 4 (O X
= € Bus 32 Miami ® oA x
[ @ Delivery Service Miami (=) » A (0 X
&5 Green Bus 2 4 LSO
[ & Honda Civic 6519 E O
® @ HondacwicR @ 4G x J ". ! f;" = _
[ = Mercedes Sprinter = 4 (7 % .y - vi
~ HatcherLake  Mercedes Sprinter
[¥] &= Opel Corsa = {7 x :. % At /
0O 8 sea > O % _7__!M:Rm % o
& shuttie Bus ) /" o \\\ﬁﬁell’ahyl.alze ] AL
1 & MAZ 747 3 » Jping dats © 2010 HERE, © 2016 CoreLogic. Al rights reseraidia? 52.0836" ¢ w-nu:‘)ﬂq
VonesLake |, ! o
= © Copyright Company o 0 "0 16:26:40 (+03)
Login logo
) ] h
winlonlocal
user
BEREREREBEN
English \
|| Remember
Login as Forgot your password?

ENTER

B Gurtam
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The parameters available in the advanced settings of the CMS Manager site are described below.

Parameter

Title

Copyright text

Copyright URL

Help URL

Login title

White label

HTML meta tags

Protocol

Description

The title of the site.

The text that is displayed as copyright. It is applied only if you
fill in the Copyright URL field.

The address of the site where the copyright link leads. It is
applied only if you fill in the Copyright text field.

The address of the site with the documentation. If the URL is
not specified, CMS Manager is redirected to the
documentation in accordance with the language of the
application interface. To disable the link to the documentation,
enter the value skip in the field.

The title that is shown on the login page (it is required to
additionally activate the White label option).

The option that removes the logo from the login page.

The option that enables using HTML meta tags. You can add
the information for the following meta tags: Robots,
Description, Keywords, Creator.

The protocol used (http, http + https, https). For the https
protocol, you can optionally add an SSL certificate and an SSL
key. For an SSL certificate, indicate its type (Custom, Let's
Encrypt, or Self-signed). In case of selecting Let's Encrypt or
Self-signed, you do not have to upload the certificate yourself
because it is generated automatically.
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Site settings

Genera Languages Advanced
Title My CMS
Copyright text Copyright
Copyright URL hitps://site.com
Help URL hitps://docs.wialon.com/ru/local/start
Login title Title
White label
HTML meta tags v
Robots
Description Wialon Management System
Keywords management, tracking system, Wialon, CMS Manager
Creator
Protocol http v

After making changes, it is recommended to clear the cache and restart the site.

NimBus

The parameters available in the advanced settings of the NimBus site are described below.

Parameter Description

Title The title of the site.

Help URL The address of the site with the documentation.

WebGIS alias WebGIS name within the application.

Protocol To work using the https protocol, the site (Wialon Web or

CMS Manager) indicated in the Base URL field on the
General tab is also required to work with it (i.e. in the
Protocol field, either http + https or https should be
selected).
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Site settings

Genera Advanced
Title My NimBus
Help URL https://nimbus.wialon.com/docs/
WebGIS alias Maps
Protocol http v

After making changes, the site becomes unavailable for a period of up to 10 minutes.

Fleetrun

The parameters available in the advanced settings of the Fleetrun site are described below.

Parameter Description

Title The title of the site.

Help URL The address of the site with the documentation.

WebGIS alias WebGIS name within the application.

Protocol To work using the https protocol, the site (Wialon Web or

CMS Manager) indicated in the Base URL field on the
General tab is also required to work with it (i.e. in the
Protocol field, either http + https or https should be

selected).
Site settings
Genera Advanced
Title My Fleetrun
Help URL hitps:/fleetrun.wialon.com/docs
WebGIS alias Maps
Protocol http v
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Hecterra

The parameters available in the advanced settings of the Hecterra site are described below.

Parameter Description

Title The title of the site.

Help URL The address of the site with the documentation.

Protocol To work using the https protocol, the site (Wialon Web or CMS

Manager) indicated in the Base URL field on the General tab is
also required to work with it (i.e. in the Protocol field, either
http + https or https should be selected).

Site settings
Genera Advanced
Title My Hecterra
Help URL htips://hecterra. wialon.com/docs/
Protocol http v
Logistics

The parameters available in the advanced settings of the Logistics site are described below.

Parameter Description

Route building time, s The timeout of executing requests for creating and
optimization of routes in the application.

Protocol To work using the https protocol, the site (Wialon Web
or CMS Manager) indicated in the Base URL field on the
General tab is also required to work with it (that is, either
http + https or https should be selected in the Protocol
field).
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Site settings

Genera Advanced
Route building time, 5 7 460
Protocol http v

The presence of a logo on the login page depends on the setting of the White label option on the
CMS Manager site. If it is activated, the logo on the login page of the Logistics site is not displayed.

Modems

® This component requires separate licensing.

To create a new modem, press the Add modem button at the top of the section. Three types of
modems are supported: GSM modem, SMPP gateway, and network modem. Some of the
parameters of their configuration are common and others differ.

To delete a modem, open its settings and press Delete at the bottom of the dialog.

Modem common parameters

Parameter Description

Name Enter a name for the modem.

Phone Enter the phone number of the SIM card installed in the
modem.

Link priority Define communications channel priority. The first is selected
the modem with the highest priority (the higher the number, the
higher the priority).

Restart interval Indicate restart interval in seconds. If the connection with the

modem is broken for any reason, after the time it will be
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Parameter Description

automatically restarted. Note that if the restart interval is zero,
the modem is not started when restarting the service.

Phone mask Use this field if you want the messages to the phone numbers
that correspond to the indicated mask to be sent from this
particular modem. Otherwise, the messages will be sent via
another modem or will not be sent at all. If the same mask is
indicated for several modems, the values of the Priority field
are taken into consideration. When entering the phone number
mask, you can use the special characters * (replaces several
characters), ? (replaces one character) and! (excludes the
symbols specified after it from the search) or their
combinations. For instance, a phone mask may look as follows:

« *372* — all numbers that contain 372,

« +44* — numbers that start with +44,

+ ?31* — numbers in which the second and the third
characters are 31,

« *116 — all numbers, except for those that end with 116.

GSM modem parameters

® To use a GSM modem, execute the addgroup wialon dialout command in the server's
console. After that, restart the operating system.
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Modem settings
General Advanced

Name

Phone

Link priority
Restart interval, s
Type

Phone mask

Serial port

Port speed

SMS service center

AT commands

Parameter/Option

Serial port

Port speed

SMS service center

AT commands

Use 8-bit encoding only

User Guide

My GSM Modem
+65498798798
50

60

GSM modem w

/devittyS0
115200

[] Use &8-bit encoding only

Description

For GSM-modem, you can specify the physical port of the
server to which it is connected.

The speed of the GSM-modem port. If any errors appear
while operating, reduce this value.

Usually, the SMS service center is strictly indicated on the
SIM card, and you do not need to enter it here.

Indicate additional initialization AT commands if they are
required according to the modem instructions manual. If
you need to indicate several commands, use commas to
separate them from each other.

Check this option if you want to exclude other kinds of
encoding (if you are going to receive information that
includes only Latin letters and special characters).
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SMPP gateway parameters

® The SMPP API v3.4 protocol is used.

Modem settings
General Advanced

Name

Phone

Link priority
Restart interval, s
Type

Phone mask
Server host
Server port
Server password
Server type
Account name
Source address

TON/NPI?

Parameter/Option

Server ...

My SMPP Modem
+65498798798

50

60

SMPP gateway

smpp.localnetwork

g1

OTA
Account

+379111234567

] Enable synchronous mode

[]Use GSMD3.38 encoding
[]split long SMS messages using SAR method

] Remove '+ from destination number

Description

Save

User Guide

Indicate server host (IP address or DNS name), server

port, and password to connect to the server. If needed,
indicate server type, which can be VMS (voice mail
system), OTA (over-the-air activation system), or other.
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Parameter/Option Description

Account name & Source address Enter account name (login) and the source address to
recognize the sender (like phone number, company name
or both).

TON/NPI Define format if necessary.

Enable synchronous mode SMPP synchro mode may be useful to make hardware

diagnostics. This works by the following algorithm: while
there is no notification that the first SMS was delivered,
the second one will not be sent.

Use GSM03.38 encoding Check this option if you want to exclude other kinds of
encoding.

Split long SMS messages using By default, SMS messages are transmitted with UDH

SAR method method (User Data Header) where system information is
placed at the beginning. SAR method (segmentation and
reassembly) allows placing this information at the end in
TLV format, which is essential for several languages that
have characters which cannot be transmitted in 8-bit
encoding. In these cases, enable the Split long SMS
messages using SAR method option to solve the
problem.

Remove '+' in destination number Check the option to eliminate the plus symbol from
destination phone numbers.

Parameters for network modem

® To connect a remote physical modem, send a request for the installation of a special utility
to the technical support.
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Modem settings
General Advanced

Name

Phone

Link priority
Restart interval, s
Type

Phone mask
Server host
Server port

Server password

User Guide

My Network Modem
+65498798798

a0

60

Network modem w

server.host

55

Indicate the server host, server port, and password to connect to the server.

Parameter

Server host

Server port

Server password

Description

An IP address or a DNS name where the utility is
installed.

A port where the utility is waiting for a connection.

An optional field that is adjusted in the configuration file
of the utility.

Advanced parameters

Modem activity can be restricted to selected billing plans. The modem is unavailable for all billing
plans by default. To use a modem for a billing plan it is necessary to move the corresponding

billing plan from the right column to the left one.
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Modem settings

General Advanced

Displaying all 13

1234
bp-2
tmbnavitest
Major_Customer
test history
proverka3ss

e

SMS sending

Displaying all 3

avtoscan
Beginner
mdm_test

Save

User Guide

The mechanism of the selection of the channel for sending SMS is as follows.

1. The billing plan from the account from which an SMS is sent (which belongs to the resource
with a job/driver/notification or where a unit has been created) is checked.

2. All the available modems in this billing plan are found.

3. The modems are organized according to their priority from the highest to the lowest.

4. A search of the phone number according to the mask is realized, and the modem that
corresponds to it receives the highest priority. If there are several such modems, the values

of the Priority field from their properties are taken into consideration.

5. If the current found modem is stopped, the following one is selected for sending SMS.

Logos in Reports

In this block, you can upload an image which should be displayed in the upper part of the executed

and exported reports.
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Logos in reports

B

Billing plan
Wialon

+ Basic

Premium

+ New users

Follow the steps below to upload an image:

1. Click on the empty square, to select in image.

® Toinstall a logo, you can use a PNG image which does not exceed 200x200 pixels in
size or an SVG image.

2. Select the billing plans in which this logo should be used.
3. Click Upload.
To cancel the changes, click Default.

If you have already chosen a logo in the advanced settings of the site, the logo that is chosen for
the billing plan is displayed in reports instead.

Device Types

In this block, you can see a table of available device types. You can add new device types in your
personal account or via a request to partners@wialon.com.

There is a dynamic search in the table columns. After you enter the first character, the system
starts to offer possible options automatically.

Device types A

Status  * Commands satal  (IEEEND
2

Albatross GPRS $8.2 (flespi) 0 0 300 v 0rof m
Albatross GPRS 58.3 (flespi) 0 0 300 v QroM m
Arknav CT-X8 20693 0 300 J 110/0 m
Amavi 4 (flespl) 0 0 300 £ 0r0f1 m
Arnavi 5 (flespi) 0 ] 300 v 0rorn m
Arnavi Beacon (flespi) 0 0 300 v 0r0/1 m
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User Guide

The columns available in the Device types section are described below.

Column

Name

TCP port

UDP port

Timeout

Status

Commands

Description

This column displays the device type. You can rename it individually
for one or several billing plans. To do this, click on the name in the
list and enter a new one. Next, select the billing plans for which this
name should be used.

The number of the TCP port to which the devices of this type send
the data.

The number of the UDP port to which the devices of this type send
the data.

The number of seconds for which the server keeps the connection
open if there is no data from the devices of this type.

Y - the reception of data is activated for the devices of this type,

" :the reception of data is stopped.

This column displays the number of commands available for the
devices of this type and transferred using the TCP, UDP, o Virtual
channels. The tooltip contains detailed information with the names
of all commands for each channel.

Using the Stop and Start buttons, you can interrupt and restart the reception of data from the
devices of the selected type respectively.

Connections

In this block, you can see a table of all units which have a connection at the moment.
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Connections

bon_bon Borderless VT801
jelly_bean ATrack AX9
lada_niva Wialon Combine
peunut Wialon Combine
toyota_rav4 Wialon IPS
yellow_blue_bus Wialon IPS
Column

Unit name

Device type

Port

Start time

Unique ID

Host

21752
21184
21000
21000
20332

20332

2020-04-08 08:11:04 100000000
2020-04-08 0824:35 200000000
2020-04-08 08:33:10 300000000
2020-04-0808:50.37 400000000
2020-04-0808:54:18 500000000

2020-04-08 09:02:39 600000000

Description

3717.76
37.17.73....
5.8.62.25

37TATTT

2202.235....

2.202202...

The name of the unit.

op

op

Stop

The type of device used by the unit.

»

User Guide

The port to which the data from the unit is sent.

The time of establishing the connection.

The unique ID of the unit.

The IP address from which the unit data is sent.

After clicking on the Stop and Stop all buttons, the server breaks the connection with the unit.

Sessions

This block displays active user sessions on all sites.

Sessions
CMS Manager cms.local.wialon.com
‘Wialon Web web_local wialon.com

admin

fast_cars
agro_dom

fast_cars

CMS Man... 2020-04-15 09:42:39

Wialon Web  2020-04-15 09:01:28
Hecterra 2020-04-15 09:18:36

Nimbus 2020-04-1509:19:19

Disconnect all
E—

101911470 ([JEEEEENN

Disconnect all

10.191.14.70 M

10.16.10.51

10.16.10.152
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Column Description

Site type The type of the site for which the session is created.

DNS The domain name of the site.

User The name of the user who has started the session.

App The name of the application the user is working with. These

can be niche solutions which use the SDK of the site from the
Site type column as well as the sites that provide SDK (Wialon
Web and CMS Manager).

Start time The start time of the session.

Host The IP address from which the user has connected to the site.

The Disconnect and Disconnect all buttons stop the selected session or all the sessions
respectively.

Trash

The units deleted from the system are placed in trash. It means that they can be restored. A
required term of storage should be chosen from the dropdown list in the header of a trash block
(30 days by default).

Trash g
All v Storage period, days: 30

test1 User 2019-04-03 09.01:47 Restore

|

test1 Resource 2019-04-03 09:01:47 Restore

On the list, you can see unit's name, type, and date and time of deletion. Unit types are the
following:

*+ avl_unit — unit;

+ storage_user — user;

+ avl_resource — resource;

+ avl_unit_group — unit group;

+ avl_retranslator — retranslator;
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+ avl_route — route.

User Guide

Any unit from the list can be restored or deleted from the system completely. To restore/delete

multiple units at once, select them with a mouse click and then click Restore all or Delete all in the

header.

& Deleted units are always restored into the root account wialon. If needed, you can transfer

them later to the accounts that stay lower in the hierarchy. Moreover, you should take into

consideration that restoring units is, in fact, their re-creation, which means that it requires

free slots.

System

On this page, you can start/stop Wialon Local manually, install updates, adjust mail server, and set

important limitations.

Q) wialonlocal”™ 2004

Status License Maps Logs Wialon

Wialon

Current version

System

Wialon Local 2004 (build: 2020-06-17 17:26) ¢ *

Updates [JJ Auto-install Up to date
Mail system S
Administrator's email admin@company.com English v

SMTP server mayl sys company local
Login

Password

Events Module

Active
Process history for N days 0
Select unit ?
For last N days 1

Status

Restore of resources and unit properties

Backup servers Download

Verify

‘H »

Recalculate

«

Limitations

Report execution timeout, s
Loaded messages per user

Active sessions for IP

1eous heavy req
Failed logins for IP per minute
Successful logins for IP per minute
ACL update timeout, 5
Allowed time advance in messages, s
Rows in reports
Notification executions for unit per minute
Simultaneous SDK requests
Event requests per minute
Messages requested per minute

Upload file size, MB

Settings

MQTT streaming service

5:06 Connection to license server established. Switching to online mode.
5:06 New remote session: ea0d3252f86acf017c142ece9elddebs of type ”
9:15 Connection to license server established. Switching to online mode
5.49:15 New remote session: 7afee06b684cd7976676000553336r93 of type

300
15000000
100

3

10

120
500
3600
400000
60

10

60
1000
100
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Start and Updates

In this block, you can manually start and stop Wialon Local and install updates.

Stop/Start _
Status License Wialon Local Wialon System
Current version Wialon Local 2004 (build: 2020-04-06 20:01} Redownload all
modules
Updates Auto-install Install
Open the list of Install all available
all available updates updates

The lines available in the block are described below.

Line Description
Wialon This line contains a button to stop and start Wialon Local.
Current version The current version of Wialon Local is specified here. In case

the modules work incorrectly, you can reinstall them. To do
this, click on the icon += (Redownload all modules) located
next to the version of Wialon Local and install the
downloaded update.

Updates Two sources of updates are available: a purchase of
components or a release of Wialon Local.

If the Auto-install option is enabled, the system detects
available updates automatically and installs them
immediately. If the option is disabled, you will be informed
about the updates in the log. Besides, a corresponding phrase
is displayed in the Updates line (for example, Available: 3
instead of Up to date).

Installing updates

To install the available updates, click Install. To open the list of available updates, click on the
Available link.
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List of available updates

2020-04-04 14:51:03

»

License update:
Added Fuel Control = 1
Added Notifications = 1
Other changes:

Motifications

Expand the list e
of updates

After installing the updates, you can click Up to date to see the list of the applied updates.

2020-04-07 14:58:18

& When installing the updates, Wialon Local always restarts, that is, all sites, modems, etc.
restart and all active sessions are forcibly terminated.

Mail System

In the Administrator’s email field of this block, enter an email address where you want to receive
system notifications about available updates, occurring errors, insufficient disk space, and so on.

In the drop-down list to the right of the email, select the language in which system notifications to
the administrator should be sent (English, Russian, or Spanish).

Mail system

B

Administrator's email admin@mail.com English v
SMTP server smips:/fsmtp.mail.com:465

Login admin@mail.com

Password ——

T T

The additional software installed together with the Debian operational system includes the Postfix
email agent configured specially for Wialon Local. It is used for sending email messages from the
system (sending notifications about Wialon Local operation to the administrator, sending reports
to the end users, resetting passwords, and so on).

If you want to use Postfix, it is advisable to leave blank all fields except the Administrator's email
and then configure the required settings in Postfix.
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If you want to use an SMTP server other than Postfix, fill in the SMTP server, Login, and Password
fields.

® You can also configure the SMTP server in the billing plan properties. The SMTP server
settings in the billing plan have priority over the settings in the administration system.

For notifications to the administrator, noreply@gurtam.com is used as the sender address. If the
SMTP server is configured, the email address indicated in the Login field of the Mail system block
is used as the sender address.

For emails to Wialon Local users (notifications, sending reports by email as a job, and so on), the
sender address is chosen in the following order (if a field is empty, the following is taken):

+ email address from the billing plan properties;
« administrator's email;
* noreply@gurtam.com.

Custom SMTP server

If you want to send emails (notifications to the administrator or messages to Wialon Local users)
through another SMTP server, follow the steps below.

1. Inthe SMTP server field, enter your SMTP server address. When using a non-standard port,
enter it in the host:port format. It might be enough if you have your own SMTP server.
However, if you use an external server for sending emails, authorization is required. In this
case, complete the Login and Password fields with the login and password obtained in this

mail system.

2. Click Save to confirm the changes. Do not restart Wialon Local. In this case, the settings are
applied only to the notifications for the administrator.

3. Click Verify to make sure the mail system is configured properly. After that, a test message
is sent to the administrator's email. You can see the verification results in the log below.

4. If the verification is successful, restart Wialon Local (click Stop and then Start) to apply new

settings to all emails.
& Most mail systems check messages for spam. They compare the original IP address from

which the message is sent with the MX record of the sender's domain. If the MX record is
not found, sending messages might be suspended, or the address is added to the grey list
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(this might result in a failure to process messages from the system). Therefore, when
registering Wialon Local sites, make sure that the external IP address of the server is
included in the MX records of the domain.

Below is a guide that will help you to configure sending email through the smtps://smtp.gmail.com

server.

1.

In the Administrator’'s email field of the Mail system block, enter an email address to which
notifications for the administrator should be sent.

In the SMTP server field, enter smtps://smtp.gmail.com:465.
In the Login field, specify the email address of a Google account.

In the Google account settings (Manage your Google Account — Security — Signing in to
Google), enable 2-step verification if it is not activated.

In the Google account settings, create a password for the Mail app in the Manage your
Google Account section (App passwords — Select app — Mail — Generate).

In the Mail system block in the administration system of Wialon Local, complete the
Password field with the password created in the Google account for the Mail app.

Click Save without restarting Wialon Local. In this case, the settings are applied only to the
notifications for the administrator.

Click Verify and make sure that a test message has been sent to the email address indicated
in step 1.

If the verification is successful, restart Wialon Local (click Stop and then Start) to apply new
settings to all emails.

Events Module

In this block of the System tab, you can enable real-time data processing and configure its

parameters as well as recalculate this data for any unit.
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Events Module ]
Active

Process history for N days 3

Select unit ? unit_01 -
For last N days 1

Module configuration

Option Description

Active Activate this option to allow real-time data processing. If the
option is disabled, only the mechanism of processing
messages from the database is used.

Process history for N days In this field, you should indicate how old should be the
messages valid for the mechanism of real-time data
processing. That is, the messages coming from the black
box should not be older than the indicated value. Otherwise,
the data is not formed on the basis of these messages. The
maximum allowed value is 365 days. However, we do not
recommend indicating a period that exceeds several days to
avoid high load related to processing a large amount of data.

Data recalculation for a unit

If the module is activated, you can manually start the recalculation of the unit data for the past
period. To do this, select a unit, indicate the period, and click Recalculate.

Option Description

Select unit To find the required unit, start typing its name, device type,
unique ID, or telephone number. You should enter at least
three characters in order for the search to work.
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Option Description

For the last N days The number of days for which the data should be
recalculated. The allowed values are from 1 to 366.

Status If you click on this button when any unit is selected, the
status of the unit is shown. If there is no selected unit, the
number of active recalculations is shown.

Restoring Resources and Unit Properties

In this block, you can enable the function of restoring resource contents and unit properties in the
management system in case they are changed or deleted.

Restore of resources and unit properties

b

Active B

Storage term, days 11

Active. If the option is enabled, the Restore contents button becomes available in the resource and
account properties.

Storage term, days. In this field, you should indicate the number of days within which the user can
restore the data after it has been changed. The maximum allowed value is 90, the recommended
value is 15.

Backup Servers

In this section, for each backup server, specify the DNS, port, and access key. These parameters
are checked with the ones specified in the config.txt file of the backup server.
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Backup servers Download #
DNS Port Access key
10.192. 245 22 32001 111 »
10.192.245.22 32001 222 X
10.192.245.33 32001 333 +
Save
Limitations

To ensure stable server performance and avoid overloading, you can adjust the limitations listed

below.
Limitations &
Report execution timeout, s 300
Loaded messages per user 15000000
Active sessions for IP 100
Simultaneous heavy requests 3
Failed logins for IP per minute 10
Successful logins for IP per minute 120
ACL update timeout, s 200
Allowed time advance in messages, s 3600
Rows in reports 400000
Notification executions for unit per minute 60
Simultaneous SDK requests 10
Event requests per minute 60
Messages requested per minute 15000000
Upload file size, MB 200

Save
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Limitation

Report execution timeout, s

Loaded messages per user

Active sessions for IP

Simultaneous heavy
requests
Failed logins for IP per
minute

Successful logins for IP per
minute

Description

If the execution of a report on the server
exceeds the value indicated here, it is
aborted.

The number of messages that a user
can load in all sessions. If this limit is
reached, the user may have difficulties

executing reports, viewing tracks,
importing messages, and so on.
The maximum number of active

sessions of one user from one IP
address.

By heavy requests, we mean message
loading, report execution, etc. In this
field, you should indicate how many
heavy requests can be processed

simultaneously in a session.

The maximum number of unsuccessful

logins from one IP address in a
minute. If the recommended value is
exceeded, the IP address of the user is

blocked for one minute.

The allowed number of successful
logins from one IP address in a minute.
If the recommended value is exceeded,
the IP address of the user is blocked for
one minute.

User Guide

Recommended
value

300

15000 000

100

10

120

Administration System- 171



i .
) wimlon

Limitation

ACL update timeout, s

Allowed time advance in
messages, S

Rows in reports

Notification executions for
unit per minute

Simultaneous SDK requests

Event requests per minute

Messages requested per

minute

Upload file size, MB

Description

The interval of the recalculation of the
users’ access rights to system objects.
The smaller the interval is, the higher is
the load on the server.

The allowed time advance in messages
with which their delayed registration is
carried out (values from 0 to 84,600 are
available). Applicable in cases when the
device time is ahead of the server time.

The maximum number of rows in
reports. Values from 20 to 4,000,000
are available.

The maximum number of notification
executions for one unit per minute.

The maximum number of simultaneous
SDK requests.

The
requests per minute in a session.

maximum number of event

The maximum number of messages
requested per minute.

The maximum size of the uploaded files
(the default value is 200 MB, the
maximum allowed value is 2 GB).

User Guide
Recommended
value
500

3600 (no more)

400 000

60

10

60

15000 000

200

Administration System- 172



) winlon User Guide

Settings

This block contains settings associated with receiving and saving data from the hardware.

Settings &
Video server URL hipps:/ivideo wialon.com
Hardware IP 10.16.8.40 Verify
Hardware DNS test2 wil.by

Store registration time

Motifications from Wialon to
Telegram

Database compression v

The table below shows the parameters and options available in the block.

Option Description

Video server URL The address of the service for processing and storing
video files from devices.

Hardware IP The IP-address of the server to which the data from
the units should be sent. It is displayed in the
properties of all units in the Server address field.

Hardware DNS The domain name of the server to which the data
from the units should be sent. It is displayed in the
properties of all units in the Server address field.

Store registration time The option that allows storing the time of the
message registration in addition to the time of the
message itself. To see this data in the monitoring
system, add the Registration time column to the table
after you request messages.
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Option Description

Notifications  from  Wialon to The option that allows enabling the sending of

Telegram notifications from Wialon to Telegram. If you activate
it, the Send notification to Telegram option becomes
available as a notification action when you create and
edit notifications in the monitoring system.

& |n order for such notifications to work, the
server with Wialon Local installed should have
access to api.telegram.org.

Database compression If this option is activated, all the messages older than
10 days are compressed and transferred to a
separate directory. However, you can still access the
messages when executing reports or requesting
messages. This allows you to save space and store
the most recent messages and the historical ones on
storage devices which are different in speed and size
(SSD and HDD).

MQTT Streaming Service
The section is displayed if the applications that use flespi are purchased.

Enable the Active checkbox to work with such applications.

=

MQTT streaming sernvice

Active L4

Flespi token

Flespi token is a key designed to connect to the flespi services and transfer the data of
applications that use it. Flespi token is created automatically and provided free of charge, that is,
there is no need to register it yourself. Token renewal is also automatic.
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Management System

The management of GPS tracking system Wialon is realized through a specialized interface
designed for Wialon managers — CMS Manager. CMS Manager allows you to manage your
tracking service by means of such system macro objects as accounts, billing plans, users, units,
retranslators, and others.

CMS Manager allows you to create, configure and remove these objects, manage access rights,
copy and export their contents and properties.

v] CMS Man :!_ger m 73 days
Management Interface
Accounts Accounts X
Actions 5 - Mame Creator Pasentaccount Billing plan Units Balance  Status  Conbents Log Deloie
1 Amiek Amiek13 Company¥  business_pian 18 30000 J & = x
wale Resource 2 Bidsine Brds_jne Company¥  business_pian ] 1225 v - = x
Search 3 Bolte Sattie Company¥  The best plan 2 183,00 v - = x
* Accounts
Resources 4 Catsanddogs  Casanddogs  CompanyY  Thebestplan 34 5623 v - = x
Fitar Text 5 CompanyW weorid Company¥  Thebest plan ES) 16101 v - = ®
— 6 Gompany¥ Company ¥ Company Y business_plan Q 23600 v N = ®
T Gray_matier The brain Company¥  business_plan 17 5960 v - ] ®
3 Housebuiders  Heme Comgany¥  The best plan % 501.00 v - = ®
9 mer wser_1 Company¥  The best plan a2 18.08 - =
10 Sunshine Company Sunshine Company Company¥  business_plan =] 6230 v - = ®
11 Sweet Corporation  anyone Company business_plan 8 56,00 v & = ®
12 wiakon_naw wialon_now Company¥  The best plan 18 67.00 v & = ®
13 Gorporation Gorporaticn Company¥  Thebest plan 2 229 v " = ®
Al - Page o1 Displaying 110 13 of 13 items s}

Service Structure

A service is the Wialon software product consisting of the administration, management and
monitoring systems as well as additional functions.

For efficient work with the service, you should organize its structure properly and configure the
hierarchy of accounts correctly. The type of account depends on the role (or roles) that a user
performs within the service.

Account types
There are the following types of accounts in Wialon:

+ top account,
+ account with dealer rights,
+ account without dealer rights.
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Top account

The top account is named wialon and is available to the service owner from the moment of
activating Wialon. The same-name billing plan available to the service owner includes all the
purchased functions. These are a system account and plan, therefore, the service owner cannot
edit them.

Top account
Account with dealer
rights
Account with dealer Account with dealer
rights rights
Account without dealer Account without dealer Account without dealer Account without dealer
rights rights rights rights
User 1 User 1
User 2 User 2

Special features are available for the top account:

+ creating billing plans,
+ adding and configuring Apps,
+ restoring the deleted objects from the trash.

& You cannot create units in the top account.

Account with dealer rights

A user of an account with dealer rights can create and manage subordinate accounts (block them,
change rights, control payments, and so on). All the features of an account without dealer rights
are available to this user as well (see below).

® Itis not recommended to create units in an account with dealer rights.
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Account without dealer rights

A user of an account without dealer rights cannot create subordinate accounts. However, they can
create other users and give them access to the required objects in the account.

Like other users, the user of such an account works with the system in accordance with their
rights: controls the movement of units, monitors drivers and trailers, executes reports, and so on.
Besides, the user without dealer rights can create units in their account, which is not
recommended in an account with dealer rights and not available in the top account.

Configuring the hierarchy

It is recommended to configure a hierarchy of at least three levels (top account, account with
dealer rights, accounts without dealer rights). Depending on the specifics of your business, you
may need a deeper and more extensive service structure.

When organizing the structure, take into account the following rules:

+ A subordinate account cannot have more rights and features than a parent one.

+ When objects are created in a subordinate account, the rights to them are automatically
given to the users indicated as creators in the vertical hierarchy. For example, in the image
below, a unit has been created in the account without dealer rights A1. All the users who are
indicated as creators and whose accounts have a red outline have received access rights to

the unit.
‘ Top account ‘
Account with dealer
rights
Account with dealer Account with dealer
rights A rights B
Account without dealer Account without dealer Account without dealer Account without dealer
rights A1 rights A2 rights B1 rights B2

Unit 1

+ Itis recommended to create a separate account for each client.
+ Itis not recommended to give access to the top account to all employees.
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+ Itis not recommended to increase the number of levels and branches in the hierarchy unless
it is necessary, because it slows down the system.

® The access rights to the system objects are granted in accordance with certain principles.

To see how the objects subordinate to your account are organized, select Service hierarchy in the
user menu in the management system (available for users with dealer rights).

Hierarchy configuration examples
Below are two examples of configuring the hierarchy for different purposes.
Example 1

Company A provides satellite monitoring software to logistics organizations in regions A1 and A2.
Separate managers deal with clients from each region. The managers of both regions are
subordinate to the general manager who, in their turn, reports to the CEO of the company.

The guide below describes how to configure the hierarchy properly in this situation.

1. Create an account for the general manager. In its properties, activate dealer rights and select
all the billing plans.

2. Create accounts for the managers of regions A1 and A2. Specify the general manager as
their creator. In the properties of the created accounts, activate dealer rights and select the
billing plans which the managers can assign to the clients.

3. Create a separate account for each client. Specify the manager of the client’s region as a
creator and assign an appropriate billing plan to the client. In the account properties, specify
the required parameters.

CEOQ of Company A

General Manager

Manager of region A1 Manager of region A2

Client Client Client Client
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Example 2

Company B cooperates with dealers who provide satellite monitoring software to logistics
organizations. The general manager handles the dealers’ accounts and reports to the CEO of the
company.

The guide below describes how to configure the hierarchy properly in this situation.

1. Create an account for the general manager. In its properties, activate dealer rights and select
all the billing plans.

2. Create accounts for the dealers. Specify the general manager as their creator. In the
properties of the created accounts, activate dealer rights and select all the billing plans
which the dealers can assign to their clients.

3. Now the dealer can organize the hierarchy of subordinate accounts depending on the
specifics of their business.

CEO of Company B

L

General Manager

l

Dealer Dealer Dealer

W L 3 W L 3 N

Client Client Client Client Client

Changing the service structure
You can change the service structure in the following ways:

+ transferring units,
« importing and exporting the resource contents and user settings,
+ creating an account for an existent user.

If you want to make more complex changes to the structure, for example, to add the manager’s
account or transfer an account with all the contents, send a request to support@wialon.com
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Access Rights

Access Control List, or ACL.

The access right is the ability to see certain system objects and carry out authorized actions with
them. In the first place, the access rights are applied to the macro objects of the system such as
accounts (resources), units, users, unit groups, and retranslators.

The access rights are established primarily by the service manager in the CMS Manager interface.
However, some features can be available to the end user. Any users of the system, including
managers and end users of any level, can be rights holders.

When you create a user, you can grant them access rights on the Access tab. You can also
establish the rights on the same tab in the properties dialogues of the system objects.

Types of rights
The set of standard rights that can be applied to any type of macro object includes:

+ View item and its basic properties
+ View detailed item properties
+ Manage access to this item

+ Delete item

* Rename item

+ View custom fields

+ Manage custom fields

+ View admin fields

+ Manage admin fields

+ Edit not mentioned properties
« Changeicon

+ Query messages or reports

+ Edit ACL propagated items

+ Manage item log

+ View and download files

+ Upload and delete files

Find more about standard rights here.

In addition, for each object type, there are special rights, that is, a proper list of allowed and
forbidden actions which are individual for this particular type of object. For instance, the unit ACL
includes a special right to create, edit and delete service intervals, the user ACL contains the right
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to act as a given user, the resource ACL has the right to create, edit, and delete geofences, and so
on. See more information about special rights for each type of object on the following pages:

+ Unit ACL

* Unit group ACL

* User ACL

* Resource/Account ACL
* Route ACL

On the Access tab of every object, the rights are divided into two sections. The left section displays
standard rights, and it is the same for any type of object. The right section contains special rights,
and its contents depend on the type of the object to which the access is set.

Hierarchy
When assigning rights, it is important to maintain the hierarchy.

+ The user-creator has full rights to the created object. Only the user of the higher level can
limit these rights.

* Itis impossible to give a user more rights to an object than the creator of this user has to the
same object.

+ A user who has transfer rights can transfer the rights to other users. However, the user can
not transfer more rights than they have themselves.

Standard Rights (Item ACL)

There are 16 standard rights, i.e. rights that every macro object has.

Type of right Description

c
o
d
e

View item and 0  Allows seeing the item in various lists and panels. The General tab (at

its basic x least, name, creator, and resource or account) is available in the item

properties 1  properties dialog. However, no properties can be changed without
additional rights. This is a basic right: without it, all other rights have no
effect.
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Type of right

View detailed
item
properties

Manage
access to the
item

Delete item

Rename item

View custom

fields

Manage
custom fields

® o O O

o

[0}

o = X O

O N X O

User Guide

Description

Allows viewing more item properties. It influences both units (viewing
the Trip detection and Fuel consumption tabs) and accounts (the
contents of the General tab in the account properties dialog is
supplemented, and the Services and Restrictions tabs appear in this
dialog; the Account tab is added in the user settings dialog).

Allows granting other users rights to the item. As a rule, the Access tab
becomes available in the item properties where the user can set access
rights to this item. Besides, the item appears on the Access tab in the
dialogs of other users, where the rights can be established as well.

Allows deleting the item from the system.

Allows renaming the item.

The Custom fields tab becomes available for viewing in the properties
of an object (unit, unit group, user, resource). Moreover, the Profile tab
also becomes available for viewing in the unit properties. Both View
custom fields right and the next one (Manage custom fields) influence
only the objects mentioned above (units, unit groups, users, resources).

Allows creating, delete, and change custom fields in the unit/group/
user/resource properties, as well as edit the contents of the Profile tab
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Type of right C Description
o
d
e
in the unit properties. This right is valid only together with the previous
0 one.
View admin 0  Allows user to view custom fields with limited access (admin fields) on
fields x  the Custom fields tab of unit/group/user/resource properties.
1
0
0
0
Manage admin 0  Allows user to create, delete, and edit admin fields.
fields X
2
0
0
0
Edit not 0 Allows editing some advanced item properties. This right is applicable
mentioned x  only to units (gives the opportunity to edit color schemes for a track/
properties 8 sensor on the Advanced tab, or enable the icon rotation on the Icon
0 tab).
Change icon 0 Allows changing the icon assigned to the item. It is valid only for units
x  and unit groups, since other items do not have such a feature.
1
0
0

Query reports 0  Allows querying messages and create reports for given item.
or messages X
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Type of right C Description

o
d
e
0
0
Edit ACL 0 Works only on unit groups. Allows adding/removing objects to/from a
propagated X group.
items 4
0
0
Manage log 0 Allows seeing the log of an item which appears in the table report Log.
X You should have the Query messages or reports access right to see it.
8
0
0
View and 0 Allows using the file server to view and download files for the chosen
download files  x  item.
4
0
0
0
Upload and 0 Allows using the file server to upload and delete files for the chosen
delete files X  item.
8
0
0
0
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If a user has the right to see the unit, its affiliation to the account, creator, groups, assigned driver,
etc., these rights can be fully realized only if this user has at least the minimum rights to the
corresponding items (account, user-creator, group, driver).

Resource/Account ACL

If a user gets access to a resource, they can view and use its contents (geofences, jobs,
notifications, drivers, report templates, and so on) for tracking purposes as well as create such
objects in this resource in the main interface of Wialon.

If a resource is also an account, the advanced access rights (such as adding payments, restricting
services and determining their cost, and so on) are applied to it. Such operations are possible only
in the CMS Manager interface.

Standard rights
The following standard (Item ACL) rights can be applied to resources/accounts.
View item and its basic properties

Allows seeing whether system objects such as units, users, unit groups belong to this account. It is
usually written on the first tab of their properties dialog.

View detailed item properties

Applicable to accounts only. The second and third sections of the account properties dialog
become visible as well as the Services, Restrictions, and Advanced tabs. If the end user is given
this right to their account, the Account tab will appear in the user settings which allows viewing the
current balance of the account, information on used and available services, etc.

Delete item

Allows deleting the resource with all its contents. However, to delete an account, you should
additionally check the Manage account box.

Query reports or messages

For resources, this check box allows to generate the Log table and see how different users created,
edited and deleted the contents of the resource (the Manage item log checkbox is required). It also
allows the user to generate reports on drivers and trailers, as well as driver and trailer groups if
they belong to this resource. For accounts, this check box gives permission to see the Statistics
tab (the history of payments and withdrawals) but only if you check the View detailed item
properties box, too. The similar section appears on the Account tab of the user settings.

Edit not mentioned properties
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Allows editing the FTP-server settings on the Advanced tab of the account.

Standard access rights Manage access to this item, Rename item, View custom fields, Edit
custom fields, View admin fields, Edit admin fields, Manage item log, View and download files,
Upload and delete files work for resources/accounts as described above.

Such checkboxes as Change icon and Edit ACL propagated items do not affect resources or
accounts at all.

Special rights

The following special rights can be applied to resources/accounts:

Resource ACL

View Allows viewing the geofences created within a resource.
geofe
nces

Create  Allows editing and delete the geofences of this resource, as well as create new ones.
, edit,

and

delete

geofe

nces

View Allows viewing jobs created within a resource.
jobs

Create  Allows editing and deleting the jobs of this resource, as well as create new ones.
, edit,

and

delete

jobs

View Allows viewing notifications created within a resource.
notific
ations
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Create  Allows editing and delete the notifications of this resource, as well as create new

, edit, ones.

and

delete

notific

ations

View Allows viewing drivers and driver groups of a resource. In addition, it allows viewing

drivers  the automatic binding list of the drivers.

Create  Allows editing and deleting the drivers and driver groups of this resource, as well as
, edit, create new ones. Moreover, it allows creating and editing the automatic binding list

and of the drivers.

delete

drivers

View Allows viewing passengers created within a resource. In addition, it allows viewing

passe  the automatic binding list of the passengers.
ngers

Create  Allows editing and deleting the passengers of this resource, as well as create new
, edit, ones. Additionally, it allows creating and editing the automatic binding list of the

and passengers.

delete

passe

ngers

View Allows viewing trailers and trailer groups created within the resource. Moreover, it

trailer allows viewing the automatic binding list of the trailers.
s

Create  Allows editing and deleting the trailers and trailer groups of this resource, as well as
, edit, create new ones. In addition, it allows creating and editing the automatic binding list
and of the trailers.

delete

Management System- 187



i .
) wimlon

trailer
S

View
report
templ
ates

Create
, edit,
and
delete
report
templ
ates

Mana
ge
accou
nt

View
orders

Create
, edit,
and

delete
orders

User Guide

Allows viewing report templates created within a resource.

Allows editing and deleting the report templates of this resource, as well as create
new ones.

For accounts only. Combined with the Delete item checkbox, it allows you to
completely delete the account from the system, together with the resource and its
contents, account creator and all objects created by this user. In combination with
the View detailed item properties checkbox, it gives permission to control the billing
plan and payment (the General tab), number and cost of services (the Services tab),
and some other parameters (the Restrictions tab).

Allows viewing orders created within a resource.

Allows editing and deleting orders of this resource, as well as create new ones.
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®  In the main Wialon interface, only manipulations with inner resource contents are possible
(i.e. geofences, notifications, report templates, drivers, etc.), including the permission to see
the log of content changes. The account-related activities (such as payment control,
tariffication, etc.) can be performed only in the CMS Manager interface.

User ACL

One user can have access rights to other users, and then edit their properties, define rights, etc. In
this way, for instance, a service manager sets the rights to the clients of the service.

Standard rights

Some standard access rights are applicable to users.
View item and its basic properties

The user appears in various panels and lists. The General tab with all its contents and the
Advanced tab (access to email) are available in the dialog of user properties. Username is
displayed in different reports and in the Creator field.

Manage access to this item

The user appears on the Access tab in the properties dialogs of other users. Here there is a list of
access rights which can be given to other users toward this one as a system object.

Edit not mentioned properties

Allows to edit the user properties on the Advanced tab, change individual user settings as well as
send messages to this user from the management system.

Query reports or messages

Enables the Logs tab in the user properties dialog, which displays user activity (entries to/exits
from various system services). This checkbox also gives permission to generate user reports. It
should be noted that to execute the Custom fields report, one needs to have access to the custom
fields of this user. In addition, the Log report can be executed if in addition there is the Manage
item log access right.

Standard check boxes Delete item, Rename item, View custom fields, Edit custom fields, View
admin fields, Manage admin fields, Manage item log, View and download files, and Upload and
delete files work for users as described above.

Such access rights as View detailed item properties, Change icon, and Edit ACL propagated items
do not affect users at all.
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Here is the list of special rights that can be applied to users:

User ACL

Manage
user's access
rights

Act as given
user

Change flags
for given user

Unit ACL

In the dialog of user properties, the Access tab becomes available where the
user can be given rights to various system objects. Besides, user rights can
be changed automatically — through appropriate jobs and notifications.

The right to enter under the name of the given user, create objects on his
behalf, etc.

Allows changing the properties on the General tab of the user properties
dialog. However, to change the password, the previous box should be
checked as well.

A user can obtain the ability to see a unit on the map, track its state (speed, sensor values, etc.),

change its properties, execute commands, generate reports about its activity, use the unit in jobs

and notifications, etc.

Standard access rights have been described above. Below is the list of special rights which can be

applied specifically to units:

Unit ACL

View connectivity settings Allows to view the device type, unique ID, phone

number(-s), device access password on
the General tab, as well as the filtration parameters
of the messages on the Advanced tab. In addition,
the device type, phone number(-s), and UID also
appear in the unit tooltip and in the extended unit
information. If the SMS service is activated, the user
can also send text messages to this unit.
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Unit ACL

Edit connectivity settings Allows to edit the device type, unique ID, phone
number(-s), device access password  on
the General tab, and messages filtration parameters
on the Advanced tab.

Create, edit, and delete sensors Sensors and their values are always visible, but this
checkbox allows to edit and delete them, as well as
create new ones. Additionally, the calculation tables
and graphs of the created sensors become available
for editing.

Edit counters Allows to change the values of the counters (GPRS
traffic, mileage, engine hours) and methods of their
operation.

Delete messages Allows to delete data messages and messages about
sent commands in the Messages panel. It also
allows to delete the records from the log (if
the Manage log checkbox is enabled). Works only in
combination with Query messages or reports check
box.

Execute commands Allows to send commands (e.g. from
the Monitoring panel). In addition, when configuring
tasks and notifications, this right is checked to
display the commands in the list of the available
commands.

Manage events Allows to register such events as fuel fillings,
maintenance work, custom event, and unit status. A
special registrar in the Monitoring panel is used for
that. Also this checkbox allows to delete already
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View service intervals

Create, edit, and delete service

intervals

Import messages

Export messages

View commands

Create, edit, and delete commands

Edit trip detector and fuel

consumption
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registered events. If the Manage log checkbox is
enabled, a record can be added to the unit log.

Allows to view the Service Intervals tab in the unit
properties dialog as well as view the maintenance
the unit unit

state in tooltip and extended

information.

Allows to edit and delete service intervals as well as
create new ones. Works only in combination with the
previous checkbox.

Allows to import messages to a unit database. Works
only in combination with the Query messages or
reports check box.

Allows to export messages from a unit to a file.
Works only in combination with the Query messages
or reports check box.

Enables the Commands tab in the unit properties.

Allows to create, edit, and delete commands on that
tab. Works only in combination with the previous
checkbox.

Allows to edit such tabs as Trip Detection, Fuel
Consumption, Eco Driving, and report parameters on
the Advanced tab. Works only in combination with
the View detailed item properties check box.
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Unit ACL

Use unit in jobs, notifications, routes, Allows to create jobs and notifications for the unit,
retranslators assign it to routes, and use it in retranslation.

Some details about standard rights for units:

+ View item and its basic properties
The following information is available in the unit properties dialog: on the General tab —
name, creator, account, counters; on the Advanced tab — color schemes for sensors and
tracks; on the Sensors tab — the list of sensors; on the Unit Groups tab — the list of groups
where the unit belongs (if the groups are accessible). The information about the current
state of the unit can be seen in its tooltip and in the extended unit information: the time of
the last message, current location, speed, altitude, satellites, values of counters, sensors, and
parameters, as well as the presence in geofences and assigned driver. The checkbox allows
to see the unit in various lists and panels, monitor its movements on the map in real time
(though the tracks cannot be built) and watch its movement along the routes (but it cannot
be assigned to the rounds). This checkbox also allows to control unit groups, i.e. add/
remove the unit to/from groups which can be done through the properties dialog of the unit
group.

+ View detailed item properties
Gives access to the settings used for the reports. The user can see the properties applied to
the reports: the Trip Detection and Fuel Consumption tabs, report parameters and messages
filtration settings on the Advanced tab. Neither editing these things nor report execution is
allowed.

+ Edit not mentioned properties
Allows to edit the color schemes for sensors and tracks on the Advanced tab.

* Query reports or messages
Allows to view messages for the selected interval (except for the log), query reports (except
for the tables Log and Custom Fields which require additional rights), and build tracks.

+ Manage item log
Allows to query the unit log through messages or reports (if the checkbox Query reports
or messages is enabled) and make custom records in the log (if the box Manage events is
checked).

Other standard access rights (Manage access to this item, Delete item, Rename item, View
custom fields, Manage custom fields, View admin fields, Manage admin fields, Change icon, View
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and download files, Upload and delete files) work as described above. The Edit ACL propagated
items check box does not affect units at all.

Unit Group ACL

The set of rights for unit groups is the same as for individual units. The access rights given to a
group extend to the units that belong to it. For example, if the right to view commands is given to a
user, then the user will be able to see the commands of each unit in the group.

Besides, some access rights can affect not only units in the group but the group itself. For
example, if the right to change the icon is granted to the user, then this user will be able to change
both the icon of any unit in the group and the icon of the group itself. Here is the list of rights with
dual action:

+ View item and its basic properties
+ Manage access to this item
+ Delete item

* Rename item

+ View custom fields

+ Manage custom fields

+ View admin fields

+ Manage admin fields

+ Changeicon

* Query reports or messages
+ Manage item log

+ View and download files

+ Upload and delete files

The Edit ACL propagated items checkbox is the right that allows to add and remove the units to/
from the group.

The rest of the access rights affect only units. See Unit ACL for details.
When using groups, follow the hierarchy of rights and consider the peculiarities described below.

+ The creator of the group should have rights to the units. In this case, they can transfer the
rights to these units to the users that are lower in the hierarchy by giving them access to the
group.

+ When a user receives access rights to the group, they receive the same rights to all the units
that belong to it. In this way, the user’s rights to the units can be expanded due to the group.

+ The group can expand the access rights to the unit, but not limit them. If the user's rights to
the unit and the group to which it belongs are different, a wider list of rights is applied.

Management System- 194



o ;
) wimlon User Guide

® When creating a unit group or giving other users access to it, the creator’s rights to the
units do not change.

Route ACL

Route access rights can be the following.

View item and its basic properties

Activating this right allows seeing a route in the Routes panel.
Manage access to this item

Allows transferring the right to the routes to other users. Moreover, this right allows seeing the
route not only in the panel but also on the map. The user can edit the route (add, delete
checkpoints, and change their radius), add schedules, show list of rounds for the route, and copy
the route.

Delete item

Allows deleting a route.
Rename item

Allows renaming a route.
Query reports or messages

Allows receiving reports containing data about the available route.

Creator

One of the key moments in the management of the Wialon monitoring system is the correct and
consistent assignment of the creator for certain macro objects of the system.

The creator of a system object is the user of the system on whose behalf this object was created
and to whose account it belongs to. Initially, when creating an object, the user-creator gets full
access rights and can also give other users access to it.

& You cannot withdraw the View item and its basic properties access right from the creator
of an object.

The creator of any user automatically gets full access rights to all the objects created by this user.
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Building a hierarchy with the help of the creator allows to divide the amount of work between
several users, assign different rights to objects, and also reduce the amount of processed
information on the screen at the expense of 'unnecessary' data.

There cannot be objects in the system that do not have a creator. The creator is assigned when
creating an object and cannot be changed later. Usually (when a user, a unit or a unit group is
created) the creator is selected from the list of existing users. However, when a new account is set
up, its creator can be created with it simultaneously.

® 710 assign a user the creator of an object, you need the Act as given user access right, as
well as a direct hierarchical relationship to it.

The users that cannot be assigned creators of an object are not shown in the list of available users.
If an object is created by means of copying or you do not have manage rights to any user, the field
of selecting a creator is unavailable and the current user (i.e. you) is assigned the creator. While
viewing the properties of an object, the creator is only shown if there is some access to this user.

It is impossible to delete the user that is the creator of some object. You first should delete the
object. For basic users, it should be done manually. As to the account creator, it is possible to
delete it only by deleting its account.

Access Dialog

® 7o assign rights, make sure to check the following boxes: Manage user's access rights to
the user which is being granted the rights, and Manage access to this item to the objects
for which the rights are set.

To set access to an object, go to its properties dialog and open the Access tab. This tab is
displayed only if you have the Manage access to this item right.

On the left, you will see the list of the users. This list includes only those users towards whom you
have the Manage user's access rights right). The users who already have some access to the item
are highlighted and displayed at the top of the list. To quickly search for users, apply the dynamic
filter located above the list. Enter the name or part of the username. The users whose name
corresponds to the mask will be displayed.

Another way to facilitate your work with the list is to use sorting. You can sort the items either in
the alphabetical or access rights order. To do it, use the button to the right of the dynamic filter.

¢ — activates access rights order.

A% — activates alphabetical order.
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® I the number of items exceeds 1000, the alphabetical order will be used by default.

The right part of the dialog displays the list of access rights and the existing access rights presets.
The list of rights is divided into two sections — standard and special. Their detailed description can
be found in the following sections:

+ Standard rights item ACL;
« Unit ACL;

* User ACL;

* Unit group ACL;

* Resource account ACL;

* Route ACL.
Unit Properties — Shelby x
General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals

e
Users Mo access Total access + | Viewing only
access
Amaranta
Aureliano
Aureliano Buendia Edit Presets
Client
Enrigue Banderas
Eulalia Iglesias
Fernando del Carpio ltem ACL Unit ACL

f\é Presets of access rights for units

Messages Operator

Francisco Pizarro

Gertrudis wl View item and its basic properties View connectivity settings (device type,...

José Arcadio

José Arcadio Buendia | View detailed item properties Edit connectivity settings

Maria Ramirez

Ricardo Martinez Manage access to this item Create, edit, and delete sensors

User

user_t Delete item Edit counters

Alvaro Pardo =

Ursula Buendia Rename item Deletz messages

Caesar .
Wl View custom fields Execute commands

nr Manage custom fields Manage events

Nim7 - . -

NimA View admin fields View service intervals

Nuevo usuario Manage admin fields Create, edit, and delete service intervals

Pilar Ternera

Santa Sofla de la Pledad  ~ Edit not mentioned properties Import messages -
Restore Properties Export to File Cancel “

There are 2 columns of checkboxes in each section of the access rights list. The first one (direct
rights) is used to enable/disable rights. The second one (combined rights) shows the rights the
user currently has (the column is for viewing only).

There may be a case when the direct rights are enabled but not applied to the chosen user. It
happens when the users superior to the chosen one do not possess these rights (hierarchy
restriction). The absence of checkboxes in the second column signifies such a restriction.

In the case of units the reverse situation is possible — while the box is checked in the second
column, it is not checked in the first one. It means the unit is included into groups towards which
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the user possesses more rights than towards the unit itself. As long as the unit belongs to these
groups, the user will possess the same rights both for this unit and the group.

Below are some principles of assigning access:

+ To set the rights, select the user on the left, and on the right click the checkboxes with the
required rights, or use a preset above.

*+ You can select several users at once — press the Shift or Ctrl keys and assign the same
rights to several users.

+ If you click a checkbox which does not work without another one, the latter will be marked
automatically. For example, if you click the checkbox Manage custom fields, the checkbox
View custom fields will be selected automatically, because you can neither edit nor remove
the fields you cannot see.

+ For the same reason it can be impossible to remove a checkbox while there are others
depending on it. Those subordinate checkboxes must be removed first.

+ To place or remove all the checkboxes in one section at once, hold the Ctrl key and click on
any checkbox.

When finished, click OK to apply new rights.

Access rights presets

The presets facilitate and speed up the assigning of the access rights. You can create different
sets of rights for different roles, for example, for operators, managers, customers, etc. Moreover,
personal presets can be made for each type of object (unit, route, etc.). The created presets are
then applied to the selected users with a single mouse click.

The presets section is located in the dialog above the access rights list. You can edit or delete the
presets provided by default as well as create new ones. The Edit presets button is located below
the presets list. After clicking on this button, the left part of the dialog and access rights list will be
displayed as disabled, and the buttons for working with presets will appear.

To create a new preset, click on the Create button. A new preset will appear in the presets list. Give
it a name (double-click on the name field), and then check the required boxes in the activated
access rights list below. Click Save.

A new preset can be created by copying an existing one. To do this, click on the icon " \which
appears when you point to the preset. Make changes (edit name and checkboxes), and then click

Save. Note that you cannot create presets with identical checkboxes for the elements of the same
type. Such copies will be removed.

x

To delete access rights preset, click on the icon which appears when you point to the preset.
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Each preset has its own color which is given to it upon creation. The color cannot be changed. If a
preset is applied to any user, then the username will be highlighted in the corresponding color in
the left part of the dialog. However, there are some exceptions in color application. If there are no
flags chosen in the preset (for example in No access preset), then its color is not applied (users
without access are not highlighted in the list). The users who have access different to all the
presets are highlighted in yellow in the list. This color differs from all other colors of the presets.
The same color is given to the users whom the preset cannot be completely applied to (when the
'distributing’ user does not have the rights which he is going to pass to others). Moreover, yellow
background is applied to the users possessing combined rights but lacking direct ones.

The setting of user access is slightly different from the standard one. Its detailed description can
be found below).

Access to units can be changed not only manually, but also automatically — through the
corresponding types of jobs and notifications.

CMS Interface

The CMS interface is simple and in many cases intuitively comprehensible. In many places, there
are tooltips which give explanatory information to various buttons, icons, dialog boxes, and other
controls.

The work area can be divided into several sections described below.

The top panel is located at the top of the window. It shows your login, current time, and some
buttons (Logout, Settings, Import/Export, English/Russian, Help). There, in the top panel, is also a
place where warning messages come up.

The navigation and search panel is located on the left side of the screen. It contains five tabs — in
accordance with five object types: accounts, billing plans, users, units, unit groups, and
retranslators.

The results panel is the largest, central part. Here you can manipulate system objects (create, edit,
delete, configure, assign rights, etc.).

The log is situated at the bottom of the window. Here, the messages about the operations
performed, as well as errors, are displayed.
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. CMS Manager Apps » 23331 (+03) | 2 use
[0

anagement Interface
Unit Groups X

# Select lcon - Name Creator Account Units Log
Units

wh ro user user 2 =
Unit Groups A9
Actions 2 &  Buses user user 3 =
Create Unit Group 3 88  Businesstrip user user 4 =
4 “8 ity transport user user 12 =
Search ] g c ransport 7
] ompany ranspol i 4 =
Filter Text ey use s
Mame .|l [ W= Delivery senice user user 4 =
Search 7 Fo] Motorbikes user user 2 —]
g & Tad user user 7 =
Hint
. . ] & Trueks user user 2 =
To make a copy of an object, hold down the Ctrl
key and click on this object in the table, 10 - VIP cars alest alest 5 =
3
2. (20 « Page of 1  Displaying 1 to 10 of 10 tems xsx
Log L
ator

There is the logo of the CMS Manager system in the left corner of the top panel. The right part of
the top panel contains the following elements:

+ number of days till account blocking (displayed in green, but turns red as soon as the
number of days left reaches 0);

+ the Apps button — opens the list of available applications;

+ current time (time zone in brackets);

+ login (the right corner) — the name used to enter the management system (another login can
be displayed in brackets if the main user is logged in as another user).

If the current time is displayed in red, this means a loss of connection with the server. This can be
caused by the internet connection failure, or by some internal problems of the service.

- CMS Manager Dashboard 497 SMS  Apps v 12:03 (+03) | 2, user

v Management Interface

® For top users, this panel displays the number of available SMS, as well as the number of
units left before reaching the limit.

User menu

User login is displayed in the right corner of the top panel. Click on it in order to open the additional
menu. The menu contains the following items.
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User settings
Opens the user settings dialog for viewing and/or editing.

Import/Export
Can be used to transfer the settings of units, users, resource contents (see Import and export).

Manage applications
Allows you to view and edit the list of authorized applications, and mobile notifications.

Service hierarchy
Allows you to view information about the service structure.

Help
Help request. Can be unavailable.

Logout
Button to log out of the system (end of session).

Dashboard 497 SMS  Apps ~ 12:36 (+03) | ,-3 user

Lzer Settings

Converter

mport/Export

Manage Applications

Apps Configurator

Service Hierarchy

Help

Logout

Additional menu items are available for the top users.
Conversion — converts objects from the metric system to the American and vice versa;

Apps configurator — allows adding and configure applications.

Login as another user

It is possible to log in to the system as another user. To do so, you should possess the Act as
given user right towards the user.
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Dashboard 497 SMS  Apps » 12:39 (+03) L Juser

Login As... b

k-

User - | |

Algjandra Omega =
2 Cloud Cloud =
Kyleigh Company A =
Michael Strom Company A =
Pablo Omega =
Tyler Cloud =
Waldo user =
2 Ursula Buendia Ursula Buendia =

If you want to log in as another user from the authorization page, you should enter your username
and password, click on the Login as caption and select the necessary username in the open
window. When you are logged in as another user, you can see only those objects that are available
to them and perform the actions allowed to them. Note that the login history is stored in the
account with which you have entered the system.

You can also switch to another user after entering the system. However, in this case, the login is

not saved in the user history. To switch to another user, click the icon = located to the left of the
username in the top panel. Afterwards, opens the dialog with the list of available units. The users-

creators of accounts are marked with the icon = to the left of their names. Click on the name of
the required user to sign under it in the current tab, or click on the icon at the end of the line to open
the page in a new tab. For the search convenience, it is possible to use a dynamic filter. The search
can be filtered by users or accounts. This is regulated by the filter in the upper left corner of the
window.

There is also an alternative way to log in as another user. Go to the Users tab in the navigation
panel. In the table of results, click on the Login as icon.

When you log on under a different user, its name is written in brackets next to your login (in the
right corner of the top panel). To switch back to the main user, click on the icon (door with arrow)
to the right of the name, and confirm your action in the appeared window.
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Information notices

In the upper panel, under the username, information messages from the service manager, as well
as notifications of the number of days remaining before the shutdown, can appear. Information
messages are displayed in the boxes with a blue frame, warning messages — with the red one.

Dashboard Apps v 10:13 (+03) | 2 user [»
Notice =
Phrase of the day

Aut Caesar, aut nihil.

GEE ARG gdays  10:20:06 (+03) | 2 user [

Attention! X

Your account will be blocked
S000M.

Navigation and Search

The navigation and search panel is on the left side of the window. Here you can form a query for
what kind of objects should be displayed in the results panel.

Navigation

There are several tabs in the navigation panel. Each of them corresponds to a certain system
object: Accounts, Billing plans, Users, Units, Unit groups, Retranslators. To navigate between
them, just click on the name of the required tab.

Management System-203



) winlon User Guide

Accounts

Section
selection

Billing Plans

Users

Actions

Create Llser

Matice Board

Search

Filter: Text:
Mame - |

Search

Search

Hint

To make a copy of an object, hold down the Ctrl
key and click on this abject in the table.

Units

Unit Groups Section
Retranslators selection

Trash

Each tab consists of two sections: Actions and Search. The Actions section contains a button for
creating a new object of the selected type. Detailed instructions for creating and configuring
objects are given in the further topics of this guide.

The Search section is used to find existing objects. Then, the found objects are displayed in the

results panel where you can manage them (view, edit, etc.)

Search

To search system objects:

1. Choose the section (Accounts, Billing plans, Users, Units, Unit groups, Retranslators).

2. Specify afilter.

Management System- 204



o ;
) wimlon User Guide

3. Type in the request in the Text field.
4. Click on the Search button or press the Enter key.

The found objects are displayed in the results panel on the right.

® To find all the objects of a certain type (for example, all users), leave the Text field empty
and click Search. Make sure that the filter is set to the default position, that is name.

Search filter

In the Filter field, choose the criterion on the basis of which the search is made. It can be:

+ Name: the name given to the object when it was created;
+ Creator: the creator of the object;
+ Account: the account which the required object belongs to.

Individual filters for accounts:

+ Parent account: search by the account from which the object was created,;
+ Billing plan: search by the billing plan used,;

+ Blocked accounts: search among the blocked accounts;

+ Custom fields: search by the custom fields;

+ Admin fields: search by the administrative fields.

Individual filters for resources:

+ Custom fields: search by the custom fields;
+ Admin fields: search by the administrative fields.

Individual filters for users:

+ Billing plan: search by the billing plan used;
+ Custom fields: search by the custom fields;
+ Admin fields: search by the administrative fields.

Individual filters for units:

+ Unique ID: the unique identification number given during the creation of the unit;

+ Phone number: the phone number of the SIM card embedded to the equipment (two phone
numbers are possible);

+ Device type: the equipment type/name;

+ Unit group: the group which the unit belongs to;

+ Custom fields: search by the custom fields;

+ Admin fields: search by the administrative fields;
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+ Profile fields: search by the profile fields;
+ Activated: search among activated units;
+ Deactivated: search among deactivated units.

Individual filters for unit groups:

+ Custom fields: search by the custom fields;
+ Admin fields: search by the administrative fields.

Individual filters for retranslators:

+ Protocol: search by the protocols used,;

+ Server: search by the server name;

+ Unit name: search by the unit name;

+ Started: search by the running retranslators.

To see the list of all objects of the same type that have custom or administrative fields created in
their properties, select the required filter (custom or admin fields respectively), type the
characters ?* in the Text field, and click Search. In the same way, you can find all the units that
belong to groups or have a specified unique ID, phone number, or completed profile fields in their
properties.

Search text

Formulate your request in the Text field. Use the allowed characters and the asterisk sign (*). The
asterisk is a wildcard that represents any combination of characters. The asterisk can be placed at
the beginning, middle, or end of the request and can be used multiple times. For example, to find all
MANSs, select search by name, type *man* in the Text field, and click on the Search button or press
Enter. All units whose name contains this combination of characters (both at the beginning and at
the end of the name) will be found and displayed. The request is not case-sensitive.

Another wildcard character that can be used is the question sign (?). It replaces any single
character.

To separate different parts of the request, use the comma (,). For instance, to find all MANs and all
Ivecos, type *man,iveco*.

Results Panel

The results panel is located at the right top part of the window. Here the results of search are
displayed.

It is possible to create up to five tabs in the results panel. To create a new tab, press on the inactive

New tab that is on the right of all created tabs. To navigate between the tabs, just click on the

X

required one. To close the tab, click on the button next to its name.
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The caption on the tab displays object type: users, units, accounts, retranslators, or unit groups.
Also, when navigating through tabs, if they represent different object types, the navigation and
search panel changes, too.

Your actions (such as search) are always applied to the active tab. If this tab already contains any
records, they will be replaced.

Managing tables
Tab selection New tab
I I Column
selection
Unit Groups X  Accounts X  Retranslators X Tab X
Select lcon ~ Name Creator Parent account Units Log Iﬁ

1 Eu Aces wialon Company X 5 H Ld
« Select

2 B Aircrafts Caesar Company X 3 H
« lcon

3 ? Aviators wialon Company X 4 H | MName

4 [T International team wialon Company X 3 = ||
« Account

5 ' Motorcycles wialon Company X 3 = W Units

6 - Racers Caesar Company X 3 = ¥ Log

7 ‘ Retro wialen Company X & H

8 “ Sport Caesar Company X 3 H

9 ﬂ Street Caesar Company X 0 =

10 @ Trucks wialon Company X 2 =

2120 - Page | 1 of 1 Displaying 1 to 10 of 10 items xlsx

The data is given in the form of a table. Records are sorted by name in the direct order that is from
A to Z. To sort the data by any other criterion presented in the table, it is necessary to click on the
corresponding name of the table. Note that if sorting by column is available, when you hover over
its name, the arrow of the cursor changes to a pointer (hand).

Table contents and, correspondingly, the number of columns, depend on the type of objects
displayed. For example, the accounts table contains the biggest number of columns.

A set of columns can be adjusted according to your needs. To do this, click on the last column in a

table header ( 5 ). Afterwards, in the appeared menu select the checkboxes for the required
columns, or deselect them for the columns which are not needed at the moment.

At the bottom of the table, there is the Tools bar that can be used to perform several tasks such as
deleting items, moving to another page, etc. Moreover, when working with such system elements
as accounts (resources), users, units, unit groups and retranslators it is possible to save table data
in Excel format. To do this, click on the corresponding icon in the right corner of the tools bar.
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The width of the columns can be adjusted manually. To do this, click and drag the column edge in
the required direction. To reset the settings, click on the Columns auto width button.

You can change the order of the columns. To do this, left-click on the heading of the desired
column and drag it to a new position.

The adjusted set of columns, their width and order are saved during the current session.

Also in the tools bar, you can set the number of items displayed on the page. To do this, click on
the drop-down list and select the required number (10, 20, 50, 100, 500, 1000).

To navigate between pages, use the arrow-shaped buttons. It is also possible to enter the page
number manually and press Enter.
Log

In all tables, except the Billing plans table, you can find the log ( = ) for the selected item. Its
contents coincide with the contents of the report of the Log type in the monitoring system.

Resource Log x
Interval: | 2019 March 01 00:00 — | 2019 May 24 13:20 Show Name mask: u°
Time User Item type Action Host Notes :

o Ne

1  2019-03-20 15:22.33 user Resource Resource ‘client_1' created. 212.98.173.1
< Time

2 2019-03-20 15:22:34 user Resource Account 'client_1° created. 21298173 1. ¥ User
o Item type

3 2019-03-20 170651 wser Resource Geofence 'Parking lot 7" created 212.98.173.1: 5 Action

4 2019-03-20 17:07.00 wuser Resource Geofence 'Construction site’ created 212.98.173.1, @ Host
# Notes

5 2019-03-20 17.07.07 user Resource Geofence ‘Parking lot 7" updated. 21298173148

6 2019-03-20 17:10:46 wuser Resource Repori template "Geofences report’ created 212.98173.148

7 2019-03-20 171059 user Resource Report template 'Geofences repori’ updated 212.98.173.148

8  2019-04-17 13:59.40 user Resource Geofence 'Parking lot 7° deleted 21298173.148

9 2019-04-17 13:59.40 user Resource  Geofence ‘Construction site’ deleted 212.98.173.148

10 2019-04-17 13:50:53 user Resource Geofence ‘New lot’ created 212.98173.148

11 2019-04-17 14:00:04  user Resource Geofence ‘Garden square’ created 212.98.173.148

Export to Excel Close

The log is presented as a table with the following columns.
Time — the date and time of the change.

User — the name of the user who made the changes.

Item type — unit, unit group, user, resource, retraslator or route.
Action — descriptin of the change.

Host — the address of the computer (device) from where the user made changes or from where a
job or notification that they set up was executed.

Units — the number of units in a group (applicable only to the Unit Groups table).
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Notes — an additional field where you can add your notes after exporting data to Excel.

To hide or show the columns, select the required ones in the list. To open the list, click the icon
in the upper right corner of the table.

At the top of the dialog box, you can specify the required time interval. Also here you can find the
input field for name masks that filter the contents of the table by the User column.

At the bottom there are buttons for exporting the log to Excel and closing the dialog box.

Standard operations

As a rule, you can apply a number of standard operations to any system object displayed in the
table (accounts, billing plans, users, units, unit groups, or retranslators): create a new one of this
kind (except billing plans), view or edit the properties of an object, copy or delete it.

Creating new items

To create a new object, open the corresponding panel on the left and click on the Create button.
The button is disabled if the current user does not have enough rights.

Fill in the required fields and tabs of the dialog and click OK. The OK button remains disabled until
there is enough information in the dialog and it is correct. Any macro object must have a name
from 4 to 50 characters, and the text fields of the dialog should not contain any prohibited
characters.

The new object does not immediately appear in the table. To display it, you need to apply the
search parameters.

Copying

Copying is applied to units, users, groups of units, retranslators and billing plans (accounts and
resources cannot be copied). Copying is an alternative way of creating new objects. This method is
especially useful if you want to create an object with properties similar to the existing one.

To make a copy of an object, hold the Ctrl key and click on the required object in the table. This
opens the item properties dialog, all fields and tabs of which are identical to the properties of the
item being copied (at least those properties which can be shown according to your access level).
You can alter any properties if needed, e.g. individual information such as name, phone number,
etc. Then press OK to complete the creation.

® In many situations, instead of copying you can use the Import/Export tool.

Management System- 209



o ;
) wimlon User Guide

View and edit

To view or change the properties of an object, click on it in the table. The properties dialog will
open. If you do not have enough access rights to the object, the OK button is not available and you
cannot save any changes. Besides, some properties and even the entire tabs can be hidden.

If you made any changes and want to save them, press OK. To quit dialog without saving changes,
press Cancel or click on the cross icon in the right-hand corner of the dialog.

Deleting items

To delete an item, check it in the Select column. To select all the items at once, press Ctrl on the
keyboard and check any box in the corresponding column. Then click on the Delete checked items
button ( X ) at the bottom of the table. After receiving a warning message, click OK to delete, or
Cancel to take no action. Several items can be selected, too. The result of the action is displayed in
the log.

Remember that a certain access right is required to delete items (Delete items). Items that are not
allowed to be deleted cannot be checked.

Keep in mind some peculiarities of deleting different types of objects.
Deleting of a unit group or retranslator does not delete units that are included in them.

To delete a user, use the red Delete button that is displayed next to each user in the table.
However, you can only delete a user who is not the creator of any single object of the system. Read
more about deleting users.

An account can be deleted only with all its contents and dependent objects, that is why deleting
accounts is different from deleting other system objects. Read more about deleting accounts.

Top users have an opportunity to restore deleted items.

Log

The log is located in the lower right part of the page. It shows messages about the actions of the
user-manager with their date and time.

The records about creating an object, changing its properties, a successful removal, and so on are
displayed in green. Error messages are highlighted in red.

B

13.06.2019 15:13:53: Account 'peter_02' activated.

13.06.2019 15:14:09: Error: "Item with such unigue property (phone number, name or UID) already exists.'.
13.06.2019 15:14:35: Retfranslator 'Retranslator 0201' created.

19 15:15:16: Item 'peter_02' updated.

15:16: Access to item "peter_02' changed for user "peter_02'.

:15:44: Device properties of unit 'Mercedes Sprinter’ updated.

o -

13.06.2019 15:15:46: Device confiouration for the unit "Mercedes Sprinter' was successiullv saved.

Clearlog =
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At the top of the log there is a dynamic search.
To delete all log entries, click on the settings icon *in the upper right corner and select Clear
log.
User Settings

To view or change the settings of the current user-manager, select User settings in the user menu.

The User settings dialog contains four tabs.

Tab

General settings

Security

Account

General Settings

Description

Here you can indicate your time zone, email, change the
password, etc.

Here you can configure authorization settings, activate two-
factor authentication and set an email notification about
account blocking.

Here you can view your billing plan, account balance,
available and used services, etc.

User Settings ®

Basic

Language:
Time zone: (7)

Daylight saving time:

Fersian calendar:

Date format:
Time format:

First day of week:

Measurement system:

English -

An Bt

(+03:00) Minsk, Nairobi, Moscow

L]

Nane -
Yy -Mhi-dd hd
HH:mm:ss b
Monday -

Metric -
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The CMS Manager parameters are a reduced version of the User settings dialog.

Dashboard

Dashboard is a tool that displays statistics in the form of graphs or tables. To open the Dashboard,
click on the same name button, located in the top panel of the management system.

O CMS Manager 497 SMS  Apps » 12:03 (+03) ,?;.\ user

Management Interface

Dashboard structure

Information on the page is presented in the form of information blocks (graphs) with statistical
data for the specified period. In the top panel of the Dashboard, you can select the time interval (on
the left), as well as the account (on the right) for which the statistics is required.

Time interval Account
selection selection

SMS use By wesk o mEm & | Logins 157 " By cay d = &
\\\\\

50018 7821
70018 Wi

The number of blocks can vary from 1 to 8.
Information blocks can be added, deleted, moved, and resized.
Click on an empty cell to add a new graph.

To move the information block with a graph, move the mouse cursor over its header (the arrow of
the cursor changes to the hand pointer) and, while holding the left mouse button, drag the graph to
the required position).

Click on the basket icon in the settings of the graph to remove it.
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To change the ratio between the blocks, drag the horizontal or vertical separator up/down or left/
right, accordingly.
Drivers | e 29 Drivers By day M EB@ & | Units | s 11 Units By day 0 E g

B Added @ Deleted [ Overall B idded @ Ocleted [ Overall

60—

20—

.:UJ\/
01.03.18 08.03.18 15.03.18 21.03.18
20—

Hardware D EE & 1 . 11

@ Wialon Retranslator 8.33%
HU-GO 5.26%

B wiaTag 4.82%

W Aespi gateway 1.75% 20—

W Helios 1.75%

Wl ADM300 1.75%

B GAULEOSKY v 5.0 1.32%

B Other 75%

-40—
03.0318 08038 150338 20.03.18

Information block

The name of the graph is indicated in its header on the left together with the Total indicator. On the
right, there are drop-down lists and switches, which, depending on the graph type, allow to change
its form, the type of the object or grouping. Here is also the button to open the settings window.

[oris] e 3]

Units By day u £ [ || t ] |

Added [l Deleted [ Overall

60—

40—

20—

_20—

_4p —1
01.03.18 08.03.18 15.03.18 20.03.18

When you move the cursor over the elements of a bar, line or pie chart, tooltips appear with the
information on the selected element.

Such graphs as a Bar and Line chart are scaled with the mouse scroll wheel.
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Visualization of some elements of the graphs in the information blocks can be switched off. To do
it, click on the button of the required element located above (for the bar or line chart) or on the right
(for the pie chart) from the graph.

If you need to edit the graph, click on the button in the form of a gear located in the upper right
corner of the header. Make the necessary adjustments in accordance with the data type and press
Save.

Chart settings

Data

System objects

Sensors

—

o E @

s

By day

Graphs for 4 types of data are available on the Dashboard page: system objects, hardware, SMS
use and logins.

System objects

This block contains information on the increase or decrease in the number of system objects in
use (units, users, resources, routes, notifications, jobs, sensors, drivers, trailers, geofences,
passengers). The Total indicator shows the total increase or decrease for the reporting period.

The data of the System objects graph can be presented in the form of a bar or a line chart, or a
table and grouped by days/weeks/months/quarters. Each graph contains the information about
added and deleted objects. The bar and line charts also show the difference between the number
of added and deleted objects from the beginning of the period to the selected point on the graph
(Overall).
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Sensors | Total: 55 Sensors By day aln [T =

B 2dded B Deleted [ Overall

60—

40—

20—

40—
08.02.18 15.02.18 22,0218

Hardware

This block contains the information about the added

28.02.18

or deleted units with a certain type of

hardware. The Hardware graph data can be presented in the form of a bar or a pie chart, or a table.

Hardware

SMS use

DT &

Wialon Retranslator 5.33%
Wialon IPS 4.14%

flespi gateway 3.55%
WiaTag 2.96%
Queclink GL520 2.37%
Queclink GV55 2.37%
Queclink GL300 1.78%
IVG400-MN 1.78%

Xirgo XT-2060 1.78%
Ruptela FM Tco4 1.78%
Other 72.19%

This block contains the information about the SMS consumption. The Total indicator displays the

total number of SMS messages sent during the reporting period.

In the settings of this chart, in the Display data for drop-down menu, you can select the type of data
that will be displayed in the chart. The following options are available.

Consumption

The data on the total SMS consumption can be presented in the form of a bar or a line chart, or a

table and grouped by day/week/month/quarter.
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Dispatch method
The data on the method of sending SMS messages can be presented in the form of a pie, a bar or a
line chart, or a table.

Users
The data about users can be presented in the form of a pie chart or a table.

SMS use | Total: 45 By quarter ) ﬂ = [ £

BB command manual Manual [ Notifications [l Logistics

S N

Jan 18 Jan 18 Jan 18 Jan 18 Jan 18

Logins

This block contains the information about the entries in the system. The Total indicator displays
the total number of entries to the system and the average time of the session.

These graphs can be presented in the form of a bar, a line chart or a table and grouped by day/

week/month/quarter.
Logins | Tots:: 795171 avg session: 7 min By day i & o
Time Logins
08.02.18 13807 -
09.02.18 13676
10.02.18 13147
11.02.18 13076
12.02.18 14191
13.02.18 16868
14.02.18 15391
15.02.18 15477
16.02.18 15445
17.02.18 19185
18.02.18 30379
10 02 18 2705 M
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Accounts and Resources

In most cases, the terms resource and account can be used as synonymous. However, in some
situations, it may be useful to understand the difference between them.

A resource is a macro object of the system, which includes various micro objects created by users
for different monitoring purposes:

geofences, jobs, notifications, drivers, trailers, passengers, report templates, and orders. The
content of the resource can be easily saved to a file or copied from one resource to another (see
Import and export).

The main difference between the account and the resource is the use of its own billing plan. One
account may contain several resources or even other dependent accounts. The point is that the
account includes not only the content of the resource (micro objects mentioned above) but also
stores information about other macro objects, such as units, users, unit groups, retranslators,
routes, or other dependent resources or accounts.

The account counts both macro and micro objects of the system and charges money for their
usage. The billing plan is applied to the account and not the user. Therefore, the Wialon manager
uses the account to limit the activity of the user, define the number and cost of available services,
control payment, etc.

The creator is the key component of an account. For micro objects, the affiliation with the account
is defined by the resource it was created in. However, for macro objects, it is defined by the
creator. All macro objects created on behalf of the account creator, as well as other users whose
creator it is, are automatically assigned to this account.

An account is most often created for each customer individually. However, within the same
account, a number of users with different access rights can be created. For instance, we can
create an account Vehicle fleet with users Boss, Accountant, Machinist, Manager, etc., and each of
these users will use Wialon in their own way.

All dependent macro and micro objects are deleted together with their account. Read more about
deleting accounts here.

Working with Accounts

Working with accounts and resources is possible only in CMS Manager. Click on Accounts in the
navigation panel. Here you can:

 create new accounts and resources;
+ find and display existent accounts and resources;
+ control the balance of a client, add payment and days;
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+ allow/deny/limit access to different services;
+ edit and delete accounts and resources;

« restore the contents of resources;

+ view the contents of accounts.

Accounts Accounts X

Actions

# = Name Creator Parent account Billing plan Dealer rights Units Balance Days Status Contents Log Delete

1 admin agmin Comgany X Basic Dealer 0 $66.00 vy o X

oo

2 Company X wialon Premium Dealer 993 SET0.00 o
Search 3 Grystal Crystal Company X Premium Dealer 245 $453.00 v ™ %
& Accounts
Resources 4 fleet_manager fleet_manager Company X Pramium 28 5900 v o = b
Filter Tt
Name -l 5 Oga Oiga Company X Framium Hn $29.00 v o = X
5 6 peter_01 peter_01 Company X Premium Dealer 1081  $1200.00 v o = x
aa
T peler 02 peler_02 Company X Fremium Dealer 544 §T7.00 v ot = x
& robert roben Company X Basic ™ $16.00 17 v o = x
9 Teresa Tereza Company X Basic 19 532200 o o = x
10 Tracy Tracy Comparty X Pramium Dealer 140 $988.00 o W = x
11 Valentin Valentin Company X Pramiurm Dealer 768 55400 -— o = x
12 Viktor Viktor Company X Basic 43 §53.00 320 v o = x
2 A2 - Page of1 Displaying 110 12 of 12 items

On the Accounts tab of the navigation panel you can create a new account/resource, or find it
among existing ones. This tab uses a switch, depending on the position of which either only
accounts (by default) or only resources are displayed. To refresh table data after changing the
position of the switch, click Search.

There are only three columns for a resource in the results panel — name, creator, account, and log.

The results panel for an account displays its name, creator, parent account, billing plan, presence
of the dealer rights, number of units in it and in the subordinate accounts (taking into account the
access rights of the creator), current balance, number of days left (the estimated blocking date is
shown in the tooltip), status (active or blocked), date of blocking (if blocked), icons for querying a
report on the account contents, open the log and for deleting the account. Note that the ways of
deleting resources and accounts differ.

If blocking by days is activated in the account, then the amount of days left is displayed in the
results panel in black color. If the same is activated in the billing plan, then the gray color is used. If
blocking by days is disabled, nothing is displayed.

To open the properties dialog of an account or resource, click on them in the list. Depending on the
level of access, certain tabs and fields of the dialog may be unavailable for editing or hidden at all.
The resource properties dialog can contain up to 3 tabs — General, Access, and Custom fields.
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Meanwhile, the account properties dialog can contain up to 6 tabs. The General tab is always
available.

It is possible to save resource contents to a file or copy elements from one resource to another
using the Import and export tool.

Batch editing of accounts

Batch editing is available for accounts. Press the icon " in the tools panel to open the editing
window. Transfer the required accounts from the left list to the right one (for search convenience,

filtering by name, creator, account, billing plan, custom and admin fields and dynamic filter are
available).

Batch editing of accounts P

Choose accounts:

Mame - Mame -
Q Q

Account12435 Enrique

Beta Francisco

Cloud Ursula Buendia

Company A

Guard

Omega »

user &

user_t

Select All Select All

Add payment or days
Block/Activate
Change billing plan

While batch editing, the following actions are possible:

+ Add payment or days — a change in the balance or the number of days (a comment is
required);

+ Block/activation — activation or blocking of accounts;

« Change billing plan — change of the accounts’ billing plan.

Creating Accounts

Accounts can be created or deleted only in the interface of CMS Manager. To create a new
account, click the corresponding button on the Accounts tab of the navigation panel.

The parameters that are used while creating an account are described below.
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Account name: ®
Create as:

Jser name: *
User password: © [/

Confirm password: *

Creator:

Measurement system:

Billing plan:

Account name

(2]

New Account

John

® MNew user
Existent user

John

User
Metric

Standard

Cancel

User Guide

Enter a unique name from 4 to 50 characters. In the system, there cannot be accounts with the

same name.

Create as

A creator for a new system object can be either an existent user or a new one.

New user. A new user will be created and assigned as creator. Enter the login name for a new user.

By default, the name of the account is the same as login name but you can give the user a different

name. Then type a password and confirm it. You can also specify the creator for a new user if you

do not want it to be the current user. In addition, for a new user, you can set the system of

measures. Usually, it is inherited from the current user but you can readjust it here. Note that if the

creator of a new user cannot distribute billing plans (account is not a dealer one), then the billing

plans section is disabled.

Existent user. The drop-down list will prompt you to select a user from the ones already existing in

the system. Note that the user who is already the creator of system macro objects cannot become

the creator of new accounts as such an operation violates current hierarchy. However, this user

can create a resource. When an account is created by an existent user, its measurement system is

borrowed from its creator. However, it can be changed afterwards through the conversion.

Billing plan
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Billing plan usage is considered to be a distinctive feature of the account. Select a suitable billing
plan for the account from the drop-down list. If there are no billing plans available, then the account
cannot be created.

When all the fields are set correctly, click OK. A corresponding entry appears in the log. As a result
of this operation, an account is created, and a user can also be created at the same time. In this
case, the account creator automatically receives full access rights to the system elements created
by it.

Creating Resources

Resources can be created or deleted only in the interface of CMS Manager. To create a new
resource, click the corresponding button on the Accounts tab of the navigation panel.

Below are described the parameters used while creating a resource.

New Resource *

General Access Custom Fields

Name: * New resource
Creator: User v
Account User

Name

Enter a unique name from 4 to 50 characters. In the system, there cannot be resources with the
same name.

Creator
Choose a creator for a new resource.
Account

This shows which account the resource belongs to. In other words, this is the resource creator
account.

The measurement system is borrowed from its creator by default. However, it can be changed
afterwards through the conversion.

When all the fields are set correctly, click OK to save the changes. A corresponding entry appears
in the log. The creator of the resource automatically receives full access rights towards created
objects.

Account Properties

Account Properties dialog can contain up to 6 tabs. Their availability depends on the access rights.
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General

The General tab has 3 sections. However, only the first one is available to the users with the
minimum access. This section holds the name of the account, information about the creator,
account, and parent account.

The second and third sections are designed mainly to add payment and block/unblock account.

Account Properties — dealer1 *
General Services Restrictions Access Custom Fields Advanced Statistics
Name: * dealert
Creator: dealert v
Account dealert
Parent account: manager1
Billing plan: Dealer Standard A
Balance $1100.00 422 days
Block: $10.00 30 days
Blocked Will be blocked 09.05.2021
Add payment: 0.0 Last payment 27.12.2019 17:30
- — $1000.00, 500 days
Add days: 0 =) paid
Comment:
Restore Contents Cancel m

The second section lists the billing plan, current balance, blocking limits, and the status of the
account: active or blocked.

The Balance row shows the current monetary balance as well as the number of days left (if the
option Block by days is enabled on the Restrictions tab of the same dialog). The row below
specifies the limits at which the account is supposed to be blocked. Here, the limits are just
displayed; they can be modified on the same Restrictions tab.

If the account is blocked, the corresponding checkbox is selected and the date of the blocking is
shown in addition. If the account is active, the box is unchecked and the date of the estimated
blocking is displayed (only if the option Block by days is enabled for the account). You can change
the state of the checkbox manually if you, for instance, need to unblock the account as soon as the
payment arrives. This box can also be checked manually to block the account, however, this
strategy works correctly only if the money balance is zero or negative or if the amount of days left
is less than 0. Note that to alter the position of the checkbox, there is no need to open the dialog —
it can be done in the list of accounts itself, in the Status column.

Adding a payment or days is done in the third section of the General tab.
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To register a payment, enter the sum and comment (obligatory) and click Register. The sum will be
added to the current balance, and the payment will be saved in the payment history (see the
Statistics tab).

If the option Block by days is enabled, the field to add days will be available as well. The required
number of days can be entered manually or specified using the calendar (the button to the right of
the days entry field). Money and days can be added simultaneously in one payment or separately
from each other.

Services

The Services tab in the Account properties dialog allows to manage the number of available units,
SMS, geofences and other system objects, as well as enable or disable access to different services
(such as retranslator, Wialon Mobile, jobs, etc.) and define their cost. The list of available services
depends on the billing plan and activated modules.

Account Properties — Tracy *
General Services Restrictions Access Custom Fields Advanced Statistics
N
Create unit groups v 18 - - L
Create units vy 2580 - - I
Create users - [}
Custom fields v - - 1| o
Dashboard v - - |
Drivers v - - 1| o
Eco driving — IZI
Email notifications v 20:0-1 hourly = L 0
Email reports v 200:-1 nourly i 0
Fleetrun ¢ -~ - i
Geofences v 10:0;5:10;10:3;50:1 - - L | ]
Google (custom) v - - L
Google (standard) v — - i
- B -
Restore Contents Cancel m

Services can be sorted by the first or second column, i.e. by name (alphabetically) or status
(enabled/disabled).

Service statuses:

v _ service enabled,

= — service disabled.

For enabled services, you can set the allowed number and cost, as well as the reset interval, if
necessary. To set a quantitative limit on the service, just enter the necessary number in the
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corresponding field. For example, if you set the Geofences field as 11, it will mean that only 11
geofences can be created within this account.

In some cases, a reset interval should be added to the quantity. For example, to set a limit of 5 text
messages per hour. Other possible reset intervals are per day, per week, or per month.

Along with the limit, you can set the cost in the format:
COUNTER1T:VALUET;COUNTER2:VALUE2,VALUE3. The counter must be a positive integer (but
values can be fractional). Each next counter (COUNTER (N + 1) must be greater than the previous
one (COUNTER (N).

Here are some examples of cost lines:

Service Cost line Interpretation

SMS messages 1:0;10:1.5;-1 The 1st SMS is free, from 2nd to 10th the
cost for one SMS is 1.5 c.u. The 11th SMS
is not allowed to be sent.

Units 1:0;5:10;10:3;50:1 The first unit is free, from 2nd to 5th they
will cost 10 c.u., from 6th to 10th — 3 c.u.,
from 11th to infinity — 1 c.u.

Geofences 5:0:-1 5 geofences can be created for free. The
creation of the 6th geofence is prohibited.

The gray icon next to the service means that the state and restrictions for this service are taken
from the billing plan assigned to the account. If the state or restrictions have been modified at

some point and thus redefined for the account individually, the button L] becomes active. Press it
to restore the values of the default billing plan.

In the Used column, you can see the number of objects of the corresponding type, which have
already been created in the account. This is relevant only for countable types of services (such as
units, drivers, etc.) and makes no sense for uncountable (such as SKD, Eco driving, etc.).
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o e
Restrictions
Account Properties — Tracy x
General Services Restrictions Access Custom Fields Advanced Statistics
«| Dealer rights: All billing plans: Assigned billing plans:
premium_plan hasic_plan
»
<«
«| Block by balance: 50
«| Limit by balance: 0
«| Block by days 1
History period: (2) Days v |99 Accounts list
Restore Contents Cancel m
Dealer rights

Check this box to create a sub-dealer, i. e. the account with the same rights and features (access
to modules, services, billing plans) as the parent account. Next, specify the billing plans that will be
available to it.

& The Dealer rights option cannot be deactivated as long as it is a parent account.

The next three options are connected with restricting the activity of users in case of nonpayment.
Usually, these values are either zero or negative (to give users the possibility to use the tracking
system for some time after the expiration of the balance or days). If these options are not enabled,
they will be borrowed from the assigned billing plan or parent account.

Block by balance

Indicate the balance (amount of money) at which the account should be blocked.

® I you want to block the account manually before the specified balance value is reached,
disable the Block by balance option. Otherwise, the account will be activated automatically.

Limit by balance

Indicate the balance of the account, after reaching which certain services and access to the CMS
Manager should be disabled.
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The following services become unavailable once the balance limit is reached:

* create units;

* create unit groups;
+ create resources;
* create users;

* messages;

- apps.

The following services become unavailable once the balance limit is reached only if the price was
indicated on the Services tab:

+ SMS messages;

« Email notifications;
+ Email reports;

+ Google services;

+ Yandex services.

Block by days

Specify the number of days reaching which the account will be blocked. This will work regardless
of the Block by balance option. If both these parameters are adjusted, an account will be blocked
when either of these conditions is met. In this case, the account can be blocked automatically not
only with zero or negative balance but also if the specified humber of days has expired. It can be
useful for the demo access, for example, or the monthly fee control. When the counter reaches the
number of days specified in this field, the service is automatically blocked.

If the Block by days option was activated and this state was saved, on the General tab will appear
the balance of days left, as well as the line to add days when registering payment. Days counter
decreases automatically every day.

® The days are counted according to UTC +3.

When 5 days are left, a special warning starts to come up each time the user logs in to the system:
‘Your account will be blocked. ... days left.' Messages continue to appear until the number of days
on the counter becomes less than zero. Then, the user receives the following message: "Attention!
Your account will be blocked soon."

® I you want to block the account manually before the specified number of days is left,
disable the Block by days option. Otherwise, the account will be activated automatically.

History period
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This setting allows specifying the period during which the data is stored on the server. It can be
specified in months or days. All the messages older than the history period are automatically
removed from the database.

By default, the history period is taken from the billing plan settings. If the history period specified in
the account settings exceeds the one in the billing plan settings, it is taken from the billing plan. If
the history period specified in the account settings is less than that of the billing plan, it is taken
from the account settings. To restore the default value, enter 0.

& A subordinate account cannot have a longer history period than a parent account. When
you reduce the history period of the parent account, it automatically changes in the
subordinate ones if their initial history period exceeds the new value.

Advanced

Custom FTP server

When sending a report to email by job or notification, you can choose whether you want to receive
files/archives or a link to the FTP server where the corresponding files/archives are stored.

To use the FTP server, enable the Custom FTP server option on the Advanced tab and indicate its
host, login, password and a directory for the storage of files or archives.
Account Properties — Tracy ®

General Services Restrictions Access Custom Fields Advanced Statistics

#| Custom FTP server (%)
Host: hitps:/ftpexample.com
Login User
Password:

Directory: folder1/folder2

Custom letter template

To specify the subject and the body of a letter that is automatically sent by email upon job or
notification execution, it is necessary to check this box and fill in the corresponding fields. Fields
can be filled manually or chosen from a standard set of parameters (click required ones) which will
be converted to the latest values at the moment of sending.

® The type of the job or the action for the notification must be Send a report by email.
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«| Custom letter template

Subj

%JOB_NOTIFICATION:

ect:

Body:
Report % TEMPLATE has been generated for %DATE_TIME%. Here is the link %LINKY

Tag

%% JOB_NOTIFICATION%

W% TEMPLATE

%DATE_TIME®Y:

%ITEM%

% LINK%

®

Description

MName of job or notific ation
MName of report template
Date and time

Name of item in the report

Link to download the report

User Guide

Other tabs of the Account or Resource properties dialog — Access and Custom fields — have

standard contents described above.

Statistics

On the Statistics tab, you can view all additions to the balance as well as all withdrawals. Define

time interval and press Show. All payments and withdrawals are shown in the table. Moreover, to

see them separately, use a drop-down filter (in this case you should press the Show button again).

The table shows both payments and added days together with the comments given when

payment/days were added.

General Services

From:

(=]

2020 January 02 00:00

Time

2020-01-30 09:38:49
2020-01-30 09:40:58
2020-01-30 09:.45.57
2020-01-30 09:47:49
2020-01-30 02:50:53
2020-01-30 09:51:57
2020-01-30 09:54:.03
2020-01-30 02:54:39
2020-01-30 09:55:47
2020-01-30 09:57:29
2020-01-30 09:58:17
2020-01-30 09:59:35
2020-01-30 16:59:57

25

Restore Contents

Account Properties — Tracy

To:| 2020 April 10 23:59

Service

Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications
Email notifications

Email notifications

- Page 4

List of Services

Here is the full list of services available in Wialon system.

Type:

(=]
=]
0
-

o o o o0 00 00 00 00 o0

Restrictions Access Custom Fields Advanced Statistics

All -

1 Fuel theft

1 Fuel theft

1 Connection loss
1 Speeding

1 Connection loss
1 Driver

1 Connection loss
1 Connection loss
1 Speeding

1 Speeding

1 Connection loss

1 Fuel filing

ofZ > » Displaying 1 to 25 of 42 items

Cancel

Show
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Service Description

Admin Allows to create admin fields in the properties of the unit, user or group (on the

fields Custom fields tab); defines the available quantity (in total) and the cost of such
fields.

Advanced Allows to use advanced reports, i.e., reports by unit groups, users, drivers, trailers,
reports as well as groups of drivers and trailers (except for the Log table for users and
unit groups). Works within Reports module.

App for Activates access to the application for iOS and Android.
iOS and
Android

Command Activates the corresponding tab in the Unit properties dialog; defines the quantity
s (total for all units) and cost of commands.

Create Activates the button to create resources and accounts on the corresponding
resources  panel (available only in CMS Manager).

Create Activates the button to create unit groups in the corresponding panel.

unit

groups

Create Activates the button to create units in the corresponding panel.

units

Create Activates the button to create users in the corresponding panel.

users

Custom Activates the corresponding tab in the properties of the unit, user or group;

fields defines cost and quantity (in total) of custom fields; does not affect drivers and
trailers.
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Service

Dashboar
d

Drivers

Eco
driving

Email
notificatio
ns

Email
reports

Fleetrun

Geofence
s

Google
(custom)

Google
(standard)

User Guide

Description

Activates the Dashboard page.

Activates the Drivers module and defines cost and quantity of drivers; if disabled,
the Drivers panel is not shown, and any mentioning of drivers disappears from
notifications, user settings, and SMS dialog.

Activates Eco Driving tab in the Unit properties dialog, as well as the same-name
table in reports. Besides, Eco driving app does not work without this service.

Allows to send notifications by email. The service limit depends on the number of
purchased licences. We recommend sending no more than 10 notifications per
hour so as not to overload the server.

Allows to send reports by email. The service limit depends on the number of
purchased licences. We recommend sending no more than 10 reports per hour
so as not to overload the server.

Activates access to the Fleetrun application.

Activates the Geofences module and defines the cost and quantity of geofences;
if disabled, the Geofences panel is not shown, and any mention of geofences
disappears from reports and user settings.

Allows to regulate access to the Google maps, geocoding, and routing for the
lower-level accounts. The service works with the key purchased from Google.
With this service used, Google maps do not work in the Logistics application.

Allows to regulate access to the Google maps, geocoding, and routing for the
lower-level accounts. The service works with the key purchased from Google. It is
recommended to use this service and disable the custom one.
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Service

GPRS
traffic

Groups of
drivers

Groups of
geofences

Groups of
passenger
s

Groups of
trailers

Hecterra

Import/
Export

Jobs

Locator

Maintena
nce

User Guide

Description

Allows to control GPRS traffic through jobs, notifications, reports, and unit
properties.

Defines the available quantity and cost of driver groups; works within the Drivers
module.

Defines the available quantity and cost of geofence groups; works within the
Geofences module.

Defines the quantity and cost of passenger groups; works within the Passengers
module.

Defines the available quantity and cost of trailer groups; works within the Trailers
module.

Activates access to the Hecterra application.

Enables access to the dialogs of import/export in the user menu; activates the
Create from WLP button in the Units panel and the Export in file button in the unit
properties dialog.

Activates the Jobs panel and defines the available quantity and cost of jobs.

Activates the Locator option in the user menu.

Defines the available quantity and cost of the service intervals; if activated, the
Service intervals tab appears in the Unit properties dialog, maintenance can be
registered in the Monitoring panel, and the corresponding notifications and
reports appear.
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notificatio
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Notificati
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Orders
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rs

Profile

User Guide

Description

Access to CMS Manager.

Access to the Messages panel.

The service allows to activate the MGRS grid for Gurtam Maps.

Activates the corresponding action in notifications, as well as the tab in the
Manage applications dialog (in user menu).

Activates access to the NimBus application.

Allows to receive notices from the administrator of the service.

Activates the Notifications panel and defines the cost and allowed quantity of
notifications.

Activates access to the Logistics application and allows to generate
corresponding reports either on units or drivers.

Activates the Passengers panel and defines the cost and quantity of passengers.

Activates the Profile tab in the Unit properties dialog and the same-name table in
the reports.
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Description

Activates the Reports module and defines the cost and allowed quantity of report
templates; if disabled, associated jobs and notifications disappear and the trip
detector cannot be used.

Activates the Accounts panel in CMS Manager; defines the quantity and cost of
resources and accounts.

Allows to transmit messages from units to other servers and systems; activates
the corresponding panel in CMS Manager; defines the allowed quantity and cost
of retranslators.

Allows to create routes and defines the number of allowed rounds and their cost
(within the Routes module).

Allows to create schedules and defines the number of allowed schedules and
their cost (within the Routes module).

Activates the Routes module — enables the Routes panel and associated reports
and notifications.

Remote access to the system via SDK and access to Apps.

Activates the corresponding tab and defines the number of sensors (calculated
for all units in overall) and their cost.

Here you can allow/deny access to different sites within your system (like Wialon
Mobile v2, extra sites, etc).

Activates access to SMS messages. In order to send SMS messages, the Can
send SMS option should be activated in the user properties.
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Description

This service doesn't allow limiting the number of available SMS messages and
specifying their cost for a billing plan or account.

Activates the Driver activity and Infringements tables in reports on drivers.

Activates the Toll roads mileage and Toll roads cost columns in the Trips report
and adds the corresponding statistics fields in the advanced settings of a report
template. The service uses the Platon toll system.

Activates the Trailers panel and defines the cost and quantity of trailers.

Allows to view the information about deactivated units. Top-level users and users
with dealer rights are also able to deactivate units.

Defines the cost and quantity of unit groups.

Activates the corresponding panel and defines the cost and quantity of units.

Activates the corresponding panel and defines the cost and quantity of users.

Activates the video surveillance mode.

Access to Wialon Mobile v2.If mobile service URL is different from

m.wialon.com, it can be disabled only through the Site access feature.

Allows to regulate access to Yandex maps for the lower-level accounts. This
service works with the key purchased from Yandex. If used, Yandex Maps do not
work in the Logistics App.
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Service Description

Yandex Allows to regulate access to Yandex maps for the lower-level accounts. This

(standard) service works with the key purchased from Yandex. Geocoding, routing, and
panorama are available for the service. For geocoding and routing you can set
the allowed number of requests.

Yandex Activates the geocoding for the Address tool, the Monitoring panel, the
(standard) Messages panel, and the application Logistics.

geocodin
g

Yandex Activates the viewing of panoramic images of the locality for Yandex Maps.
(standard)

panorama

Yandex Activates the possibility of building routes by Yandex Maps for the Routing tool.
(standard)
— routing

Report on Account Contents

CMS Manager provides an opportunity to view a report on the account contents. The report is
presented as a table displaying the amount of all the macro and micro objects included into the
account.

To view a report on the contents of the account, click on the button in the results table on the

Accounts tab.
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To adjust the table, click on the button m in the upper left corner of the table and select the
required columns. The table is automatically rebuilt according to the chosen parameters. To

facilitate the work with the data presented in the table, you can highlight any line by clicking on it.

By default, the table uses alphabetic sorting (by account name). However, the data from the table
can be sorted by columns (from a larger to a smaller value and vice versa). To do so, click on the
required column.

A table may contain numeric values separated by a slash (/). It is used when any of the features
have been indicated. For example, the available amount of units is 20, but only five of them are
currently used. Therefore, in the table, it is displayed as 5/20.

The left bottom corner of the dialog contains the information on the number of accounts loaded
and the total amount of accounts. If the total amount of accounts exceeds 100, the data on the
accounts are loaded in parts. For instance, if there are 200 accounts available, you receive
information on the first 100, then press Show more, and view the remaining 100.

You can export a report on the account contents into a CSV file. To do this, click on the Export
button in the lower right corner of the table.

Deleting Accounts/Resources

To delete an account or resource, you should possess the appropriate level of access to it. In most
cases, the removal occurs when a service agreement is broken and a client stops using the
system.

To delete an account, click the delete button in the corresponding column and confirm your action.
When you delete an account, all its contents (geofences, drivers, trailers, passengers, jobs,
notifications, report templates) are deleted, too. Besides, all users, units, unit groups, resources,
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routes, retranslators that belong to this account and created by this account's creator (or other

user established as the account's creator) are deleted as well.

Accounts X Tab X

~ Name Creator
1 Armada Armada
2 Company X wialon
3 Dark side Dark side
4 Galaxy Galaxy
5 Maximus Maximus
6 Myriad Myriad
7 Octopus Octopus
1 Russian Company -
9 Skynet Skynet
10 Spartac Spartac

Parent account  Billing plan

Company X

Company X

Company X

Company X

Company X

Company X

Company X

Company X

The best plan

The best plan Dealer

The best plan

test_plan

business_plan

business_plan

business_plan

The best plan Dealer

The best plan

test_plan

Dealer rights  Units

45

28

50

23

70

15

65

o

Balance

5500.00

5400.00

50.00

5400.00

5170.00

530.00

5150.00

$200.00

511000.00

5400.00

Status

v

AL R N SRR

Contents

Delete

X

To delete a resource, check the corresponding box in the Select column, and click delete button in

the bottom of the table. Note that all the contents of a resource will be deleted along with it

(geofences, drivers, trailers, passengers, jobs, notifications, report templates).

Resources X Tab X

Select * Name Creator
1 L Armada_resource Caesar
2 L Dark Side resource  Bad Man
3 Galaxy_resource Mark
4 Maximus_resource  Skynet
5 Octopus_resource Caesar

Page | 1

Restoring Resource Contents

In Wialon, you can restore the resource contents

rights to the resource:

* Delete item,

+ Upload and delete files,

+ Create, edit, and delete geofences,
« Create, edit, and delete drivers,
+ Create, edit, and delete trailers,

+ Create, edit, and delete passengers,

of 1

Account

Company X

Company X

Company X

Skynet

Company X

Digplaying 1 to

. To do this, you should possess the following

Management System- 237



o ;
) wimlon User Guide

+ Create, edit, and delete jobs,
» Create, edit, and delete notifications,
+ Create, edit, and delete report templates.

Also, the Restore of resources and unit properties option should be activated in the administration
system.

You can restore the following objects of the resource:

+ geofences,

« drivers,

+ trailers,

+ passengers,

* jobs,

+ notifications,

* report templates.

Groups of drivers and trailers as well as custom fields are not available for restoring.
To restore the resource contents, follow these steps:
1. Open the Accounts section in CMS Manager.

2. Click on the name of the resource or account for which you want to restore the resource
contents. In the properties dialog, click on the Restore contents button.

3. Inthe calendar, select the date for which you want to restore the resource contents. The
dates for which the stored contents are available (the days the resource contents have been

Management System- 238



i .
) wimlon

changed) are highlighted in orange.

General Services

Name: *
Creator:

Account:

Parent account:

Billing plan:

Balance:

Block:
Blocked

Add payment:

Comment:

oA July 2018
Mon Tue Wed Thu
1 2 3 4
g g 10 N
15 16 17 18
22 23 14 25
28 30

Today

Restore Contents

Account Properties — User

Restrictions Access Custom Fields Advanced

User

User b

manager1

Standard -
£50.00

Statistics

0.0 Last payment 24.07.2019 15:00

$50.00

30 days
[
Fri Sat Sun
5 5 7
12 13 14
19 20 21
28 27 28

00 < 09

Cance!

User Guide

4. In the import dialog that opens next (the mechanism of restoring is similar to import from

WLP), select the import type and the objects you want to restore. By default, the contents are

added to the resource selected initially. To change the resource, clear the search field in the

Destination items section and select another one from the list. Use the filter and dynamic

search, if necessary.

You can restore the resource contents for the number of days indicated in the administration

system. If there have been no changes with the resource for more than the indicated time, you can

restore only the last saved contents.

& You cannot restore the resource contents of the top account.

Transferring Resource Contents

Any contents of a resource can be imported and exported:

+ geofences,
* jobs,
 notifications,
« drivers,

* trailers,

+ passengers,
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* report templates.

When transferring geofences from one resource to another, the standard icons from the geofence
library can be transferred using one of the previously described methods (KML/KMZ, and WLP
import/export). Other images of geofences are transferred using KML/KMZ files only.

Drivers and trailers are exported without images. If you need to transfer them, you can use the copy
function instead of import/export.

Drivers with the same phone numbers (or with phone numbers that already belong to some units)
cannot exist in the system. Therefore, when you try to import such fields, their value will be reset
(they can be edited later).

& When importing drivers and trailers by merger or replacement, all their attachments
(bindings) are lost.

If the report template contains parameters to filter intervals by geofences, these parameters
should be checked (and probably corrected) when the template is copied to another resource as
geofences can be bind to a template only within the same resource. Also, connection with units
can be lost because the new owner of the template does not have enough access to the units.

The same is true for jobs and notifications if they mention geofences, units, users, reports, groups
etc. since the new owner of a notification/task must have access rights to work with these objects.

Transferring Units from One Account into Another

You can transfer units from the currently used account to the subordinate ones or between the
subordinate ones. The account should possess the dealer rights in order for the feature to be
available.

& The Units and Create units services must be activated for the account to which a unit is
transferred. Verify that this account is not blocked.

The following access rights towards a unit are required to transfer it from one account into
another:

+ Manage access to this item;
+ Delete item;

+ Edit connectivity settings;

+ Delete messages.
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Moreover, it is necessary to possess the View item and its basic properties right towards the
creator of the unit and Act as given user towards the creator of the account you want to transfer
the units to. The latter, in turn, must have the right to view the item and their properties towards the
units from the right list of the dialog of switching account.

The units are transferred in the management interface. To begin with, open the Units tab. Then

click on the Switch account button =** (unavailable if the account does not have the dealer rights)
located to the right of the Delete selected items button.

- Switch Account

Choase destinaticn aceount

« | I3
The Switch account dialog is as follows:
Switch Account ®

Choose destination account: (%)

user_t -

Mame - Mame -

Q Q

Frontier " Aston Martin DBS (sms)

Greased Lightning BMW 735i

Herbie (sms) KIA-952KLP

JIMMY Mazda 326 GR 789

JOSH Mystery Train

Kowalski's Challenger »

Lamborghini Aventador

Larry's 1969 Dodge Charger (sms) &

Le Petit Prince

Lincoln Continental (sms)

Lola T70

Lorca

Lotus Esprit

Louise's Thunderbird -

Select All Select All

There are two lists in its central part. The left list contains all the units that can be transferred, that
is, the units towards which you have the appropriate access rights. The list on the right shows the
units you want to transfer. The selection is done according to the principles described in the
Multiple select box section. To transfer units from the left list to the right one and vice versa, use
the arrows between them. To make the selection easier, there are filters above each list.
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After selecting the units, in the dropdown list in the upper part of the dialog, you can see the
accounts these units can be transferred to (based on the access rights). Choose the necessary
account and click OK. Confirm your actions. As a result, for the units the creator and belonging to
the account will be changed; for the accounts — the counter of created/available units.

Billing Plans

Billing plan is an element of the billing system, the main purpose of which is to limit user actions
and billing services. The billing plan defines the set of available services, their cost, and some
basic properties (such as the minimum balance at which the account is blocked, the minimum
balance at which access to services is limited, currency format, and so on).

A billing plan assigned to an account defines initial set of allowed/denied services, which can be
redefined later (extended or narrowed) for each account individually. If you adjust services through
a billing plan, you can apply limitations and costs to several accounts at once (works for the
accounts that are associated with this plan).

a Only the top user can create and manage billing plans.

Working with billing plans

You can work with Billing plans only in the interface of CMS Manager. Open the Billing plans
section in the navigation panel of the management system. Here you can create new billing plans,
as well as view, edit, and delete the existing ones.

To create a new billing plan, press the Create billing plan button. The content of the New billing
plan dialog coincides with the fields on the General tab of the Billing plan properties dialog.
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SEETTTE Billing Plans X
Billing Plans
Actions Select ~ Name Limit by balance Block by balance  Currency format
Create Biling Plan 1 Alpha - - 3%.02f
Search 2 Easic - - 5%.02f
Fitter: Text: 3 Best 1.00 1.00 5%.02f
Name (|
4 Beta 12.00 - %.02fByr
Search 5 Detta - - 5%.02f
Hint
n 6 Friendly 10.00 10.00 59 02f
To make a copy of an chject, held down the
Ctrl key and click on this object in the table. 7 Gold 1.00 1.00 S%.02f
8 Mega 0.00 0.00 %.02f
b 4 ,1, 20 - « < |Page|1 of 1 » ¥ | Displaying 1 to 8 of 8 items
Log Q

17.04.2020 22:19: FTF settings for 'dealer2’ updated.

17.04.2020 22:19: Letter template for 'dealer2' updated.

Units 17.04.2020 22:19: Error setting dealer right for account "dealer2”. Invalid input.
0: Payment for account 'sub_dealer?’ registered.

0: ltem "sub_dealer2' updated

2 Item “client_IF01" updated.

Users

Unit Groups

Retranslators

Trash

Table of results for billing plans contains the following columns: name of a billing plan, limit by
balance, block by balance, block by days, and currency format.

General Properties

The Billing plan properties dialog opens when you click on the name of the billing plan in the list.
Here you can adjust the settings of the billing plan. Some of them may be redefined in a particular
account separately.

Billing Plan Properties - client_billing x
General Services
Name: client_biling from 4 to 50 characters
Parent plan: top_billing -
Email: noreply@noreply.com
Block by balance | -15
Limit by balance: | 0
Block by days v | -9
Currency format: %.02f
History period 100 days -
Map tags:
Description: Block account at -15 USD balance or when payment is delayed
by 7 days. Deny paid services at zero balance.
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Name
Enter the name of the billing plan (from 4 to 50 symbols).
Parent plan

Select the parent (recursive) billing plan, if necessary. If it is assigned, the current billing plan
inherits all its properties. These properties can be changed later but considering that the
capabilities of a filial billing plan cannot exceed the capabilities of the parent one.

Block by balance
Enter the balance at which the account should be blocked.
Limit by balance

Indicate the balance at which certain services, as well as access to the CMS Manager, should be
disabled. It works in the same way as the Limit by balance account restriction.

Block by days

Enter the number of days at which the account should be blocked. This option works independently
of Block by balance. If you adjust both of these parameters, the account will be blocked after
meeting either of these conditions. When the number of the days left is equal to that specified in
the field, the service is blocked automatically. At the same time, when 5 days are left, the user
begins to receive a warning message at each login to the site: Your account will be disabled in ...
days.

® You can enable or disable the three features mentioned above according to your needs.
Usually, their value is zero.

Currency format
Enter a currency sign before or after %.02f.
History period

The period of time during which the system stores the unit history (the database with the unit
messages), unit and user logs, and so on. You can indicate this time period either in days or
months (select from the dropdown list). All the messages older than the history period are
automatically deleted from the database. You can also specify this parameter for every account
separately.

Map tags
In this field, you can specify the tags of the maps that should be used for the billing plan. The tags
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should be separated by commas. If the field is empty, it assumes that all default maps will be
available.

Tags are indicated in the following way:

+ Map name — an indicated map will be available as main one.

+ '+ symbol is indicated before a map name — an indicated map is enabled in addition to the
main one.

+ '-"symbol is indicated before a map name — an indicated map is disabled.

Description

Add a description (optional).

Email Settings

Here you can configure email parameters for sending various system messages (notifications,
reports, and so on).
Billing Plan Properties - client_billing ®
General Email Settings Services

Email: user@domain.com
SMTP server rd
Server: smtps://domain.com
Fort: 123
Login: 1234@domain_com

Password: | s

Email

You can enter the email address from which system messages should be sent. If the field Email is
not filled in, the address from the Administrator's email field is used. If it is also not specified,
noreply@gurtam.com is used as the sender's address.

Most mail systems perform special checks for spam messages. They compare the original IP
address from which the message is sent with the MX records of the sender's domain. If the MX
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record is not found, the mail system may suspend sending messages, or add the sender's address
to the grey list.

SMTP server

System messages can be sent using your SMTP server. To adjust this setting, enter the email
address and activate the SMTP server option. Next, specify the server, port, login, and password.
Make sure that the protocol (smtp or smtps) is specified in the server address.

Services

This tab provides the list of all services available to this billing plan, their state and cost.

Billing Plan Properties - client_billing *
General Email Settings Services
N
Advanced reports v — -
Apps: Logistics —
Commands v - - 20
Create resources v - -
Create unit groups v -~ -
Create units v 50 - -
Create users v, - -
Custom fields v - - o0
Crivers v 20 -~ - oo
E-mail notifications v 100 hourly - 550
E-mail reports v 100 hourly ~ 550
Eco driving v - -
Fleetrun v - -
-
Cance! m

The limit and cost of the services are adjusted in the same way as for accounts. However, there are
some differences. For example, the Limit column shows the maximum possible number of
services considering top account limitations.

You can adjust (redefine) the cost and number of the available services for every account
individually, on the same-name tab.

® Disabling a service in a billing plan does not mean that the same service is automatically

disabled in the account associated with this plan. If the state of the service is redefined in
the account itself, the priority is given to the account.
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Users

The user is a system macro object which has its unique name (login) and password. Using this
login and password users can enter one of Wialon interfaces where they can control their units
(end users) or manage the system itself (users-managers).

A user has access rights to interact with other system objects (units, other users, resources, etc.).
These rights are assigned by a system manager. Besides, a user can be a creator of these objects,
which also affects the hierarchy of access rights. Manager's duty is to properly build this hierarchy.

Users as system objects also have some specific applications in Wialon main interface, as
described below (send SMS, control user activity, etc.).

Working with users

Working with users is possible both in CMS Manager and in the main interface. In CMS Manager,
open the Users tab in the navigation panel on the left of the window.

S CMS Manager m Apps = 16:25(+00) | £ user
M Mansgement interiscs

Users X

g - Hame Creator Accoant Billing plan Last visit Login as Delete

g

1 AsandmoMoinos  Company X Company X Busness 02091 ome wison com .-

clant_ECO1 Comgany X Company X Business 07.06.2019 11:07

clent_ECO2 Company X Company X Busness 27122019 17:36

2
3
Soarch
Fimer Tt 4 clen F01 Company X Company X Business 250320201038
- s
6

X ® X X

Daa Comgan X company X Busness 30082019 N2

Divid Femdngez  Compary X Compary X Stancarg 07.06.2019 11:07
Hint T oeann Comgany X Company X Busnss 292209 17:36

To maka a cogy of an object hoid dawn the Cir
e and chick on this otect in the tasle

B desler2 Company X Company X Business 07.06.2018 13:00
9  Gaboel Avarez  Company X Company % ntprmat 2220791736
10 managerl Company X Company X nfems! 24032020 10:38
11 MuiaSempers  Company X Gompany X Business 30082018 1128

12 sub_dealert Company X Company X Business 07062019 11.07

n
LI (T (T T (I 1}

13 sub_dealer2 Comgary X Company X Busiass 27122018 17:36
14 suppontt Company X Company X intemal 24032020 1038

15 User? Comgany X Company X Business 30082019 11:29

Wowom

16 Ve Garcia Comgany X Company X Standard 070620191300 | cms wision com |

, [0 -] Page o1 Disglayng 1 10 16 6 16 e o)

There is a button to create a new user, a filter to search existent users, and a button (optional) to
send informational notices to your users.

The table of results contains the following columns: Name, Creator, Account, Billing plan, Last visit,
Login as, Log, Delete. The of information in cells, as well as the availability of buttons, depends on
the access rights towards the selected user.

In the Login as column, next to the name of each user there is a list of sites available to his
account. The drop-down list of the Login as column displays the list of sites available to the user

=
account. To log in as a different user, select the required site and press the icon * . His name will
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be displayed in the parenthesis next to yours. Selected site opens in a new tab. To return to the
main user, click on his name in the top panel.

® To be able to log in as a different user, the Act as given user access right is required.

You can apply standard operations (such as creating, viewing, editing, and copying) to users in the
same way as to other system objects.

However, the following peculiarities should be taken into consideration.
You can create a user not only independently but also together with an account or resource.

The operation of deleting is not the same for users as for other system objects. You can delete
only those users that are not creators of any objects in the system. To delete a user, press the
Delete button against their name and confirm your actions (a dash is displayed instead of the
button if you have no rights to deletion). If you are trying to delete a user who is the creator of
certain system objects, an alert which lists all of them is displayed. You cannot delete the user
without removing these objects first. Nevertheless, it is possible to delete the user and the
subordinate objects automatically by deleting an account they belong to.

User Properties

User properties are configured when creating, editing or copying a user in a special dialog on
several tabs. The availability of different tabs and parameters depends on the access you have
towards the user. Two tabs are available in any case — General and Advanced. Some properties
become uneditable if the user account is blocked.

General

This tab contains the basic properties like name, password, allowed activity, etc.

New User x

General Access Advanced Logs Custom Fields

Name: * New user
Password:* (7)

Confirm password: *

Host mask: (7) 1215.1°

Creator: user -
Account:

Measurement system: Metric A
Can create items: i

‘Can change password: rd

Can send SMS:
Enabled: rd
Can change seftings: i
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Name
User name must be between 4 and 50 characters (read more about the Input Rules).
Password

A password is required for each user.
To ensure a high quality of password protection, it is recommended to adhere to the following rules
when creating it:

+ the minimum password length is 4 characters;
+ use of uppercase and lowercase letters;
+ use of numbers or symbols along with letters.

You have to enter the password twice (the second time is in the Confirm password field).
Host mask

The hostmask can be applied to the user to restrict IP addresses from which this user can log on
to the system (for example, to restrict access only to working computers). To set a mask, use the
wildcard character *, for example, the hostmask can be set like this: 212.0.13.*. You can indicate
several masks separated by commas. The maximum number of symbols in this field is 1024. If no
mask is set, the user can log in from any computer.

Creator

Select the creator from the dropdown list. User's creator can be any other user. The creator is
important to build the hierarchy of the access rights. The user inherits the account and billing plan
from the creator. The creator is assigned when the user is being created and cannot be changed
afterwards.

Account

Here you can see to which account the user belongs to (if you have any access to this account).
The account and the creator cannot be changed.

Measurement system

Choose a measurement system which will be applied to the current user. This parameter is shown
only upon creating a new user. For existing users, it can be changed by the converter. Moreover,
users can change a measurement system by themselves in the monitoring system. To do so, it is
necessary to summon the user settings dialog and choose a proper measurement system on the
General settings tab.

Can create items
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Allow/Forbid the user to create units, unit groups, other users, accounts, resources, retranslators,
and routes.

a Regardless of whether the user has this permission, you can assign them as a creator of
units, unit groups, other users, and resources. If the user does not have this permission, you
cannot assign them as a creator of an account.

Can change password

Allow/Forbid the user to change the password. If this option is enabled, then, according to the
security rules, the user will be required to change the password at the first login.

Can send SMS

Allow/Forbid the user to send SMS messages to drivers, units, and other users from Wialon main
interface.

& This option does not affect the execution of the commands via the SMS channel.

Enabled
If disabled, the user cannot log in to any interface of the system.
Can change settings

Activate this option so that the user can change the settings. If the option disabled, it becomes
impossible to change the user settings and monitoring options.

® To edit most of these properties, you should have the Change flags for given user access
right. Changing password requires also the Act as given user access right.

Access

Here you can give the user access rights to such system objects as units, resources (accounts),
unit groups, routes, and other users.

® Access required: Manage user's access rights.

On the left, there is a list of objects. To quickly find the required one, use filters: select the object
type in the dropdown list and set a name mask below. The objects that meet your request will be
displayed in the list. You can sort them alphabetically or by access rights. To do this, click on the
icon to the right of the dynamic filter.
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The objects, to which the user already has any access, are highlighted in color. If there is no
access, the background is transparent.

Select an object on the left and mark actions allowed to the user on the right. Find more
information about the access rights here.

User Properties — Cloud ®
General Access Advanced Logs Custom Fields Manage Applications
Units - | Presets of access rights for units
Q A Mo access Total access " | View only
z
Units Messages Operator Customer
1969 Dodge Charger
Aaron (c) Edit Presets
Alia Romeo
Aston Mariin DB5 (sms)
Audi RSS (sms)
ourore Borels Item ACL Unit ACL
gmw ;35' w | View item and its basic properties ¥ . View connectivity setfings (device type,...
i

W | View detailed item properties Edit connectivity settings
Buckaroo's rocket car
Buick Skylark Converti... Manage access to this item Create, edit, and delete sensors
Bullitt's Mustang (sms)
Bumblebee Delete item Edit counters
Cadillac Sedan DeVill. ..
Camel Rename item Delete messages
Charlie Babbit's Buick
Chayka W v View custom fields Execute commands
Chevrolet Camaro 711
Chevrolet Chevelle M. . Manage custom fields Manage events
Chevrolet Chevelle 85...
Chevrolet EI Camino ( View admin fields View service intervals
Chevrolet Monte Carlo... R o
Christine Manage admin fields Create, edit, and delete service intervals
Cobra
DAVE Edit not mentioned properties Import messages
g:tg;::g DMC-12 (c) - Change icon Export messages -

Note that here you set the rights of a specific user to various objects of the system. However, the
user, in turn, is also a system object and therefore can be accessed by other users. In other words,
other users can obtain access rights toward this user. To set access to a user as a system object,
open the properties dialog of some other user and choose Users in the drop-down filter.

Advanced

Specify the email address to which the user will receive notifications from the administration of the
service.

If you want to receive notifications about account blocking to the email address specified above,
activate the Notify about account blocking by email option. Notifications start arriving daily 5 days
prior to blocking. To work with this option, activate the Email notifications service in the account
properties.

User Properties — Cloud x
General Access Advanced Logs Custom Fields Manage Applications
E-mail: your-email@your-domain.corm

Notify about account blocking by e-mail:

These settings can be changed by users themselves — in the User settings dialog.
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® To edit these properties, the Edit not mentioned properties access right is required.

Logs

In the log, you can see when a user logged in or out of the system, what service he used, from

which host. Specify the time period and click Show.

® Access rights required: Query reports or messages.

General Access

Message type
User logs ~

Date

02-26-2018
02-26-2018
02-27-2018
02-27-2018
02-27-2018
02-27-2018
02-27-2018
02-27-2018
02-27-2018

Advanced

Time from

Logs

February 18 2018 00:00

Time

09:43:32
12:40:14
13:20:07
14:32:06
14:51:19
14:52:01
14:58:21
15:10:59
15:22:33

Type
login
logout
login
logout
login
logout
login
login
logout

Custom Fields

User Properties — Cloud

Time to

Host

193.193.165.65
193.193.165.65
193.193.165.65
193.193.165.65
193.193.165.65
193.193.165.65
193.193.165.65
193.193.165.65
193.193.165.65

Manage Applications

Service
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com
hst-api.wialon.com

Besides the log, user activity can be controlled in different reports that are available in the main

interface of Wialon.

Read more about the application of users here.

Custom fields

On this tab, you can add any information about the user, whether it is a home address or working
shift. In the left field enter the name of the field, in the right field its value. To save the custom field,
click on the Add button. To delete the field, click Delete. At the end of the dialog edit, click OK in the
lower right corner. The next time you open the dialog, the fields will be automatically sorted
alphabetically. Part of the fields can be marked as administrative (checkbox in front of the field),

i.e. they will only be visible to users with the appropriate rights.

® Access required: View custom fields — to view general custom fields; Manage custom
fields — to create, edit, and delete general custom fields for the given unit; View admin
fields — administrative custom fields; Manage admin fields — to create, edit, and delete

administrative fields.
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User Properties - Cloud X
General Access Advanced Logs Custom Fields Manage Applications
Name Value
District Central *
Working shift Day *
Created 15.05.2018 x
Cell phone +375123456789 +

Manage applications

Authorized applications

This tab contains the list of applications that have any access to your account and data. To the left,
there is an application name, to the right, you can see the access rights that the application has
towards your data or account. To block an access for the application, it is necessary to delete the
corresponding application from the list.

Mobile notifications

This tab contains the list of applications which are allowed to send notifications to your mobile
devices. To the left, there is an application name, to the right, you can see a device type. To block
mobile notifications sending, it is necessary to delete the corresponding application from the list.
User Properties - Cloud x
General | Access | Advanced | Logs | Custom Fields | Manage Applications

Authorized Applications | Mobile Nofifications

Here is the list of applications having access of any kind to your account and data.

Name: Created: Access: Token: x
Dashboard2018-04-15 15:13:05Full access Copy x
Dashboard2018-04-13 11:13:120nline tracking; Modification of low profile data Copy x
EcoDriving 2018-03-29 05:34:26Modification of important data Copy X
NimBus 2018-05-10 18:29:17Online tracking; Modification of low profile data Copy X

Notice Board

You can send information messages (notices) to the users of the system. To send them, you
should have the Edit not mentioned properties and View detailed item properties access rights
towards the user. The billing plan of the user must also have the service Notices to users and the
account must be active (not blocked). Otherwise, they do not appear in this dialog.

To open the dialog of the Notice board, click on the button of the same name in the Users panel.

If there are some sent notices, the list of their subjects is shown in the left part of the dialog.
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Notice Board B
-+ Mew notice Text:
Aphorism of the day 7 %
14-05-2012 12:30
Technical support R
14-05-2018 12:31 2 x| | Technical support
T‘?_E,zllg?é ?gg?on 3 X The e-mail of the technical support has been changed to
: @ ;
Discount . supportE@company.com.
14-05-2012 12:38
Planned maintenance 7 %
14-05-2013 12:39
Attention!
14-05-2012 12:30 3 X
Update 1 x

14-05-2018 12:40

Users:

Waldo x
Francisco X
Close

If you click on the subject of the notice, its text is shown in the field on the right. To delete a notice,
click on the button in the form of the red cross in front of its name.

® Apart from being deleted from the list, the sending to the recipients is canceled as well.

Under the field with the text, there is the list of the users to whom the selected notice has been
sent to. To quickly find necessary users, use the dynamic search. It is possible to delete users (the
notice will stop being shown to them) by clicking the red cross in front of their names.

Creating notices

To create a new notice click on the New notice button in the upper left corner of the dialog. The
following dialog opens:

Management System- 254



o ;
) wimlon User Guide

New Notice %

= | Aphorism of the day e -

B I U S@vqJvr EEEEE=ES = — 2 F©

It does not take much strength to do things, but it requires great strength to decide on what to do.

Use the tools above to add a link, change the font, its Si2€ and color, to add a list.

Expiration period: Days: |3 - Hours: 1 - Multiple activation: ¢
Mame - || Mame * | |[Q
Account12435 Joseph
Anna Waldo
Company A Enrigue
Francisco Benjamin
Kyleigh
Michael Strom »
tagr
Thomas «
user_t
User_U
Select All Select All
Save Template Clear All Back m

Introduce the topic of the notice in the field Subject and the text of any length below. Above the
field with the text there are the tools that can be used for changing the font and its color, aligning
the text, adding lists (numbered o bulleted) or a horizontal line, add an outdent or an indent. You
can also add hyperlinks in the text of your message. To do so, enter the text you need to be shown
as a hyperlink, click on the Add link button, type or paste the required link in the appeared field and
click on the green flag on its right. In the left part of the tools panel, there is the Show code button
by pressing which you can see the text in the form of a code.

Once you have entered and configured the text, adjust the expiration period (from 1 hour to 30
days) and enable the Multiple activation option if you need the notice to be shown to the recipient
during his every login in the system during the specified validity period. If the option is disabled, the
notice will only be shown once (till the user closes it).

Continue with choosing one or several addresses in the lower part of the dialog. The selection is
done in the list on the left. Transfer the required users to the right list (by double click or using the
Add button).

To quickly find the necessary users, use the dynamic filter above the list. Users can be searched by
different criteria: name, creator, account, billing plan, custom fields, and admin fields. To select all
the users at once, click on the Select all button.

The sent notices are shown to the corresponding users in a popup window (both in management
and monitoring systems).
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Notice templates

The system provides a possibility to save the created notices as templates, which can be used
later for creating new information messages. To do this, use the Save template button at the
bottom of the dialog. Please note that the minimum input information required to save a template
is its subject.

[
I
[

[H

To open the list of available notice templates, click on the Templates button ( = ) in the upper
right corner of the dialog of creating a notice. If you want to use a created template, click on its

name. You can also copy and delete templates using the buttons W ang X , correspondingly.

Units

The unit is a vehicle, machine, person, animal or other moving or stationary object, which is
monitored by satellite monitoring. In the Wialon system, the unit is characterized by the type of
equipment (GPS or GLONASS device) and the unique identification code of the unit in the system
(ID). With units, you can work both in CMS Manager and in the main Wialon interface.

To work with units in CMS Manager, open the Units tab in the navigation panel. Units configured
here become available for tracking (viewing on the map, monitoring various parameters and many

=) CMS Manager m Apps + ATAT (+03) | 2, user
Management interface
Units X
# Select  lcon - Mame Creator Account Device type Created Log
Units .
Actions 1 &  Bentley user user WiaTag 22.10.2019 09:05
Creat 2 == Blus Buz usar user Wialon Retransiator 26.03.2018 21:18
Create from W 3 B ewwasedes user user Wialon Retranslator 05.05.2016 08:17
4 £ Buckaroo's rockelcar  user esar Wialon Retranslator 15.03.2013 1233
Search
5 O Bus 32 Miami user user Wiakon Retranslator 230120141523
Filter Text
Name -|* L] ] Delivery Service Miami  user user Wialon Retranslator 2201.201417:36
7 o« Fial user usar Amand Integral 1 (fespi) 22102019 0856
] @  GreenBus user user Wiaion Retranslator 2507.2013 1859
Hint
9 = GreenBus2 user user Wialon Retranslator 15.04.2019 1220
To make a copy of an object, hod down the Cirl
ke and click on this ogjectin the table 10 &  Honga Chic 6519 user user Wiglon Retransiator 15032013 12:40
n : Hongda Chvic R user user V¥ighon Retransiator 16042014 1058
12 = Jeep user user fiespi gateway 03.03.2020 0504
13 @ Mitsubeshi user user Mespi gateway 16.10.2019 0829
1 & Mitsubisni user user WHiaTag 18.10.2019 11:43
1% & Nissan uer user WiaTag 2210.2019 08:57
16 8  sear user user WiaTag 2210.2019 0858
17 ™ shelty user user ATrack AS1 (Mespi) 28.05.2019 08109
12 § swm usar user WisTag 22.10.2019 0902
19 & Tparopt user user Wialon IPS 29.03.2019 1643
20 ok TparTop2 user user Wialon IFS 200320191735
-~ Fage of 1 Displaying 1 to 20 of 20 items Ex

Here you can create a new unit, view existing ones, view or edit their properties, define access
rights to units, and remove units from the system. These standard operations were described
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above. Units created in the monitoring system or CMS Manager are automatically added to the
work list of the monitoring panel of the user-creator. You can view the log for each unit. Besides,
you can transfer units from one account into another.

Moreover, there is a possibility to create units with settings imported from WLP files. To do this,
click on the Create from WLP button. Choose a file, indicate the parameters, and click Next.
Afterwards, a unit with the indicated parameters is created, and a properties dialog of the created
unit opens.

When creating units, take into account the following peculiarities.
You cannot create units in the top account.

It is not recommended to create units in the account with dealer rights.

Unit deactivation

Deactivated units are the units that are temporarily unavailable for monitoring. Working with such
units and their data is impossible until they are activated.

Deactivation of a unit may be necessary in case it is used, for instance, for a limited period of a
year and does not need to be monitored the rest of the time.

& To be able to deactivate a unit, not only the user himself needs the Unit deactivation
service, but also the creator of this unit.

Click on the Unit deactivation button in the navigation panel to open the deactivation menu. The
menu consists of two lists, above each of which the filter and dynamic search are located, allowing
to quickly find the required units.
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|Ma|m

puppy

horse

Xiaomi Redmi 52
new_object

In the list of activated units, only the units to which a user has the Edit connectivity settings access
right are displayed.

To move units from one list to the other, use the arrow keys between them or double-click the
required unit. When the limit is reached, the transfer of units to the list on the right becomes
impossible. The corresponding entry indicating the names of the units that were not deactivated
appears in the log.

Unit deactivation 3
Activated: @ Deactivated: @
| Name - | |Q Search | | Name - | |Q Search
1967 Pontiac GTO Audi RS8
Amaranta BMW 735i
Aston Martin DBS Buick Skylark Convertible
Elue Bus DelLorean DMC-12
Buckaroo’s rocket car Dodge M45 Turbo Interceptor
Bullitt's Mustang Ford Super De Luxe
Charlie Babbit’s Buick Herbie
Chevrolet Chevelle Malibu Jaguar XK2
Chevrolet Chevelle S5 454 Mercedes Benz Actros 2646
Chevrolet El Caming » Motor Bike
Christine Nostromo
Clio <« |RedRice
Delivery Service Miami
Greased Lightning
Green Truck
Honda Civic 6519
Servision
ShelbyG
Shuttle Bus 2
Suzuki Grand Vitara 534
WiaTag IRRA
Select Al | | Select Al |
Cancel | oK

Press OK to save the changes.
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The deactivated units are not displayed in the monitoring system, and their properties in CMS
Manager become read-only. You can activate the units manually at any time (the process is similar
to deactivation).

® If the limit of deactivated units is exceeded when the changes are saved (for instance, by
another user), an error message is displayed in the log, and only the number that fits into
the limit is deactivated.

The date and time of the deactivation of units are displayed in the Deactivation column in the
results window. The rows of the deactivated units are pale-colored.

Units X
Select Icon = Name Device type Deactivation Created

1 : 1967 Pontiac GTO Wialon IPS 2015-12-08 13:14:14

2 : Amaranta GPS Tag 2016-05-03 11:03:16

3 : Aston Martin DBS ‘Wialon Retranslator 2015-03-03 09:07:56

4 2018-03-12 12:42:14

5 - Blue Bus ‘Wialon Retranslator 2013-07-25 17:58:47

] 2018-03-12 12:42:14

T E Buckaroo's rocket car Wialon Retranslator 2013-03-15 11:33:59

& 2018-03-12 12:42:14

9 : Bullitt's Mustang Wialon Retranslator 2016-06-12 02:07:47

10 = Charlie Babbit'’s Buick Wialon Retranslator 2013-03-15 11:31:40

" : Chevrolet Chevelle Malibu Ruptela FM Ecod 2016-02-08 19:01.4%

12 : Chevrolet Chevelle 55 454 GPS Tag 2015-10-10 19:05:27

13 s Chevrolet EI Camino Cellocator IQ 2013-03-15 11:32:31 -

= 2, |20 ~ | Page of 1 Displaying 1 to 20 of 20 items lsx

Log Q

® In case the corresponding service for the account is turned off, all the deactivated units in it
are automatically activated.

Unit properties

The unit properties are displayed when you create, edit or copy a unit. They contain many tabs and
fields that define different unit parameters and how the program interprets the data received from
this unit.

The number of tabs can vary depending on your access rights and activated services. The
maximum number is 13.
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Unit Properties — Alfa Romeo x
General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals

Restore properties/Export to file

In the Wialon system, you can restore unit properties and export them to a file. To do this, use the
buttons in the bottom left corner of the unit properties dialog.

Unit Properties - Delivery Service Miami *
General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals
MName: * Delivery Service Miami
Device type: * Wialon Retransiator WiaTag Wialon IPS GPS Tag
Server address: 93.193.165.165:20163
Unigue 1D: 123456789000101
Phone number: +5692051384
Device access password:
Creator user -
Account:
Mileage counter: GPS | Current value: | 568510 km |« Auto
Engine hours counter: | Engine ignition sensor » | Current value: | 1313 h | Auto
GPRS fraffic counter: Reset Counter Current value: | 0 KB |« Auto
| Restore Properties Export to File | Cance! m

Restoring properties can be useful if you accidentally edited or deleted some data contained in the
unit's properties dialog on any of its tabs. The properties of the unit saved in the last 14 days are
available.

To restore the properties of a unit, you must have the rights to all the properties of the dialog
(regardless of which ones are to be restored), as well as the rights to delete the item and perform
actions with the files.

The current configuration of the properties of the unit is stored on the server once a day. To return
to any saved configuration, click on the Restore properties button. As a result, a calendar with the
orange-marked dates for which there is a saved configuration will open. After selecting the date,
the dialog of importing from the WLP file opens, where you can specify the properties that are to be
restored.
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Sensors

On the Sensors tab of the unit properties, displays a list of all the sensors created for this unit. The
table shows the name of the sensor, its type, unit of measure, the parameter on which the sensor is
based, description, visibility and time checkboxes. On this tab, you can view, create, configure and
delete sensors.

To create a new sensor, press the New button ( + ), fill in the fields and press OK. If you use
similar devices for different units, it is convenient to configure sensors once, and then import them

to other units.

Such buttons as Properties, Copy, and Delete are used to work with the created sensors, and
located at the end of the line of the sensor name. To quickly create a sensor with similar settings,
press Copy in the line of a template sensor. To edit a sensor or just view its settings, press
Properties. To delete a sensor, press Delete.

® To make any alterations on this tab, you need the Create, edit, and delete sensors access
right. Otherwise, you can only view existing sensors and their settings.

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals
=+ New Math consumption wizard
Name Type Metrics  Parameter Description Visible Time
1 Driver Driver binding avl_driver i 4 I X
1 Temperature Temperature sensor  °C in3 v { g X
{ FLs Fuellevel sensor | adct 4 I X
: . Custom digital
I
1 signal quality cenzor oniof - GQ ’ C O T
] Engine ignition ;
Iy
1 Engine censor on/off int r A g X
1 \voltage Voltage sensor v voltage A I X
1 Accelerometer Accelerometer q speed rd 4 I X

There is a Visible checkbox in the line with each sensor. It controls whether the sensor is shown or
hidden. By default, depending on sensor type the checkbox is enabled or disabled. However, you
may want to hide or show some particular sensors. Hiding is reasonable if a sensor is used as a
validator and does not have its proper value.

If a sensor is visible, then the Time checkbox may become enabled for it. If this box is checked, in
the additional information about the unit, in addition to the value of the sensor in parentheses, it
can also be specified how long the value of the sensor parameter remains unchanged. For
example, Ignition: On (15 minutes 35 seconds ago).
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® Some limitations are applied to this feature. The sensor should have no calculation table,
validators, custom intervals, and the parameter of the sensor should not contain any
references to other sensors. In these cases, the Time checkbox is unavailable. Besides, it is
not possible to activate the Time option for the ignition sensor if there is a bitwise control
indicated in its parameter.

The order of the sensors can be changed manually. To place sensors in a required order, just drag
them up and down holding the arrow-shaped icon on the left. The order, as well as visibility, is
taken into account in the unit tooltip, extended unit information, track player, track hittest, and on
the Messages tab. Only visible sensors are shown, and they are displayed in the order as given
here, in the unit properties.

Sensor Properties

When creating, editing or copying a sensor, an additional dialog with its properties is displayed. It
consists of several tabs. In the first one, the basic properties are adjusted:

New sensor x
General MName: * FLS
Sensor type: Fuel level sensor -
Measurement system: Metric -
Metrics: |
Parameter: * (7) adcl -
Last message only: (7)
Description:
Validator: MNone -
Validation type: Logical AND -
Redefine filiration level:
Intervals and colors: @
+ x
Name

Type the name of the sensor. It must consist of one or more characters. The name is visible in the
unit tooltip, in reports and messages.

Sensor type

Choose the sensor type to form the dropdown list of available types.
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Measurement system

In the dropdown list, choose a measurement system in which the sensor values should be
received. This property and the corresponding dropdown list are only displayed for those sensors
whose units of measurement differ depending on the selected system of measures.

Metrics

Metrics is presented in reports (also in chart legends), tasks, tooltips etc. As a rule, each kind of
sensor has its own default metrics (units of measurement). For some sensor types, units of
measurement cannot be changed, for others, you can do it manually. This is particularly applicable
for digital sensors such as engine operation sensor or custom digital sensors. Instead of default
On/Off values you can set Activated/Deactivated, Laden/Unladen, Open/Closed, etc.

Parameter
Select or enter the parameter(s) whose data the sensor should interpret.
Last message only

If this option is enabled, the sensor value displayed in the unit tooltip and other places is calculated
only from the most recent message. In case there are no required parameters in the last message,
Unknown is shown. If the option is disabled, the last known value which is calculated within a
minute is displayed (regardless of whether it is recent).

Do not show unit location

This option is relevant for the digital sensor of the Private mode type. Its activation allows hiding
the information about unit’s location in the monitoring panel, on the map, in reports, tracks, etc. in
case a private mode trip is detected. Next to the caption of such a unit, on the map and in the

monitoring panel, the icon P s displayed and the last known location is shown instead of the
current one.

® When using this option, it is recommended to enable the display of the unit's caption on the
map.
Description
This field is optional. It is displayed only in the list of sensors in the unit properties dialog.
Validator and Validation type
Validation is optional. It determines the interdependence of sensors from each other.

Next, you need to set the calculation table for the sensor. It is especially needed for analog
sensors. Not all sensors send ready-made values that can be put into a report and understood by
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the end user. If the possibility to transform parameters is not provided with a device itself, this
transformation is adjusted with the help of the Calculation Table or the Calculation Table Wizard.

Consumption, liters per hour

This option is used to calculate fuel consumption mathematically for the sensors of the Engine
ignition, Absolute engine hours and Relative engine hours types.

Intervals and colors

Wialon system provides a possibility to differentiate sensor values by color. For this purpose in
sensor properties, it is possible to create intervals of values and choose their colors. There is also
a possibility to accompany received digital values with text.

By default, any sensor values (from -o to +) are displayed in black. Click on the button + nextto
the scale to set the interval, select a color for it, and enter the text. Note that values are set for each

interval individually. Here are some peculiarities of setting intervals and choosing their color that
could be useful:

* No value in the first field corresponds to -, in the second — to +;

+ If you add an interval that intersects with an existing one and goes beyond its boundaries,
the added interval overwrites the existing interval,

+ If you add an interval that intersects with an existing one and does not exceed its
boundaries, the added interval is inserted inside the existing one. In addition, both the
intervals to which the existing one was divided receives its text and color;

* You can select a color from a color picker or indicate its text value (in HEX) in the
corresponding field.

Upon completion, all the set intervals of a selected color along with their text info are shown on the
scale. Each interval of the scale, its color, and text can be edited. To do so, click the corresponding
interval on the scale and set the necessary parameters. To delete all the set intervals from the

scale, click on the button X tothe right of it.

Intervals and colors: @

mninimum norm attention god save you
.| + x
0 10 20 30 oo

To enter intervals, select colors and specify text values, an alternative interface is also provided in
the form of a table. To switch to the table view, click on the corresponding icon to the right of the
scale. To switch back to the scale, click on the icon again. It automatically switches to the table
view if you add more than 10 intervals.
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Intervals and colors:

From Color Text
o ] | minimum X
10| [l | norm X
20 [ | sttention X
30 [ | oodsave you ®
-+ Add range

@ If a sensor sends values smaller than the ones indicated in the first interval, such values are
considered as a part of the first interval.

Created intervals can be used in several cases:

+ to visualize sensor state in the corresponding column on the Monitoring tab;

+ to display multicolor tracks of unit movements;

+ to show unit on the map according to the sensor state (if it is chosen to replace usual icons
with the motion state signs);

+ to quickly find the necessary information on sensors either in the unit tooltip or in the
extended unit information;

+ to visualize sensor state in the Nearest units tool;

+ to color the lines of the charts in reports in different colors;

+ to describe the values of the Formatted value column of the Sensor tracing table (shown in
parenthesis).

In the first three cases, on the Advanced tab of the unit properties, you must also specify a sensor
for each case individually.

Additional properties
Some types of sensors have additional properties described below.
Redefine filtration level

This property is specified for the fuel level sensors. The degree of the filtration is usually adjusted
on the Fuel consumption tab. However, in some cases, each sensor needs to be set up individually
and this option provides such a possibility.

Filtration level

This option allows applying the smoothing algorithm to the sensor values. In the field, indicate the
level of such smoothing: from 0 to 255. The filtration level is indicated individually for each sensor.
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® The filtration level is taken into account only in reports (in tables and charts while drawing
smoothed lines).

You can indicate the filtration level for the following sensor types:

+ voltage sensor;

+ weight sensor;

+ accelerometer;

+ temperature sensor;

* engine revs sensor,
 fuel level sensor;

« fuel level impulse sensor;
+ custom sensor.

Validate unbinding

This property is specified for sensors of driver/trailer binding. If the option is activated, the driver
bound to the unit can be unbound from it automatically only if the empty value comes from the
same parameter which was used to bind the driver. Otherwise, the removal of the driver based on
any parameter results in the removal of all drivers assigned to this unit. The same is for the trailers.

Unbinding code

This property is also applicable to the drivers/trailers binding sensors. Any code can be entered in
the Unbinding code field. If the code is specified, the driver/trailer unbinding is carried out both
when the empty value is received, and when the code is received.

Overflow by raw data

This option appears only for the differential counter sensors with overflow. If it is activated, raw
data is analyzed first, and then the calculation table is applied. It means that raw data (and not data
processed with the calculation table, as it is in the case when the option is disabled) is taken to
estimate overflow.

Timeout

The Timeout option is applied only to historical data (reports). The option is used to search for
invalid intervals during the sensor operation. If an interval between two messages with sensor data
is longer than the value indicated for the Timeout option, the interval is considered invalid and is
removed from the report. In this case, the message before the invalid interval becomes the end of
one interval and the message after the invalid interval becomes the beginning of the next one. The
timeout is specified in seconds.
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® |f you specify 0 in the field or leave it blank, the option is considered disabled.

Example. Suppose that data messages from a custom digital sensor were received at 22:00,
22:30, 07:30 and 08:00. If the Timeout option is enabled, the report shows one continuous interval
from 22:00 to 08:00. If you specify a timeout of 1 hour (3600 sec), several intervals are formed.
Since the difference between the first and second messages is less than an hour, they form the
first interval (from 22:00 to 22:30). The difference between the second and third messages is more
than an hour, therefore this interval (from 22:30 to 07:30) is considered invalid and is not taken into
account. The difference between the third and fourth messages is less than an hour, therefore they
form the second interval (from 07:30 to 08:00).

22:00 22:30 Invalid interval 07:30 08:00

Timeout (3600 s)

You can specify a timeout for the following sensor types:

* engine ignition sensor;
+ custom sensor;
+ custom digital sensor.

Consumption, I/h

This option is designed for the motor operation sensors and is used for calculating fuel
consumption mathematically.

® Ifthe ignition is off, the consumption is considered to be 0 I/h.

With overflow

This option is available for the sensors that can be influenced by occasional resets (mileage
sensor, absolute engine hours, absolute fuel consumption sensor). When this option is enabled, the
system uses the following algorithm. The value from the latest message is compared to the
previous one. If the value is greater than the previous one, their difference is added to the previous
value. If it is less, the value from the latest message is added. This algorithm ensures that the
resets are taken into account and correct data is obtained.

Text parameters

This option is available only for the custom sensors. It should be activated if the sensor sends text
parameters instead of numeric. In this case, in the table of intervals and colors, you can list these
parameters and give them broader descriptions. For example, a device sends parameters error1,
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error2, error3, etc. In accordance with the documentation for the device, you can specify a
decryption for each parameter (i.e. Power supply disconnected, Invalid data, etc.). Besides, you
can use special characters like * (asterisk). For example, the values can be entered as error* and
its text would be simply Error.

Sensor Types

There are many types of sensors. When configuring a sensor (see sensor properties), the selection
of sensor type depends on the device used and its principle of operation.

The table contains all sensor types currently available in the Wialon system. Moreover, here you
can find units of measurement for the sensor values (either in metric or American/imperial
systems), as well as a short description for each sensor type.

Alarm trigger

Mileage
The name of Metrics Description
the sensor
Mileage kilometers miles (mi) The sensor shows the distance traveled. It can
sensor (km) be used to detect trips and parkings.
Relative kilometers miles (mi) The sensor shows the distance traveled since
odometer (km) the previous message. It can be used to detect

trips and parkings.

Digital
The name of Metrics Description
the sensor
Engine On/Off or  This is an engine operation sensor that is used in the report on
ignition any engine hours as well as in trips/stays detection and counters. It
sensor also allows configuring the fuel consumption during idling.

A non-zero value of this sensor allows marking a message as an

alarm message (SOS). The messages registered in the system
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The name of Metrics Description
the sensor

before the sensor was configured are not marked as alarm
messages.

Private mode On/Off or  This sensor is used to determine the trip type (Business,

any Private).
Real-time On/Off The sensor determines unit motion state in real time. Its values
motion are used to show the motion state in the Monitoring panel and
sensor on the map (if the Replace unit icons with motion state signs

option is activated in the User settings dialog). The sensor can
be based on such parameters as speed, ignition, engine
revolutions, etc. Its parameter can contain formulae, which
allows using validation.

Custom On/Off or ~ This sensor can register two states (on/off, activated/
digital sensor  any deactivated, etc.).
Gauges
The name of Metrics Description
the sensor
Voltage volts The sensor shows some parameter value (not
sensor (V) necessarily voltage). It can be used to analyze
input data.
Weight tons (1) pounds This sensor is used to detect the weight of
sensor (Ib) transported cargo.
Acceleromet g This type of sensor is used to measure
er acceleration at X, Y, Z axes and immediately detect

a collision of cars.
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The name of
the sensor

Temperature
sensor

Temperature
coefficient

Engine

The name of
the sensor

Engine revs
sensor

Engine
efficiency
sensor

Absolute
engine hours

Relative
engine hours

Metrics

Celsius
degrees

(°C)

Metrics

rounds
minute (rpm)

any

hours

hours

User Guide

Description

Fahrenhei  The sensor shows the value of temperature or

t degrees some other parameter. It can be used to analyze

(°F)

per

input data. See the example of configuration.

Temperature coefficient that affects fuel level
calculations at different temperatures in the tank.
See the example of configuration.

Description

The sensor displays engine speed.

The sensor determines the coefficient when working
under load used for the mathematical calculation of the
fuel consumption. Can function as a reduction coefficient
if its values are between 0 and 1.

The sensor registers the total amount of engine hours. It
also allows configuring the fuel consumption during
idling.

The sensor registers the number of engine hours with
regard to the intensity of work. See the example of
configuration. It also allows configuring the fuel
consumption during idling.
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Fuel

The
name

of the

sensor

Impuls

e fuel

consu
mption
sensor

Absolut
e fuel

consu
mption
sensor

Instant
fuel
consu
mption
sensor

Fuel
level
sensor

Metrics

liters (1)

liters (1)

liters (1)

liters (1)

gallons
(gal)

gallons
(gal)

gallons
(gal)

gallons
(gal)

User Guide

Description

The sensor shows the accumulated value of impulses. To
convert the incoming value into the amount of consumed
fuel, the calculation table should be applied. For such
sensor type the calculation table is applied to the
difference between two adjacent messages. After sensor
creation and adjustment it is necessary to enable impulse
fuel consumption sensor on the corresponding tab. Note
that if a device sends not an accumulated value of
impulses, but the number of impulses between the
messages, it is necessary to use instant fuel consumption
sensor.

The sensor detects fuel consumption over all period of
vehicle operation. After sensor creation and adjustment it
is necessary to enable absolute fuel consumption sensor
on the corresponding tab.

The sensor shows fuel consumed from the previous
measure (message). After the sensor creation and
adjustment it is necessary to enable instant fuel
consumption sensor on the corresponding tab.

This sensor is placed in the tank. After sensor creation
and adjustment (see examples) it is necessary to enable
fuel level sensor on the corresponding tab.
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Fuel liters (1) gallons The sensor detects the number of impulses in a period.
level (gal) Fuel level in the tank is calculated from the received
impuls values.
e
sensor
Other
The Metr  Description
name ics
of the
sensor
Counter any The sensor can show passenger traffic or count the number of some
sensor actions such as opening/closing the door, etc. There are several types of
counters:

* instant (counts the number from the previous to the current message),
- differential (shows total number),

- differential with overflow (2 bytes),

« switcher from OFF to ON (counts the number of activations),

« switcher from ON to OFF (counts the number of deactivations).

Besides, you can enter any unit of measurement for this sensor (it is
displayed in the Formatted value column of the Sensor tracing table).

Custom any This is a custom sensor for which you can set any unit of measure. Its
sensor values can be displayed in the unit tooltip, in the extended unit information
or sent to report.

Driver This sensor can be used to detect drivers assigned to units.
binding
Trailer This sensor can be used to detect trailers attached to units.
binding
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The Metr  Description
name ics

of the

sensor

Passen This sensor supports the detection of passengers entering and leaving a
gers vehicle.
sensor

Sensor Parameters

Parameter is a required sensor property. Most of the sensors are based on a parameter coming in
messages.

Parameters can be of any names. These names are predefined in the device configuration, for
example, param199, param240, TEMP, pwr_int, gsm, can6, and the like. Read device specification
to find out which parameters are available and what they measure. On the Messages tab, you can
also request messages from the unit and view the available parameters in the corresponding
column.

The parameters from the last message appear in the dropdown list of available parameters when
creating or editing a sensor. However, even if the parameter you need is not on the list, you can
enter its name manually.

The same parameter can be used to create any number of sensors. The maximum number of
sensors allowed can be viewed on the Account tab of the User settings dialog.

Virtual parameters

Some parameters are defined in the system by default and are suitable for almost any type of

equipment.
speed speed of motion
altitude altitude above sea level (maybe not supported by some
devices)
sats satellites count
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course course (direction of motion)

lat geographical latitude

lon geographical longitude

time Unix time of the message

regtime time of registering a message on the server

® Some rare types of devices may not support any of these parameters, e.g., altitude or
speed.

Inputs and outputs

The system supports up to 32 digital inputs and outputs. They are adjusted in the following format:

inN digital input parameter, N — input number
outN digital output parameter, N — output number
adcN analog input parameter, N — input number

For example, adc8 is a parameter that registers the values coming from the eighth analog input.

Usually, the data from digital inputs and outputs are presented in messages in the following
format: 1/0 = 0/0, where | refers to inputs, O — outputs. If I/0 = 0/0, it means all bits (inputs and
outputs) are inactive. If a value in any of them is not zero, it means that one input/output or several
of them are active. To determine which exactly, convert the hexadecimal number to binary and use
the latter to define a bit number.

For instance, when the ignition was activated, we received the message with the parameter 1/0 =
10/0. To get the bit number (input) in which the value of the sensor is shown, it is necessary to
enter the received value in the calculator in the mode of hexadecimal values (HEX). That is, enter
10 and switch to the binary mode (BIN). We get a new number - 10000. Now we have to calculate
in which position 1 has appeared. The calculation is done from right to left. In the given case 1 is in
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position 5, i.e. the ignition sensor is connected to the fifth port. Since the changed number is
before the fraction (1/0), it is the input. Consequently, the parameter name is in5 (digital input 5).

For a sensor, it is also possible to specify the parameter name as in or out to indicate the sum of
all inputs and outputs, respectively.

Constant parameter
Besides, constN parameter can be used to create a sensor that always returns the same value. N is

any number, e.g., const10, const-8.5. Such a sensor can be helpful in charts or as a validator.

Such a sensor can be used both independently (for example, in charts to indicate some critical
mark) or as a part of validation chain or in expressions.

Expressions

Parameter for a sensor can be set in the form of expression where you can use:

+ parameters in the current message (adc1, in1 etc.),

+ parameters in the previous message (they begin from the hash sign #, for example, #adc1),
+ bitwise parameters (like param199:3),

+ sensors (sensor name must be in square brackets, for example, [Fuel level]),

+ constant numbers (const10, const-4.54 etc.),

+ mathematical operation signs:

+ addition

- subtraction

* multiplication

/ division

A exponentiation & rooting
@) brackets of priority

[ value availability check
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conversion operation

For example, *const2 — square, *const0.5 — extract the square root.

If one of the parameters that an expression includes is not valid, its total value is also invalid.

& The parameters from the previous message are not available for the Private mode sensor
and its validator, in notifications and in tooltips for charts.

Expressions allow creating a great variety of sensors that meet any needs and tasks.

Example 1: detecting speed by GPS coordinates
To detect speed by coordinates, you can create a sensor with the following parameter:

((lat-#1lat) | |const2+(lon-#1lon) | |const2) | |const0.5/ (time-#time) *const200000

Explanation:

The traditional formula to calculate the speed of the movement is "distance divided by time". To
calculate the distance, the Pythagorean theorem is used. The squared difference of latitudes in
neighboring messages plus the squared difference of longitudes in neighboring messages, and
then the square root is extracted from this sum. The resulting value is the distance (in degrees).
This value is divided by the time difference in two neighboring messages. As a result, it is the
speed in degrees per second. To convert the value to kilometers per hour (or miles per hour), you
should apply the conversion coefficient of degrees to kilometers (or miles) at different latitudes.
The coefficient may vary depending on the geographical position. The example above shows the
coefficient equal to 200 000 which is used for Moscow.

To calculate the coefficient, the following formula is used:

111321*cos(55.75583) /1000%3600=225513.52

where 111 321 is the length of the parallel arc in 1° longitude at the equator, m;
55.75583 is the latitude of Moscow in decimal format.

If you want to calculate the coefficient for another location, insert its latitude in decimal format into
the formula without changing other values.

If you have the ignition sensor, you can set the parameter in the following way:

((lat-#1lat) | |const2+(lon-#1lon) | |const2) | |const0.5/ (time-#time) xconst200000x [Ignition
sensor name]
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& You can use such a sensor only in reports (not in online notifications) because it requires
the parameters from the previous message.

Example 2: relative engine hours sensor
To obtain data about real engine hours, create two sensors:

« relative engine hours sensor,
+ engine hours coefficient sensor in accordance with engine revolutions.

First, create a sensor of Relative engine hours type. The parameter for the sensor is:

(time-#time)*x[Name of coefficient sensor]/const3600

That is, the time difference in neighboring messages multiplied by the coefficient of the intensity of
work and divided by 3600. The division by 3600 is applied to convert seconds into hours.

Then, create the coefficient sensor that will define the intensity of work depending on engine
revolutions. Dependency scheme can be the following:

+ 1 minute work with the intensity of 2000 rpm corresponds to 90 seconds of engine work =>
coefficient 1.5

+ 1 minute work with the intensity of 1500 rpm corresponds to 60 seconds of engine work =>
coefficient 1

+ 1 minute work with the intensity of 1000 rpm corresponds to 40 seconds of engine work =>
coefficient 0.67

+ 1 minute work with the intensity of 500 rpm corresponds to 20 seconds of engine work =>
coefficient 0.33

Suppose, the param1 sends engine revolutions. Then the coefficient parameter is the following:

(paraml+#paraml) /const2

That is the arithmetic average of engine revolutions between neighboring messages.
To convert revolutions into coefficient, adjust the calculation table for this sensor:

+ x=500y=0.33
+ x=1000y=0.67
+ x=1500y=1

+ x=2000y=1.5
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& You can use such sensors only in reports (not in counters, nor in online notifications)
because they require the parameters from the previous message.

Example 3: value availability check
There is equipment installed on the vehicle, which sends some parameter (for example, param1).

Then the equipment gets out of order. A new one is installed. The new equipment sends the same
data in another parameter (for example, param?2). To exclude data loss during report generation, it
is necessary to use value availability check in the Parameter field upon creating a sensor. The old
equipment worked all December, the new one — all January, and we need a report for these two
months. If the value availability check is used during the parameter indication (param1|param2
entered as sensor parameter), then the system takes a value from the param1 parameter, and if
the param1 value is invalid (for example, the equipment is broken), then the system takes a value
from the param2 parameter. In other words, when using the value availability check, the system
takes into account the first valid value of the parameter received.

paraml|param2

& Does not work with digital sensors.

Textual parameters

Most parameters are designed to send numeric data, however, in some cases, they may provide
textual data. This can be, for example, a name of a status (business/private), some state (free/
waiting/busy, on/off), time passed since a certain event, etc.

Sensors with textual parameters do not require configuration of calculation tables. Textual data is
displayed as it is.
The values of text-based sensors can be shown in:

- additional information about the unit,

* messages panel,

« track player,

* track hittest,
+ the Formatted value column of the Sensor tracing table.

Conversion of parameters

The conversion of parameters can only be applied to the parameters that are received directly from
the hardware. The cases of application are described below.

Bitwise parameter control
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The bitwise parameter control gives an opportunity to control a specific bit and not the whole
parameter. For example, in order to control the third bit of the parameter param199 it is necessary
to put a colon and the number of the required bit after its name.

paraml99:3

This feature is applicable when a device sends various data in one parameter: for instance, the first
bit shows alarm condition (on/off), the second bit indicates the state of the driver's door (open/
closed), the third — headlights, etc. Thus, using bitwise control it is possible to create several
sensors on the basis of one parameter.

® The parameters of the double type are converted into int, and only then the bit is retrieved.

We advise you not to address directly a bit above the 53rd. If necessary, you can use the following
scheme.

1. Create a sensor in which the required parameter comes. For example, Sensor1.
2. Create another sensor. For example, Sensor2.

3. For the parameter of the second sensor, specify the formula [Sensor1]/const4294967296. In
that way, a shift of 4 bytes to the right occurs.

Conversion of textual parameters
If there is a textual parameter in the sensor formula, it is converted into 53-bit integer. By default, it

is interpreted as decimal, however, positional notation can be specified after colon. For example,
there is a parameter called text_param and it has the value 100, then:

text_param = 100
text_param:10 = 100
text_param:16 = 256
text_param:2 = 4

Determination of the day number in a year
To determine the number of the day in the year (relative to January 1), it is necessary to indicate d

after the colon. For example, for March 28, 2017 11:00:00 the Unix time corresponds to the value
1490698800. Therefore,

time = 1490698800
time:d = 87
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Sensor Validation

Validation determines the dependence of the main sensor on a validator and makes it possible to
combine their values to get one final value. You can configure validation by selecting a validator
and validation type in the sensor properties.

A validator is a validation sensor that can change the value of the main sensor. The validator is
selected from the list of available sensors that were created earlier for the same unit.

Types of validation

A validation type is a logical or mathematical operation in which a validator can influence the final
value of the main sensor. There are 12 types of validation, each of which is described below.

Logical AND

The type of validation in which the logical AND operation (conjunction) is applied to the values of
the main and validation sensors. In this operation, the final value of the sensor is either 1 or 0. If the
values of both sensors are not 0, the value of the main sensor is 1. If the value of at least one
sensor is equal to 0, the final value is 0.

Logical OR

The type of validation in which the logical OR operation (disjunction) is applied to the values of the
main and validation sensors. In this operation, the final value of the sensor is also either 1 or 0. If
the value of at least one sensor is equal to 1, the value of the main sensor is 1. If both values are 0,
the final value is 0.

Not-null check

The type of validation in which the value of the main sensor is unchanged, provided that the
validation sensor is not zero. If the validation sensor is zero, a dash is displayed in the value of the
main sensor.

Mathematical AND

The type of validation in which the mathematical AND operation is applied to the values of the
main and validation sensors. It is a bitwise logical AND operation, that is the two values are
converted to their binary number equivalents, and then the logical AND operation is applied to the
bits of the same number.

Mathematical OR

The type of validation in which the mathematical OR operation is applied to the values of the main
and validation sensors. It is a bitwise logical OR operation, that is the two values are converted to
their binary number equivalents, and then the logical OR operation is applied to the bits of the
same number.
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Sum up
The type of validation in which the values of the validation and main sensors are summed up.

Subtract validator from sensor
The type of validation in which the value of the validation sensor is subtracted from the value of the
main sensor.

Subtract sensor from validator
The type of validation in which the value of the main sensor is subtracted from the value of the
validation sensor.

Multiply
The type of validation in which the value of the validation sensor is multiplied by the value of the
main sensor.

Divide sensor by validator
The type of validation in which the value of the main sensor is divided by the value of the validation
sensor.

Divide validator by sensor
The type of validation in which the value of the validation sensor is divided by the value of the main
sensor.

Replace sensor with validator in case of error
The type of validation in which the value of the validation sensor is displayed in case the value of
the main sensor has not been determined.

®  The validation chain can consist of any number of sensors. That is the first sensor can be a
validator for the second one and depend on the third one.

Calculation Table

The calculation table is very important in sensors configuration (see sensor properties). According
to the calculation table adjusted, raw data coming in a parameter is transformed into sensor
values, for instance, some abstract 86 is interpreted as 10.5 liters of fuel.

The calculation table is not always necessary. For example, if the sensor is digital and sends only 1
or 0, which correspond to the On/Off states, there is no need in the value calculation table for such
a sensor.
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® The completed calculation table is essential for the analog engine ignition sensor since it is
necessary to determine how all available analog values are transformed into two available
states — On/Off.

Calculation table recalculates data according to to the equation of the straight line Y = axX + b,
where:

X is the input value that comes from the device;
Y is the output value that is included in the reports, charts, tooltips, etc.;

ais the coefficient that determines the slope or gradient of the line (tangent of the angle, or relation
of the opposite cathetus to the adjoining one);

b is the displacement of a straight line along the Y-axis.

Upon the arrival of the value (i.e. X), it is substituted into the calculation table, a and b are
calculated automatically, and the output receives a final value, i.e. Y (it gets into reports, graphs,
tooltips, etc.).

Each row of the table operates only within its segment that is to the X value of the next row. That is
why X values cannot be repeated.

It is possible to get the tangent of the angle (that is needed to be substituted for the a coefficient)
using mathematics. To do it, find on the X and Y axes the segments of values operation (deltas).
Then divide the values Ay/Ax. The result value is the tangent of the angle.

Lower and upper bounds are used to set the limits for input values. Note that the bounds
correspond to the half-open interval. In other words, the lower bound is included in the interval of
valid values while the upper one is not. In case of receiving values beyond the indicated interval,
these values are considered to be invalid. Moreover, depending on the enabling/disabling of the
Apply after calculation checkbox, the indicated limits are applied to the raw values X (disabled
checkbox), or to the processed values Y (enabled checkbox).

Incorrect pairs of values can be removed with the button % To remove all pairs at once, click on
the delete button in the header of the table.

A graphic for the created calculation table can be viewed by clicking the Show chart icon at the top
of the table header.

Methods of filling the table

Fill in all available fields (X, b, and a). Use this method to get the calculation table under your
complete control.
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Fill in only X and b values, and a set as zero. This method is convenient if you need to convert an
analog signal to a digital one.

Fill in only X and a values. In this case, b is calculated automatically. This method is convenient if
you need to get a curve knowing the angles, but without recalculating the Y offset.

In some cases, it is possible to adjust the calculation table knowing the X and Y values. In such
cases use the calculation table wizard (right part of the dialog box).

Chart managing

A chart can be managed using the following buttons:

L ¥ When this button is activated, it becomes possible to scale (zoom) any selected area
Area of the chart. To do this, select the appropriate area by holding the left mouse button.
selecti The procedure can be repeated any number of times.
on

4 This button allows you to return to the default chart scale.
Autos

caling

O / The buttons to scale a chart along the X-axis. Click on the button in order to make the
S visible area of the chart twice as wide/narrow in regards to the current position. Yet
Zoom the center of the chart stays in its place.

in/

zoom

out

This button allows you to save the visible chart area along with the axis in PNG
Save format.

as

PNG
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Example 1: temperature sensor

As an example, let us create a calculation table for the temperature sensor. Suppose that the data
is coming in complement code, i. e. the positive values are from 0 to 127, and negative from 128
(which corresponds to -128 degrees) to 255 (which corresponds to -1 degree).

New sensor x

= @ Generate from X pairs
Calculation Table xX= a* b
0 1 0
128 1 -256
=+ Add line -+
() Lower bound Upper bound Apply after calculation

On the basis of the values indicated in the table, a chart is made. To view the chart, click the Show
chart icon.

Management System- 284



) winlon User Guide

New sensor x

I X e @
Calculation Table 140
iz0
i00
80
&0
40

20

> 0
-20
—40
-60
-80

—100

—120

—140
-80 -60 -40 -20 O 20 40 60 80 100 120 140 160 180 200

X

® The calculation graph always has a somewhat extended view — along the X-axis it
stretches to the right and to the left. This is due to the fact that on the first interval the
function also works in the opposite direction — up to minus infinity, and on the last interval
— up to plus infinity.

Example 2: engine ignition sensor

It is possible to configure a non-digital ignition sensor based on the parameter sending voltage. For
instance, the voltage up to 0.5 V would mean ignition off, and over 0.5 V — ignition on. For such a
sensor, we should create a calculation table as shown above:
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New sensor x
= ® Generate from XY pairs @
Calculation Table xX= a* b * X
0 0 0
05 0 1
=+ Add line +
() Lower bound Upper bound Apply after calculation

Move to the Calculation chart and see if the result meets your expectations.

New sensor ®

I 48 ®Q @

Calculation Table

0.9
0.8
0.7

0.6

0.4
0.3

0.2

-0.3 -0.2 -01 ] 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

Calculation table wizard

The Calculation Table Wizard is a tool that simplifies the process of creating a calculation table. It
is sufficient to indicate input X values and corresponding output Y values. You can use the
calculation table wizard to calibrate a sensor experimentally. For instance, you fill in different
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volumes of fuel into the tank and each time you take the readings from the sensor. The Calculation
Table Wizard is located on the right side of the dialog window. It is disabled by default. To use a
wizard, indicate the Generate from XY pairs flag.

Enter the pairs and click Generate in order for them to be processed by the system. On the basis of
values indicated in the wizard, a calculation table will be created.

The program calculates a and b using the following algorithm.

a is calculated by the formula AY/AX. X- and Y-axial displacement is calculated separately for each
interval, and then Y-axial displacement is divided by X-axial displacement, that is AY/AX.

b is calculated by the formulab=Y —ax X.

® Inthe upper right corner of the table wizard, there are buttons for exporting the introduced
XY pairs into a CSV file and importing values from CSV or TXT files.

Example 1: fuel level sensor

Suppose that 10 liters of fuel was filled and the sensor sent the value 86, then 20 liters were added
and the sensor showed 173, and so on. In the end, we can form a table:

Input values (X) Output values (Y)
0 0

86 10

173 20

252 30

330 40

405 50

477 60
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Input values (X)

546

618

686

749

Output values (Y)

70

80

90

100

User Guide

Enter these pairs into the wizard and click Generate. Based on the entered values, a calculation

table (on the left) is generated.

New sensor
E=IE @ [#| Generate from XY pairs  +H 19 ()
Fi
Calculation Table X a* b * X Y *
0 0.11627906976 || O b4 0 0 b4
a6 011494252873 || 0.11494252873 | X a6 10 b4
173 0.12658227848 | | -1.8087341772" | X 173 20 b4
252 0.12820512820 | | -2.3076923076! | x 252 30 b4
330 013333333333 | | 4 b4 330 40 b4
405 0.133858858888 || 6.25 b4 405 50 b4
477 014402753623 | | -0.13043478261 | x 477 60 b4
546 0.13388858888 | | -5.8333333333. | x 546 70 b4
613 0.14705852352 | | -10.882352041" | X 613 a0 b4
656 0.15873015873 | | -15.8358388858! | x 656 a0 *
749 100 b4
+ Add line + Add line
|\:/| Lower bound Upper bound || Apply after calculation

In order to view a chart, click the Show chart icon.
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New sensor x

Z]RE Q] @

Calculation Table
i00

30
80
70
&0
50
40
30

20

—100 o 100 200 300 400 500 600 700 800

® All the data entered and saved on this tab is available when you open the dialog. Any
changes in the calculation table do not affect the Wizard. In other words, the Wizard only
shows the entered values but does not reflect the current situation.

Now let us see how a and b were calculated. The first interval starts with 0 and lasts until 86. At
that, at the last point the output is 10. So, X displacement is AX = 86 — 0 = 86, and Y displacement
is AY = 10 — 0 = 10. Now a coefficient can be calculated: a = AY/AX = 10/ 86 =
0,11627906976744186.

For other intervals, we apply the same calculation scheme (there will be one interval less than there
are rows in the Calculation Wizard):

Interval X Y a b

N X Y (Y1) = Yay) 7 Ker) — Xiy) Y—axX
1 0 0 (10— 0) / (86 — 0) 0 —ax0
2 86 10 (20 —10) / (173 — 86) 10 — ax86
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Interval

10

11

173

252

330

405

477

546

618

686

749

20

30

40

50

60

70

80

90

100

(Y1) = Yaiy) / Kiier) — X))

(30 — 20) / (252 — 173)

(40 — 30) / (330 — 252)

(50 — 40) / (405 — 330)

(60 — 50) / (477 — 405)

(70 — 60) / (546 — 477)

(80 — 70) / (618 — 546)

(90 — 80) / (686 — 618)

(100 — 90) / (749 — 686)

(110 —100) / (812 — 749)

User Guide

Y—axX

20 — ax173

30 — ax252

40 — ax330

50 — ax405

60 — ax477

70 — ax546

80 — ax618

90 — ax686

100 — ax749

The information on how to make the calibration of a fuel tank can be found here.

Example 2: fuel level sensor

In this example, input X values decline while output Y values grow. Insert the pairs into the Wizard

in any order — they will be rearranged automatically.

Initial data:

Input values (X)

2.8

Output values (Y)
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Input values (X) Output values (Y)
2.58 10
2.18 20
2.0 30
1.65 40
1.3 50
1.25 60
1.1 70
0.96 80
0.6 90
0.32 100

Enter these pairs into the Wizard, generate the calculation table and view the calculation chart.
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New sensor

General |E|E| ® Generate from XY pairs 4318 (2)
Calculation Table X a* b X X Y X
[032 |[-35.714285714:| | 111428571428 | x [032 |[ 100 | x
|06 |[-27.777777777 || 106.866666666 | X |06 || 90 | x
|0.96 |[-71.428571428! | | 148571428571 | x |0.96 || 80 | x
[14 || -66.6666566866¢ | | 143.333333333 | x [14 |[70 | x
[125 || -129.99209290: | | 309.992990099 | x [125 || 60 | x
[13 |[-28.571428571. | | 871428571428 | x [13 || 50 | x
[ 165 |[-28.571428571. | | 871428571428 | x [ 165 |40 | x
[2 || -55.555555855¢ | | 1411111111111 | x [2 || 20 | x
[218 | [-25.0000000001 | | 745000000000 | x [218 |[20 | x
| 258 || -45.454545454: | | 127272727272 | % | 258 |[10 | x
[23 IE | x

= Add line

saawe [

@ Lower bound l:l Upper bound l:l

|| Apply after calculation

o | ED

New sensor

General

Calculation Table

:1=3

110
100
30
80
70
&0
50
40
30
20

10

H¥E ®Q

0

0.5 1 1.5

oo | EETE

Calculated intervals for this sensor are as follows:

User Guide
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Interval X

N X

1 0,32
2 0,6
3 0,96
4 1,1
5 1,25
6 1,3
7 1,65
8 2,0
9 2,18
10 2,58

The information on how to make the calibration of a fuel tank can be found here.

Converting Signed Parameters

100

90

80

70

60

50

40

30

20

10

(Y1) = Yai) / Xgie1) — X))

(90 — 100) / (0,6 — 0,32)

(80 — 90) / (0,96 — 0,6)

(70 — 80) / (1,1 — 0,96)

(60 — 70) / (1,25 — 1,1)

(50 — 60) / (1,3 — 1,25)

(40 — 50) / (1,65 — 1,3)

(30 — 40) / (2,0 — 1,65)

(20 —30) / (2,18 — 2,0)

(10 — 20) / (2,58 — 2,18)

(0—10)/ (2,8 — 2,58)

User Guide

Y—axX

100 — ax0,32

90 — ax0.6

80 — ax0.96

70 —ax1.1

60 — ax1.25

50 — ax1.3

40 — ax1.65

30 — ax2

20 — ax2.18

10 — ax2.58

It is supposed that data received by Wialon in the format of two- and four-byte integer appears to

be unsigned. In other words, all the incoming values (both positive and negative) are displayed as

unsigned, i. e. positive.

If the equipment used by you sends signed values in any parameter (for example, temperature

parameter), it is necessary to create a sensor on the basis of this parameter and adjust a

calculation table in a proper way.
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Parameter analysis

Switch to the Messagestab and request messages for any interval of time. Indicate Show
parameters as raw data. In the column Parameters find the parameter you are interested in and
analyze its incoming values.

Time Altitude, m Parameters

2015-12-11 13:38:28 | 206 adc1=2.586, param240=1, pwr_ext=28.138 |param24=5 |battery_charge=0, /0=5/0
2015-12-11 13:38:59 | 210 adc1=2.608, param240=1, pwr_ext=28.138 |param24=4 |battery_charge=0, /0=5/0
2015-12-11 13:39:09 223 adc1=2.564, param240=1, pwr_ext=28.120 |param24=3 |battery_charge=0, /0=5/0
2015-12-11 13:39:39 | 223 adc1=2.608, param240=1, pwr_ext=28.157 |param24=2 |battery_charge=0, VO=5/0
2015-12-11 13:39:50 | 232 adc1=2.586, param240=1, pwr_ext=28.138 |param24=2 |battery_charge=0, /0=5/0
2015-12-11 13:40:20 | 247 adc1=2.586, param240=1, pwr_ext=28.119 |param24=1, pattery_charge=0, /0=5/0
2015-12-11 13:.40:50 263 adc1=2.556, param240=1, pwr_ext=28.138 |param24=0 |battery_charge=0, '0=5/0
2015-12-11 13:40:50 | 260 adc1=2.578, param240=1, pwr_ext=28.157 |param24=0 |battery_charge=0, /0=5/0
2015-12-1113:41:20 267 adc1=2.578, param240=1, pwr_ext=28.157 |param24=4294957295 |hattery_charge=0, [/0=5/0
2015-12-11 13:41:51 257 adc1=2.556, param240=1, pwr_ext=28 148 |param24=4294967 2095 |battery_charge=0, /0=5/0
2015-12-11 13:42:42 265 adc1=2.549 param240=1, pwr_ext=28.129 |param24=4294957295 |battery_charge=0, [/0=5/0
2015-12-11 13:42:42 | 258 adc1=2.549 param240=1, pwr_ext=28.129 |param24=42949657295 |battery_charge=0, [/0=5/0
2015-12-11 13:42:52 | 244 adc1=2.556, param240=1, pwr_ext=28.138 |param24=4294957 295 |hattery_charge=0, [/0=5/0

You can see that when the temperature goes down and crosses 0 degrees threshold the necessary
negative numbers are constituted with enormously large ones.

Defining the maximum value

Firstly, you should define the maximum threshold for such numbers. In order to do so, take any of
the incredibly large digits, which occurs in the values of the parameter, and enter it into a
calculator in the decimal mode (Dec.). Afterwards, switch to the hexadecimal displaying (Hex.

mode).
View Edit Help View Edit Help
4294967293‘ FFFFFFFD!

@866 ©EEB 0RAR GEAP GBAR BBEE  @9A6 mm‘ 9868 @BAe 0OMe 0BE@ 08RG  0BEE 0888 ae&a‘
53 a7 32 53 47 32
1111 1111 1111 1311 1111 11313 1113 1181 1111 1111 1111 13111 1111 1111 1111 1101
31 15 8 31 8
ex | sl lEmi | |l el weiie e
il [l =l bl Lol el =l bl el |
e - — L L L ::::':‘:i
oo |fal(malle 7 Lo Lo Joudiz]| (8% fmdfsalloells Lo ][5 el
@ores [lon]{ams][0 I = [ 5 )L o Jledlae] | |[@wes [lsullasefimll 2 5 1L o e
__-D‘word < e :|: e [ N T v—" '_:-Dword === nls s |:\ S R —
owora (80l E ] 1 [ 2 ][ 3 [l _ owora | 1o0(mn][ ] 1 ][ 2 ][ 3 [[=]] _
() Byte |Not||And‘ E 0 | ., ‘ + | ) Byte |NotI|AndH E || 0 i , | + ||

Count the register length in the number appeared. Possible values are: 2, 4, 8. If the register length
is less, we should round it up (for example, 5 should be rounded up to 8). In our case the register
length is 8.
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Now letter F should be entered in to the calculator in Hex. mode as many times as the register
length appears to be after rounding up. Afterwards, switch to the Dec mode. Appeared result is the
maximum possible number. You should write it down or memorize.

View Edit Help View Edit Help
e00¢ ©0Pe 000 OOPe ©OPE OGOBe ©0Be BOBe 00p0 9000 0000 ©000 ©Oee ©0ODG ©O00 o009
63 47 32 63 47 32
1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111
31 15 a 31 15 a
Mod || A || mc | MR || ms || Ms || M- Hex Mod| A ||mc || MR || ms || Me || M
| 0 PO - | = A | bl B [lit=i e |[c |
)0 = — — - - od — - =
O8in  ||rot||RaR|| C || 7| 8] 9 '_ % 7 Bin rol [Ror || € || 7 || 8 || 9 | %
@ Qword or Xar D 4 ! 5 6 I_ ® 1/x @ Qword or || Xeor D 4 5| 6 * | 1/x
Dword | | | Dword | | |
E Lsh Rsh = = Lsh Rsh
Word ! E - } 2 3 L — Word E 1 2 | 3 -
Byte Not || and || F 0 . + ) Byte Not || ana || E 0 ki
| |

Sensor calculation table

Open the unit properties and create a sensor on the basis of this parameter. Now you should
create a calculation table for it. Switch to the Calculation table tab of the sensor properties.

We have found out that all the interval of possible values is from 0 to 4294967295. Therefore
possible values start from 0 to the half of the maximum number and negative numbers go from the
half to the end of the maximum number (where the maximum number is the smallest negative
number module). Divide the maximum number by 2, which equals 4294967295 : 2 = 2147483647,5.
It means that positive values start from 0 to 2147483647 and negative —from 2147483648 to
4294967295.

In the calculation table X is the raw value sent by the parameter, a is the coefficient, b is the
necessary correction. And all these values are needed to get a certain Y which appears to be a real
value of temperature.

Whether the coefficient (a) is used for this parameter can be found out in the equipment
specification. In our case, the coefficient equals 0.1, therefore if the value of the parameter sent by
the equipment equals 6, the real temperature is 0.6 degrees.

For the first segment, correction for b is not needed (i.e., 0) but the second segment needs it
because the values go in reverse order (maximum number corresponds to the smallest negative
temperature value module). To calculate b shifting, it is necessary to add one (because we already
have 0) and multiply by a coefficient. Therefore we have: (4294967295+1)x0.1 = 429496729.6. The
received value should be deducted, that is why it should be entered into the calculation table as
negative.

Now you can enter both the intervals (for positive and negative numbers) in the calculation table.
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New sensor

22z

Calculation Table X a’ b »
0 01 0 o
2147483648 || 0.1 4204967206 | X

@ The calculation can be also made in the Hex mode. To do this, enter the letter F as many
times as the number of digits (in our case 8), and then divide by 2. Then go to the Dec
(decimal digits) mode and save or memorize the resulting number. This is the maximum
positive value.

Result analysis

You can analyze the resulting table, switching to the Calculation table tab and clicking Refresh
button.

200M
150M
100M

50M

—50M

—100M

—150M

—200M

Besides, you can estimate the sensor setting on the Messages tab. Request messages on the unit
for the same time interval, and this time select Show parameter as sensor values.
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2015-12-11 13:38:28
2015-12-11 13:28:59
2015-12-11 13:39:09
2015-12-11 12:29:29
2015-12-11 13:39:50
2015-12-11 13:40:20
2015-12-11 13:40:50
2015-12-11 13:40:50
20151211 13:41:20

o o oo oo o o o o o g

0 2015-12-11 12:41:51

Temperature Coefficient

User Guide

0.60
0.40
0.30
020
010
0.30
0.00
-0.10
-0.20
- 030

The temperature coefficient is a sensor which is created on the basis of a parameter that sends

the temperature/voltage and is used to adjust the fuel level in the tank. Any liquids can be

compressed and expanded depending on the ambient temperature, that is why the readings of fuel

level sensor, especially of high volumes (for example, tanker), may seem to be incorrect without

taking into account the temperature values.

The temperature coefficient sensor, as well as other sensors, is created in the unit properties on

the Sensors tab. Press New and fill in the required fields. The type of sensor is Temperature

coefficient, name and description are any of your choice. Unit of measurement is not obligatory. Be

sure to clearly indicate the parameter that sends the temperature data.

New sensor

General MName: *
Sensor type:
Metrics:
Parameter: * (7)
Last message only: (7)
Description:
Validator:

Validation type:

Temperature coefficient

Temperature coefficient -

temp -

Influence of ambient temperature on
MNone -

Logical AND -

Afterwards, switch to the Calculation table tab and using the Wizard enter the coefficient values —

the maximum and minimum temperature coefficient. Beforehand, some preliminary preparations

should be done.

1. Look through the specification and find out the maximum and minimum working

temperatures of your fuel level sensor. In our case they are tyax = +100 and ty,i, = -60°C.
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2. Find out the nominal temperature for the reference volume, in other words, the temperature

which does not change fuel amount that is, does not require the use of a coefficient. In our

case the value is the following: t;5teq = +20°C.

3. Find out the density of a fuel you use (p). In our case it is diesel fuel, whose density is 0.89 t/

m3.

Calculate the values of the coefficients using the following formulas:

(trm:ed - tminjp
P, = 41
1 1000

(tﬂm LT ed)p
1000

P,=1-
Thus we have:

_ (20— (-60))x0.89

1=1.0712
1 1000 +

(100 — 20) X 0.89
1000

P,=1 = 0.9288

Now enter the data found for the minimum and maximum temperature values into the fields of the

Calculation table wizard and generate a calculation table.

New sensor

Calculation Table LS a’ b

#| Generate from XY pairs E m \_

X

Y

-60 -0.0008899999 | | 1.0178 X

=+ Add line

-60
100

1.0712
0.9288

=+ Add line
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@ If the parameter sends not temperature, but, for example, voltage, then instead of the
minimum, maximum, and rated temperature it is necessary to know the minimum and
maximum voltage and also a rated voltage of a reference amount and do the calculations

User Guide

on the basis of this data.

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals
= New Math consumption wizard
Name Type Metrics  Parameter Description Visible Time
1 Driver Driver binding avl_driver i 4 I X
. Engine igniticn .
I
1 Engine sensor on/off int 7 Qg X
1 Temperature Temperature sensor  °C in3 rd 4 I X
Temperature Temperature LIz Gl
I
I cosfficient e temp temperature on the fuel rd Y X
level
i FLs Fuel level sensor | adcl R I X
1 signal qualty GUELI oniof  GQ v A m X

Sensor

Math Consumption Wizard

The wizard simplifies the process of creating and configuring the sensors for the mathematical

calculation of fuel consumption. Calculation of fuel consumption is made in accordance with the

speed of the unit.

To open the wizard, click on the corresponding button in the upper right corner of the Sensors tab

of the unit properties.

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving

Profile Trip Detection Fuel Consumption Service Intervals

=+ New

| Math consumption wizard

While opening the math consumption wizard, the system searches for existing engine operation

sensors (ignition, relative and absolute operating hours) and engine efficiency sensors, and also

checks the values of the previous settings.

The window of the wizard consists of two sections and looks as follows:
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Math consumption wizard Ea

#| Replace current efficiency sensors

Consumption in different modes:

Consumption, I'h 2
Urban cycle, [1100km 10
Suburban cycle, FM100km

¥ Seasonal multiplier, %: 20
From 1 v | December -
To 4|29 v | February =~

In the first section, two options may be available for activation according to the previous properties
of the unit.

Replace current efficiency sensors

Is shown if engine efficiency sensors have been found. The checkbox of this option is activated by
default. When you press OK, the sensors created before are replaced by the new ones. If the
checkbox is not activated, the new sensors are added to the existing ones.

Create previous version-based sensors

Is shown if the unit has previously activated fuel calculation checkboxes. If the option is enabled,
the two sections of the wizard located below become inactive and are filled with the available data.

In the second section you can specify the consumption in different modes and the seasonal
multiplier.

Consumption in different modes

Consumption, I/h — the fuel consumption during idling. If the field is filled in, its value is substituted
in the first ignition sensor. If it is not, then the fuel consumption during idling is calculated
as [urban cycle/10] (according to the statistical data).

Urban cycle, 1/100 km — fuel consumption in the urban cycle (obligatory option).

Suburban cycle, I/100 km — fuel consumption in the suburban cycle.

After pressing the OK button, the ignition sensor is created (or the consumption during idling for
the existing sensors is modified), as well as the engine efficiency sensor with the parameter
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(speed + #speed)/const2. The data for the consumption in urban and suburban cycles and the
minimum moving speed from the trip detector is used for the calculation table.

Seasonal multiplier, %

In this part of the math consumption wizard the multiplying or reduction coefficient for different
seasons is adjusted. In the Seasonal multiplier field the coefficient is indicated in percent (for the
reduction coefficient it should be a negative number). In the fields From and To the time frames of
the season are entered.

If the values for the seasonal multiplier are indicated, after pressing the OK button the engine
efficiency sensor with the parameter time: d is created.

®  All the sensors created by means of the math consumption wizard have the mark (wizard)
in their names.

General Properties

On the General tab of the unit properties, you can set the parameters described below.

® Access required: Edit connectivity settings — to view and edit devices type, phone number,
UID, and access password.

Name

The name of the unit must be between 4 and 50 characters. By this name, the unit is shown on the
map, in the worklist, in the reports.

Device type

Select device type from the list of the supported hardware. The list is formed according to your
license. If the required device is not listed, you can send a request for its integration.

Three devices that are most often used by the current user are listed on the right and can be easily
selected with a simple mouse click. To display the full list of available device types, click on the
entry field once (it should be empty). To quickly find a necessary device type, use the dynamic
filter.

On the right of the entry field there is a button which can be used to configure the device
parameters for the given unit, however, it is active only if this configuration is supported within the
selected device type.
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® Upon creating a unit from WLP file there can be a situation when the device type used by
the source unit is not available for your account. In this case, the device type of a new unit
is automatically changed for the Wialon Retranslator.

Server address

The domain name or IP address of the server (switching with the button P} ) to which the data
arrives, and the port of the device. The port is determined automatically after selecting the type of

the device. This field shows the value specified on the System tab in the administration system.
The field is displayed for the user who has the View connectivity settings access right with regard
to the unit.

Unique ID

Enter the unique ID for the unit required to identify it by the system. Usually, it is IMEI or serial
number. Some types of devices may support two unique IDs. In this case, the additional input field
appears on the right. The maximum number of symbols for an ID is 100.

Phone number

Here enter the phone number of the unit if it has embedded SIM card. The phone number should be
in the international format, e.g., +15557654321. If your device supports two SIM cards, you can
enter the second phone number on the right.

Device access password

This password is required for some device types to execute commands or send data.
Creator

The user who is the creator for this unit (if you have any access to this user).
Account

Here you can see to which account the unit belongs (if you have any access to this account).
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General Access Icon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals

MName: * Delivery Service Miami

Device type: Wialon Retranslator WiaTag Wialon IPS GPS Tag

Server address® nl gpsgsm org 20963 E’

Unique 1D: 123456789000101

Phone number: +5692051384

Device access password:

Creator: user -

Account

Mileage counter. GPS ~ | Current value: | 56510 km  [# Auto

Engine hours counter: | Engine ignition sensor ~ | Current value: | 1313 h | Auto

GFRS traffic counter: Reset Counter Current value: | 0 KB [¢ Auto

Units with the same ID within a certain type of device type, as well as units or drivers with the same
phone numbers, cannot exist in the system. If you are attempting to create a unit with an ID or a
phone number that is already in use in the system, a special alert is displayed. However, the unit is
created anyway but with empty ID or phone number values which can be edited later.

Unit parameters can be set in different measurement systems. When creating new units, the
system of measures for them is taken from the settings of the current user. Therefore, to set a
system of measurement for a unit, it is necessary to select a corresponding system of
measurement in the settings of the current user. For existing units, the system of measures can
only be changed by conversion.

Counters
Access required: Edit counters — to edit current values of counters and calculation methods.

Parameters for counters are adjusted on the General tab. Counters are widely used in the system:
in online monitoring, as well as in reports. Three types of standard counters are supported: mileage
counter, engine hours counter, and GPRS traffic counter.

® In order for the engine hours and mileage by sensors to be calculated correctly, the device
should send data with the required sensor parameters at least once every 100 messages.
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Unit Properties — Clio x

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals

Name: * Clio

Device type: * WiaTag Wialon IPS GPS Tag Wialon Retranslator

Server address: | 193.193.165.165:200:

Unique ID: user

FPhone number:

Password: 1

Creator. ira_test -

Account: irra_test

Mileage counter: GPS ~  Currentvalue: | 202889 km (¢ Auto

Engine hours counter: | Engine ignition sensor ~ | Currentvalue: | 113.13 h Auto

GPRS fraffic counter: Reset Counter Current value: | 1595 KB Auto

Restore Properties | | Export to File Cancel m

Mileage counter
Mileage counter is used to calculate distance in reports.
The mileage counter can be set to one of four methods of calculating:

+ GPS — mileage is calculated by GPS coordinates (possible for any unit).

+ Mileage sensor — mileage is calculated in accordance with the mileage sensor.

+ Relative odometer — mileage is calculated according to the relative odometer sensor which
counts the distance traveled since the last message.

+ GPS + engine ignition sensor — mileage is calculated by GPS coordinates taking into account
the readings of the ignition sensor.

& |If a sensor (including sensor-validator) needs a parameter from the previous message,
such a sensor cannot be used as a method of mileage calculation.

The selected method of calculation affects the data in reports (mileage, duration), tracks (mileage),
and messages (distance). If you choose to calculate mileage by a sensor and your unit does not
have it, the mileage values equal zero.

Engine hours counter

The engine hours counter calculates engine hours by one of three sensors (engine hours are
measured in hours):

* engine ignition sensor;
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+ absolute engine hours sensor;
+ relative engine hours sensor.

You can enter a fractional value for the engine hours counter (it is shown with accuracy to two
decimal places also in unit's extended information on the Monitoring tab and in its tooltip on the
map). The point is used as a separator.

& if a sensor (including sensor-validator) needs a parameter from the previous message,
such a sensor cannot be used as the method of engine hours calculation.

Engine hours counter is widely used in tabular reports.
GPRS traffic counter

The GPRS traffic counter is used to calculate Internet traffic consumed by the unit to transmit and
receive data. Traffic is measured in kilobytes (KB). At any moment, you can reset this counter
manually by pressing the Reset counter button. You will be offered to save the event of reset and
the current value in the unit events history to be exported to the report later.

Counter properties

You can set the current value for each counter. If you activate the Auto option to the right of the
counter, the newly received data will be automatically added to this value.

® The values of the counters are updated every 10 minutes.

To reset the counter manually, type '0' in the Current value field. You can alter (set, reset) the
values of the counters not only in this dialog box, but also with the help of jobs and notifications.
The values of mileage and engine hours can be shown in the unit tooltip and in the extended unit
information.

The Maximum interval between messages and Timeout options are taken into account only in
reports and do not work for counters online.

Access

On the Access tab of the unit properties you can indicate which access rights different user has
towards the unit.

® Required access: Manage access to this item towards the unit you are editing; Manage
user's access rights towards the users in the left part of the dialog.
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The list of users whose access can be changed is displayed on the left. The users with the
coloured background at the top of the list are those who already have some access to this unit.

On the right, the list of both standard and special access rights is displayed where the allowed
actions are checked.

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands
Eco Driving Profile Trip Detection Fuel Consumption Service Intervals
CLa ® né Fresets of access rights for units
Users Mo access Total access Viewing only
| Amaranta |
Aurelian + | Messages Operator
Aureliano Buendia
Caesar Edit Presets
Enrigue Banderas
Eulalia Iglesias
Fernando del Carpio
Francisco Pizarro ltem ACL Unit ACL
ira
José Arcadio # |« View item and its basic properties View connectivity settings (device type....
José Arcadio Buendia
Maria Ramirez ¥ v View detailed item properties Edit connectivity settings
Nuevo usuario
Pilar Ternera Manage access to this item Create, edit, and delete sensors
Ricardo Martinez
Santa Sofia de |a Piedad Delete item Edit counters
Waldo §
Ursula Buendia Rename itern Delete messages
access )
Alvaro Pardo ¥ |v View custom fields Execute commands

Manage custom fields Manage events

7 View admin fields View service intervals
Manage admin fields Create, edit, and delete service intervals

Edit not mentioned properties

L Y R YR YRR YR YR TV C YR Y

Import messages =

Restore Properties Export to File Cancel “

Icon

On the Icon tab of the unit properties, you can select or load any image to display your unit on the
map and on different unit lists.

® Required access: Change icon — to choose an icon for a unit; Edit not mentioned
properties — to rotate unit icon.

To display a unit, you can either use standard icons (click the Icon library button) or upload a
custom image from your computer. To upload an image from computer, click on the current icon,

select an image on your computer, and press OK. Supported formats are PNG, JPG, GIF, and SVG.
Recommended image size is 32x32 pixels.

To delete the current icon, hover the cursor over it and click the Delete button. The current icon
changes to the default one.
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General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving

Profile Trip Detection Fuel Consumption Service Intervals

Rotate icon

= O

299999 rrpssaan
HE BB EBEEE B EcEABEE
Bl = e PRSP D O D
e e A A TE B e G e B B o W W
. e owie @ & & I B e B o e e 5 TS, om

Restore Properties Export to File Cancel “

Be bt

Depending on the course, the unit icon can rotate to show the direction of movement. To do this,
enable the Rotate icon option. It is recommended to select an icon that looks strictly north (i. e.
up), otherwise, the rotation of the icon may be misleading.

If the unit has the icon by default, and the group into which it is included, has the icon not by
default, the unit takes over the group icon. It should be noted that in this case, the icon of the group
does not rotate, even if the corresponding box was checked.

Note that in order to upload individual icons for units, unit groups, and geofences you can use the
Icon Library application (for top accounts only). Icons uploaded to the system using this
application are available in the standard icon library. To facilitate the work with the library, the
uploaded icons are placed in the same list, but separately from the standard ones (at the top).

Advanced Properties

On the Advanced tab of the unit properties, various parameters are set for generating reports,
colors for tracks are adjusted, and speed limitations are set.

® Required access: View detailed properties — to view parameters for reports, driver's activity
source, and messages filtration settings (the first, the second, the third, and the last
sections); Edit not mentioned properties — to edit color schemes of the track/sensor
(middle sections); Edit trip detector and fuel consumption — to edit report parameters, and
driver's activity source; Edit connectivity settings — to edit parameters of messages
filtration (last section).
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General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals

Parameters used in reports

Consumption by rates, 100km 5

Seasonal consumption:

Urban speed limit, km/h: 60
Maximum interval between messages, seconds: : 500
Daily engine hours rate, hours: 9

Mileage coefficient: 1

Speeding

Speeding detection Mone -
Driver activity

Driver activity source: Bindings -
Unit label color B EOEEEEECIC
Track colors

By trips

® Single I | O (I 1] v

Restore Properties Export to File Cancel “

Parameters used in reports

Consumption by rates, 1/100 km

In this field, the fuel consumption per 100 km is indicated. To modify it, you need the Edit trip
detector and fuel consumption access right towards the unit. Positive digital values can be
introduced here. The default value is 0.

Seasonal consumption

Activate this option to set the seasonal calculation of the fuel consumption rate. Specify the fuel
consumption per 100 kilometers (default value is 0) and the period (from — to) when this value
should be taken into account. To modify this field, the user needs the Edit trip detector and fuel
consumption access right towards the unit.

If the Seasonal consumption option is activated, then when a new sensor is created with the help
of the math consumption wizard, the Seasonal multiplier option is activated there by default, and
the value of the coefficient is counted in accordance with the values specified on the Advanced
tab.

Urban speed limit, km/h

This setting is used in the report on trips. If the unit goes with the speed under indicated here, it is
considered as urban mileage. If the speed is higher, this mileage is regarded as suburban. This
property can be used in the trips reports, statistics, and in the advanced drivers reports.

Maximum interval between messages
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Indicate the maximum interval between messages (in seconds). The excess of the specified value
is interpreted by the system as a connection loss. This is reflected in the report on connection
problems, while calculating intervals in the report on engine hours and during the calculation of fuel
consumption by mathematical calculation or by FLS.

Daily engine hours rate

Indicate the daily rate of engine hours to use this value in the engine hours report (when calculating
the utilization and useful utilization). The engine hours operation is defined by the corresponding
counter.

Mileage Coefficient

The mileage coefficient is useful to compare the detected mileage with the mileage by odometer.
The corresponding column can be included in any tabular report containing information about
mileage, and in the statistics.

Speeding

In this section, a method for speeding detection can be selected. The selected option defines the
order of further actions.

None

The default setting for this method is set to None. It means that speedings are not registered by
the system. This option is relevant, for example, for stationary units where such data is not
necessary.

Use fixed limit

For the Use fixed limit method the maximum speed limit is specified individually for each unit in
the field Fixed speed limit. Upon receiving messages with the speed higher than the indicated one,
the speeding is registered by the system. For this method, you can also enter the minimum
speeding duration in seconds (1 second by default). The speeding the duration of which is less
than the indicated one is not registered by the system as a speeding.

Use limits from roads

® The Use limits from roads method is supported only by Gurtam Maps cartographic service.

With the Use limits from roads option, the speeding registration depends on the speed limitations
indicated in Gurtam Maps (provided that the road limit is higher than 30 km/h). In other words, the
system contains the data on speed limits for the particular road section, and if a unit exceeds this
speed limit while moving by this section, the speeding is registered. For this method, you can
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indicate the tolerance on speeding value. In this case, a speeding is considered to be the
movement at a speed that is higher than the sum of the values of speed limit and tolerance on
speeding. For example, in some countries exceeding the speed limit by 10 km/h is not a violation,
that is why you can indicate 10 km/h tolerance on speeding. Therefore, by a road with the speed
limit of 60 km/h, the unit can move with a speed of 70 km/h, and this speed will not be considered
a speeding. Moreover, here (the same as for the previous method) the minimum speeding duration
can be indicated.

® If «0» is indicated in the field Min. speeding time, seconds, the speeding is registered even
if there is only one message with speeding, The duration of such interval in the reports is
00:00.

Speedings are registered in the system, and subsequently, you can generate a speedings report.
Moreover, during building a track you can enable speeding markers which highlight the
corresponding events on the track.

Driver activity

Information on driver activity helps to track whether the driver follows the AETR standards or not.
Such information is displayed in the unit or driver tooltips as well as in the extended unit
information if the corresponding checkbox is indicated in the user settings.

This section allows choosing the source for determining driver activity. The dropdown list contains
3 items: None, Tachograph, and Bindings. If the None item is chosen, the unit or driver tooltips or
the extended unit information do not show the current data on the driver activity. If the Tachograph
item is chosen, the information on the activity of a driver bound to this unit is received from the
tachograph installed in the vehicle. If the Binding item is chosen (for example, if a vehicle is not
equipped with a tachograph), the activity of a driver bound to this unit is determined in the
following way:

+ Driving status is registered as the driver activity when either trip or stop have been detected
for a unit.

« Work status is registered when parking has been detected.

+ Rest status is registered upon unbinding a driver from such a unit.

Unit label color

By default, the names of the units and drivers assigned to the units are red on the map. However,
you can change this color here and even set various colors for different units.

Unit label color B NONEENECO
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Track colors

Different colors can be used to show on the map not only the unit itself but also its movements
(tracks).

Tracks can be built on the Tracks, Messages, Reports, or Monitoring (the Quick track option) tabs.

Different parts of the track can be colored differently. The settings are made in the Track colors
section on the Advanced tab of the unit properties. There are 4 mutually exclusive options: By trips,
Single, By speed, By sensor. The option selected in the properties of the unit is also selected for it
by default in the tracks panel.

By trips

This option is designed to change the color of the track in accordance with the trips, which are
determined by the trip detector.

Single

This option is designed to color the track in one color, which is convenient, for instance when
building tracks for unit groups so that they do not visually merge with each other. The color of the
track is selected from the palette.

® When you sequentially build several tracks for one unit, a different color is used for each of
them (taken in order from the palette).

® single I EOEEEEEC

By speed

This option is designed to change the color of the track depending on the speed. To set the values
for the speed intervals and indicate their colors, click on the button *+ . The track color is set for
each interval individually. In other words, it is necessary to set an interval, select the color, and click
OK. Afterwards, the same procedure should be done for the rest of the intervals. Pay attention to
some peculiarities of setting intervals and choosing their color:

* No value in the first field corresponds to -, in the second — to +.

+ When you add an interval that intersects with an existing one and goes beyond its
boundaries, the added interval overwrites the existing interval.

« When you add an interval that intersects with an existing one and does not exceed its
boundaries, a new interval is inserted inside the existing one. Both intervals, to which the
existing one was broken, receive its color.

* You can select a color from the palette or specify it in the HEX format in the field above it.
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Upon completion, the intervals of the selected color are displayed on the scale. To edit the interval,
click on it with the left mouse button, make the changes and click OK. To reset the settings to their

default state, click on the button 2 to the right of the scale.

# By speed + o

By sensor

This option is designed to change the color of the track depending on the readings of a sensor.
Select a sensor from the dropdown list (the list is formed on the basis of all the sensors created for
a unit). For each created sensor, you can set the interval values and pick their colors. Therefore,
when this option is activated, the colors indicated on the interval scale in the properties of the
selected sensor are used to draw the track.

# By senszor Speed A

Usage of sensor colors

In this section there are three dropdown lists that allow selecting the sensors, the colors of which
should be used for:

+ showing sensor state in the list of units on the Monitoring tab;

+ indicating by color the last state of the sensor of the unit on the map;

+ showing the battery level of the device in the work list on the Monitoring tab and in its
monitoring options menu on the map.

Usage of sensor colors

Manitoring panel: Diriver binding b
Maotion state signs: speed i
Battery level: Battery -

If the unit does not have proper sensors, the options are blocked (inactive).

To configure a sensor that shows the battery level, it is necessary to create a custom sensor with
the parameter in which the device sends data about the battery. If these data are not sent in
percent, but in volts, it is necessary to fill in the calculation table for the sensor in order to display
them correctly in the system.

Messages validity filtration

All the messages are stored in the system without any exception. However, in the case of data
spikes, lack of coordinates, etc. such messages may distort the mileage count and various
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indications in the reports. That is why, it is recommended to enable the filtration of data, in which
invalid messages are not taken into account. To adjust the filtration settings, fill in the fields
described below. Please note, that the filtration applies only to new messages.

Allow positioning by cellular base stations

Positioning by cellular base stations (LBS detection) is an alternative method of defining unit
location. This method involves the use of cellular base stations as reference points for the location
detection. Note that the method is not as accurate as the use of GPS, and just allows to receive the
approximate location. When this checkbox is enabled, the LBS detection is used only if it is newer
than the GPS data.

Skip invalid messages

Some controllers may send a flag about coordinates validity/invalidity in messages. A message
with invalid coordinates is marked by the flag of invalidity, and when sending such a message to
the server, the current time and the last valid coordinates are given. Wialon will consider this
message as a message without position data, and it will be not used when constructing movement
tracks, detecting the location in reports, etc. However, if this message contains other parameters
(such as sensors), they will be used.

Minimum satellites

If the number of satellites locked is lower, the message is considered to be invalid. The
recommended value is at least four.

Maximum HDOP value

HDOP stands for the Horizontal Dilution of Precision. HDOP is an error in the horizontal plane, at
which the messages are considered valid. The smaller this parameter, the more accurately the
coordinates are determined. If the HDOP value in the message is greater than the specified value,
this message is marked as non-valid. Any messages with missing or zero coordinates, also
undergo filtering, even if the device did not mark such a message as invalid. A message is
recognized as invalid if at least one coordinate (longitude or latitude) is zero.

Maximum speed value

The messages containing speed higher than or equal to the value set here are marked as invalid.
The default 0 value does not affect filtering.

Custom Fields

On the Custom fields tab of the unit properties, you can create fields that display additional
information about the unit, for example, fuel type, year of manufacture, load capacity, etc.
Moreover, here you can indicate any external links. Some of these fields can be marked as
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administrative (the checkbox before the field), i.e. they are visible only to users with the
appropriate rights.

® Required access: View custom fields — to view general custom fields; Manage custom
fields — to create new fields, as well as edit and delete existing ones; View admin fields —
to view administrative custom fields; Manage admin fields — to create, edit, and delete
administrative fields.

Enter a field name and its value and click the Add button. To delete an incorrect field, click

Remove.
General Access Icon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals
Name Value
Model HD 48 X
t Year of issue 201 X
Color white ®
i System number 2548 x
Fuel petrol 98 -+

The next time you open the unit properties, the entered fields will automatically be arranged in
alphabetical order.

Application of the unit custom fields:

+ In the unit tooltip and in the extended unit information (if enabled in the user settings);
+ In the Custom fields table that can be generated both for a unit and for a unit group;

+ On the Monitoring tab to search units by some property;

+ In the text of notifications.

Unit Groups

On the Unit groups tab of the unit properties, you can view whether the unit is included in some
group or not.

To the left is a list of existing groups, to the right — only those groups that include this unit. Use the
Add/Delete buttons to include a unit in a particular group or exclude it from the group.
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General AcCcess lcon Advanced

Profile Trip Detection Fuel Consumption

Name

Q

Agro

Buses

Trucks
Motorbikes
Delivery service
City transport
Taxi

Select All

Restore Properties | | Export to File

Commands

Sensors Custom Fields Unit Groups Commands Eco Driving
Service Intervals
- Name

Q
VIP cars
Business trip
Company transport

»

«

Select All

User Guide

On the Commands tab in the unit properties, you can create and configure commands to be sent to

the unit. A command can be sent manually from the monitoring panel and automatically by means

of jobs and notifications. If you want a command that was sent automatically to be executed by

several units at once, make sure that it has the same name in the properties of these units.

@ To work with commands, the Commands service should be activated for the account. To

send a command to the unit, the user should have the View commands and Create, edit,

and delete commands access rights to this unit.

General Access Icon Advanced

Profile Trip Detection Fuel Consumption

+ New

Command name

Message
Send custom message (custom_msg)

Block engine
Elock engine (block_engine)

Send position
Query position (guery_pos)

Sensors Custom Fields Unit Groups Commands Eco Driving
Service Intervals
Phone number Channel Parameters Queue
+7123371041 Virtual 3 qQ Iy
+7123371041 Auto 1 Q M
+7123371041 Virtual = A Iy

The list of commands contains the following information: command name, phone number and

channel used for sending the command, parameters, and the number of commands in the queue.
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When pointing with the mouse cursor to the queue, you can see an icon for clearing it. At the end of
each line, there are icons for configuring, copying, and deleting a command.

To add a new command, click New ( + ). Specify the properties described below and click OK. To
create a command from the existing one, click on the icon i

Command properties

Commands have the following properties:

Command name

The name of the command (names cannot be repeated within the same unit).
Command type

The original name of the command in the system. The list shows only the commands supported by
this device. See the list of standard commands supported by Wialon.

Channel

Select the channel (the type of connection) by which the command should be sent: Auto, TCP,
UDP, Virtual, SMS. If the Auto type is set, the program automatically selects a channel which is
available at the moment of execution (If more than one connection type is available, the priorities
are the following: UDP, TCP, SMS, Virtual). The list of connection types also depends on the device
type indicated on the General tab.

Note that if the channel type is TCP or UDP, the unit is required to be connected at the moment of
the execution. If it is not connected, you can send a Virtual command. In this case, it is queued and
sent over the GPRS channel when the connection is established.

& The Virtual commands are not available for all the hardware types and can be added upon
request.

To execute the GSM command, make sure to specify the device's phone number in the
international format in the unit properties and activate the SMS messages service for the account.

Phone number

Phone number is required only for SMS commands. Some types of devices can support two SIM
cards, so a unit can have two different phone numbers. Here you choose which of them should be
used to send the command: first/second/any. The same as with the parameters and link type, the
phone number selected here cannot be changed at the moment of sending the command.

Access rights
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Indicate the access rights the user must have to execute this command. To select a combination
of rights, press the Ctrl key. Regardless of the rights listed here, the Execute commands checkbox
is required anyway.

Parameters

Some commands require additional parameters. It can be, for instance, the input/output number,
report interval, etc. These parameters can be set when configuring the command, and in this case,
they are applied automatically each time when the command is being executed. Thus, several
commands with different parameters and link types can be created on the basis of one command
type. However, it is not obligatory to set parameters when creating a command, because you can
indicate them during the execution manually. To do so, mark the checkbox Without parameters. It
is impossible to change parameters (as well as connection type or phone number) if they are set.

New command bt
Command name: Fosition

Command type: Send message to driver (driver_msa) -
Channel: Auto -
Phone number: se any -

Indicate access rights reguired for users to execute this command:

View item and its basic properties

View detailed item properties

Manage access to this item

Delete item

Fename item

View custom fields

Manage custom fields

View admin fields

Manage admin fields

Edit not mentioned properties

Change icon

Cluery reports or messages

Edit ACL propagated items

Manage item log

View connectivity settings (device type, UID, phone, access password, messages fil
Edit connectivity settings -

#| Without parameters

When creating the Send custom message command, it is possible to create groups and add
messages into them. It allows you to quickly find the required message while executing the
command.

To create a new group, click Add a group.
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Without parameters

Message: Update =l

== Add a group

Group: Feneral -
Stored messages: G0 back to warghouse X
Mew order »

Enter the name for the group in the appeared field. Press Save = The group is added to the drop-
down list of the message groups.

To add a message to the group, enter the text of the message. Then, in the drop-down list of
groups choose the one it should belong to.

Press Save. The message appears in the list below. Messages and groups can be removed by

pressing the button x

To save the changes, click OK. If you want to dismiss the changes, press Cancel.

For details on sending the commands, see Commands.

Commands for flespi devices

A set of commands available for a flespi device depends on its type. When creating a command,
you can configure its parameters. To do this, deactivate the Without parameters option and click
on the Configure button. Next, enter the necessary parameters and click Apply.

If the Without parameters option is activated, you should indicate the parameters every time before
sending the command.

For more information about how to send commands from Wialon to flespi devices, follow this link.

Eco Driving

Driving behavior influences the condition of a transported cargo, as well as the technical condition
of a vehicle used. Wialon system possesses the functionality that allows receiving an assessment
of the driving quality. The functionality helps to evaluate how a driver treats the entrusted vehicle,
and as a result, improve the safety of driving, prolong the life of the vehicle fleet, reduce fuel costs,
and ensure the safety of the cargo.
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With these settings configured correctly, you can execute the special Eco Driving report as well as
include columns with penalties and general rating into many other reports.

® Required access: View detailed item properties — to view the tab; Edit trip detector and
fuel consumption — to edit the tab.

Settings

The Eco driving tab is a form where you should indicate the parameters used for penalty scoring.
To add the eco-driving criteria, choose one of two options: use a preset criterion of one of the
available templates or customize your own.

In the top left part of the Eco driving tab window, select one of the three available templates:
Automobile, Truck, Bus.

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands

Eco Driving Profile Trip Detection Fuel Consumption Service Intervals

Preset: | Automobile ~ Add Calculate acceleration by: | GPS and Eco Driving parameters
Automobile
== Add ar Truck
Bus

Click Add. Below appears a list of preset criteria for the selected transport type (if there are already
criteria set for the unit, the criteria from the list is added to the existing ones). Select the required
criterion and click the button in the shape of the wrench to change it. Press Save.

To add your own criteria, press Add a new criterion and fill in the required fields. Parameters are
conditionally divided into 2 types: key parameters (obligatory fields, marked with an asterisk), and
additional (optional) ones. Key parameters include criterion, name, sensor (if Custom criterion is
chosen), and penalty value. In addition, here you can specify the minimum/maximum violation
value. Additional parameters include validator, multiplier, averaging, minimum/maximum duration,
and speed. After filling out the form, you can either save the selected criterion with its name and
individual parameters or clear the form using the corresponding button.

To calculate acceleration (speedup, slowdown, turn, and reckless driving), the system uses
different methods of data analysis: GPS, Eco Driving parameters or a combined one (GPS and Eco
Driving parameters). By default, the data is analyzed on the basis of the combined method. When
choosing GPS, the calculation of acceleration is made based on the positional data. When
choosing Eco Driving parameters, the calculation is made in accordance with special parameters,
which contain maximum acceleration value for the period between the messages. Only some
devices can transfer these parameters. If GPS and Eco Driving parameters are chosen together,
acceleration calculation is made based on both the positional data and special parameters.
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Afterwards, the system chooses the biggest value. Note that the chosen method is applied to all
the configured criteria.

General Access Icon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection | Fuel Consumption Service Intervals
Preset. | Automobile - Add Calculate acceleration by: | GPS and Eco Driving parameters «

= Add a new criterion

*Criterion: Speeding, km/h A Validator: None -
*Mame: Speeding Averaging: By mileage -
Min/max value: | 20 30 Min/max duration: | 5 sec
*Penalty 4000 Min/max speed: km/h
Cancel Clear m
Name Criterion Min value Max value Penalty Advanced
Acceleration: extreme Acceleration 04g 2000 | Averaging: By mileage 4 g o x
Acceleration: medium Acceleration 031g O4g 1000 | Averaging: By mileage { F X
Brake: extreme Braking 0359 2000 | Averaging: By mileage 4, Fg X
Brake: medium Braking 0319 035¢g 1000 | Averaging: By mileage <4, Fg x
Harsh driving Reckless driving 03g 300 Averaging: By mileage a4 g o x
-
Restore Properties Export to File Cancel “
Criteria

Criterion is a key parameter on the basis of which a driving quality can be determined. Wialon
system supports the work with the following criteria: speeding, acceleration, braking, turning,
reckless driving, and a custom one. The detailed information on every criterion is presented below.

Speeding

In the corresponding fields indicate a speeding value (minimum — maximum) in km/h which
should be detected as a violation, and also a penalty value charged for this violation. Moreover,
additionally, you can select a validator (multiplier), averaging, and also indicate min/max duration
and min/max speed at which a violation is detected. Note that speedings are detected by the road
speed limits (provided that the road limit is more than 30 km/h). However, in additional settings, it
is possible to specify the min/max speed at which the violation is fixed.

Acceleration

This parameter is used to detect unreasonably hard vehicle speedups. In the corresponding fields,
indicate an acceleration value (min — max) measured in g which should be detected as a violation,
and also a penalty value charged for this violation. Moreover, additionally, you can select a
validator (multiplier), averaging, and also indicate min/max duration and min/max speed at which a
violation is detected. Such option as min/max speed can be applied, for example, in order to
exclude low-speed accelerations from a report.
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Braking

This parameter is used to detect unreasonably hard deceleration of the vehicle. In the
corresponding fields indicate a braking value (min — max) measured in g which should be detected
as a violation, and also a penalty value charged for it. Also, additionally, you can choose a validator
(multiplier), averaging, and also indicate min/max duration and min/max speed at which a violation
is detected. Such an option as the min/max speed can be applied, for example, in order to exclude
low-speed braking from the report.

Turn

This parameter helps to evaluate the quality of passing the maneuver on the basis of the course
during the turn, as well as the acceleration of the vehicle. In the corresponding fields indicate a
value (min — max) measured in g which should be detected as a violation, and also a penalty value
charged for this violation. Moreover, additionally, you can choose a validator (multiplier), averaging,
and also indicate the min/max duration and min/max speed on which a violation is detected.

Reckless driving

This parameter is used to detect unreasonably hard accelerations prior to deceleration. In the
corresponding fields, indicate a value (min — max) measured in g which should be detected as a
violation, and also a penalty value charged for it. Also, additionally, you can choose a validator
(multiplier), averaging, and also indicate the min/max duration and min/max speed at which a
violation is detected.

According to the indicated settings the system detects so-called peaks of violations, afterwards
sets the value for every peak, and also identifies intervals on which the peaks can be found.
Furthermore, if you have several Reckless driving criteria with different violation settings, the
system determines which one of them suits most. Afterwards, the filters indicated in the additional
parameters section are triggered:

* min/max speed — on the basis of the received parameters, the system determines the
maximum speed on the interval. Then the calculated speed is compared to the indicated
speed range. If the calculated speed matches this filter, such a violation gets into the report.
Otherwise, it is not included.

+ min/max duration — if the duration of the criterion exceeds the minimum duration value
indicated in the filter, such a violation gets into the report. If the duration of the criterion
exceeds the maximum duration value, the penalty is multiplied by the number of maximum
values detected on the violation interval.
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As it has been mentioned before, a validator (multiplier) can be used for this criterion. The basic
principles of using the validator (multiplier) are described below, in the Additional parameters
section.

Custom

This parameter uses any sensor created in the system for a violation detection. Using a custom
criterion, it is necessary to select a sensor itself (from the dropdown list), indicate the min/max
violation value, and a penalty charged for it. Afterwards, you can choose a validator (multiplier),
averaging, and indicate the min/max duration and min/max speed at which a violation is detected.

Key parameters

Criterion
Violation type (speeding, acceleration, braking, turn, reckless driving, custom).
Name

Any name for the criterion chosen above. It is considered to be an obligatory field because the
system allows the same criterion to be chosen multiple times.

Penalty
A number of penalty points charged for the violation of such type.
Sensor

This parameter is available upon choosing the Custom criterion. Any sensor created for the unit
can be used. Violations are registered using the values of the chosen sensor. Note that when
working with a digital sensor you can indicate additional settings:

Violations from device — when this checkbox is activated, the duration of the violation coincides
with the interval of the sensor operation (from on to off).

Min/max value

It is a range of violation values. If the received parameter value falls within the range, a violation is
recorded (minimum value is included into the range, and the maximum is not).

For all the criteria except the custom one, the integration of intervals can be applied. In other
words, if a repeated violation occurs during 10 seconds after the end of the primary one, then both
these violations will be connected into one.

& When evaluating the driving behavior, the speeding is determined by road limits.
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Additional parameters

Validator

One of the sensors created for the unit, which is used to confirm or deny the incoming values by
the selected criterion. The violation gets into the report upon receiving a positive value from the
validator. Otherwise, the violation is not included into it.

Moreover, if you check the Multiplier box, the sensor chosen as a validator is used as a coefficient,
multiplying the penalty score.

Here it is an example. If the main objective of the company is to provide the safety of the cargo
during its transportation, the severity of violation evaluation should become higher. It is necessary
to create a weight sensor and use it as a validator-multiplier. 0 value is received when the vehicle is
empty, any positive value received for the loaded one. So, in case of speeding by the loaded
vehicle, the penalty value is multiplied by the value of the validator.

Min/max duration, sec

The range of the duration of the criterion (from — to) at which a violation is recorded. If the
duration of the criterion exceeds the minimum value indicated in the duration range, such a
violation gets into the report. If the duration of the criterion exceeds the maximum value indicated
in the duration range, the penalty is multiplied by the number of maximum values detected on the
violation interval.

Min/max speed, km/h

The speed range (from — to) at which a violation is recorded. The system determines the
maximum speed at a violation interval. Afterwards, this speed is compared with the specified
range values. If the determined speed matches the indicated speed range, such a violation gets
into a report. Otherwise, it is not included.

Averaging

There are 3 options for working with averaging:

Averaging is disabled. The penalty points received for the trip are summarized. Besides, they are
accumulated in a linear progression. So, the bigger the trip interval is, the more violations can be
registered.

However, this method does not match everyone. Therefore, it is possible to connect penalties with
time or mileage intervals, and receive the average value of penalty points for the interval.

Averaging by mileage. Using the averaging by mileage, the total amount of penalty points is divided
by the mileage of the trip. Therefore, as a result, we receive the average amount of penalty points
for every kilometer of the trip.
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Averaging by time. Using the averaging by time, the total amount of penalty points for the trip is
divided by the duration of the trip. Therefore, as a result, we receive the average amount of penalty
points for every minute of the trip.

& |f atrip is less than 1 minute, then averaging by mileage or by time cannot be applied.

Profile

On the Profile tab of the unit properties in the corresponding fields, you can enter registration and
technical information concerning a vehicle. Depending on the checkboxes indicated in the user
settings, profile information can be displayed either in the work list or in the unit tooltip. Besides,
the characteristics of the unit can be displayed in the corresponding report. Moreover, the
characteristics, as well as other unit properties can be imported or exported.

® Required access: View custom fields — to view this tab, Manage custom fields — to edit

this tab.
General Access Icon Advanced Sensors Custom Fields || Unit Groups | Commands
Eco Driving Profile Trip Detection || Fuel Consumption | Service Intervals
General parameters
VIN: (7) 999777555
Reference book
Vehicle type: Coupe - E'—
. Cabriolet
Registration plate: Vehicle type Cabriolet «
Brand: Hatchback
Minivan El_ Coupe X
Model: Pickup
Sedan El_ Hatchback X
Year: Supercar
SUV Minivan x
Color Touring El— Pick
ickup x
Engine parameters SuUv x
Engine mogel 440 Six Pack - El— Sedan «
Engine power, kW 201 - E|_ Supercar «
Engine displacement, ccm: 50 - E'_
Touring x
Primary fuel type: - EI— -+ Add i
itern
Cargo parameters
Cargo type: - | [
Carrying capacity, t e
Restore Properties | | Expori to File Cancel “

In addition to the standard input fields, the combo boxes (fields which allow to enter the value, then
select the value from the drop-down list, and filter the drop-down list based on the entered value)
are also displayed on the Profile tab. The dropdown list consists of values saved in the reference
book. The reference book may contain up to 100 values for each combo box. The reference book
can be filled in manually (open using the button to the right of a combo box and add new values) or
automatically (enter values in combo boxes and save the entered characteristics).
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® Depending on unit settings, different measurement systems can be used in the profile
characteristics.

Trip Detection

The trip detector is configured in the unit properties and is used to detect movement intervals
(trips) and idles (stops, parkings). Depending on the equipment and settings on this tab, the
reports, depending on the intervals of movement and idles, can look quite different. Therefore, it is
important to set the correct settings here.

® Required access: View detailed properties — to view this tab; Edit trip detector and fuel
consumption — to edit this tab.

General Access Icon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving

Profile Trip Detection Fuel Consumption Service Intervals

Movement detection: Engine ignition sensor -
Min moving speed, km/h: 1

Min parking time, seconds: 300

Allow GPS correction: |

Min satellites count: 2

Max distance between messages, meters: 10000

Min frip time, seconds: 60

Min frip distance, meters: 100

Movement detection

There are five main methods to detect movement.

GPS speed. Can be applied to any device type and configuration. The parameters of this method
are described below.

GPS coordinates. Can be used for devices that send location data only since speed is not taken
into account when calculating motion. The movement is detected if coordinates in two successive
messages are different. This type of movement detection is always used with GPS correction (see
below).

Engine ignition sensor. Available for units that have ignition sensor. The movement is detected
upon meeting two conditions: the sensor should be switched on and the message is received at a
speed that is greater than or equal to the minimum speed. The end of the movement is detected
when the sensor is switched off or a speed value is less than the indicated minimum moving
speed. Also, movement is considered to be terminated when the timeout is exceeded.
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Mileage sensor. Can be used for units which have a mileage sensor. The sensor transmits absolute
mileage. The movement is detected when the values of the distance sensor increase and the
message is received at a speed greater than or equal to the minimum speed. Moreover, if the
speed parameter is absent or invalid, the state of motion is determined only by the growth of the
values of the mileage sensor.

Relative odometer. Shows what distance the unit has travelled since the previous message. The
movement is detected upon receiving a message with more than 0 value of a relative odometer
and speed value higher than the minimum moving speed. Moreover, the state of movement can be
detected using relative odometer values only, if the speed parameter is missed or invalid.

After the movement detection method is chosen, use the parameters described below. These
parameters allow detecting the states of movement, such as trips, parkings, and stops.

Detection of movement states
Min moving speed

Specify what speed should be considered as the beginning of the motion. This is required to
exclude data outliers. The equipment can determine coordinates with some inaccuracy, therefore
assign a low speed to the unit that is not actually moving. Set this parameter to exclude such
cases from the trips. When determining movement by a sensor (for example, ignition), this
parameter is used to detect stops inside a trip.

Min parking time

Specify how long (in seconds) the unit should be motionless to register this as a parking. This
option allows you to include stops (in traffic jams, at lights or intersections) in a trip (instead of
breaking the trip). However, if the time interval between the two closest messages is longer than
the minimum parking time, the trip is broken into two parts. When detecting trips by the sensor (for
example, ignition), this parameter is applied only to intervals with the sensor off or at a speed less
than a minimum moving speed. If Allow GPS correction is on, the value of the minimum parking
time should be no less than 10 seconds. Note that to detect a parking duration, it is necessary to
receive at least two messages with a speed value below the min moving speed indicated.

Allow GPS correction

This option is applied automatically for the first two types of motion detection. In case you use one
of the sensors (ignition, mileage, or odometer), to receive more precise data in reports, you can use
GPS correction in addition. To activate the GPS correction of trip/stay detection, check the Allow
GPS correction box and configure the parameters described below.

Min satellites count
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Specify the number of available satellites at which you should consider the data to be valid. The
recommended number is three and more, but for some types of equipment two is enough.

Max distance between messages

This setting is applied in the following situation: if from the previous message to the current one a
unit has moved a distance greater than the specified one, the previous interval is terminated and a
new one begins. The value of this field should be at least 50 meters.

Min trip time

This parameter is designed to exclude cases of the data outliers. For example, the unit in a parking
lot moved from one place to another, and the movement of 40 seconds was detected. To exclude
such cases from trips, set the minimum trip time (in seconds).

Min trip distance

This is a similar parameter. But here you indicate the minimum trip distance. For example, the car
is parked, and the device sends coordinates according to which the car has moved slightly. It can
happen due to the permissible equipment error. This situation can be counted for movement and
to exclude it, indicate how far the unit should move to consider it a trip.

Fuel Consumption

Fuel fillings and thefts can be detected only if a unit has fuel level sensors and has the Fuel level
sensors option activated. Fuel consumption is calculated if there are fuel consumption sensors.
The determination accuracy depends on the accuracy of the installed sensors as well as on their
correct configuration. The parameters adjusted on this tab are used during the calculations. For
your convenience, they are divided into several sections.

® Required access: View detailed properties — to view the tab; Edit trip detector and fuel
consumption — to edit the tab.

Management System- 327



o ;
) wimlon User Guide

General Access lcon Advanced Sensors Custom Fields uUnit Groups Commands

Eco Driving Profile Trip Detection Fuel Consumption Service Intervals

Fuel fillings/thefts detection

Minimum fuel filling volume, liters: 10
Minimum fuel theft volume, liters: 10
Ignore the messages after the start of motion, sec: 20
Minimum stay timeout to detect fuel theft, sec: 0
Timeout fo separate consecutive fillings, sec: 300
Timeout to separate consecutive thefis, sec: 300

Detect fuel filling only while stopped:

Timeout to detect final filling volume, sec:

Detect fuel theft in motion

Time-based calculation of fillings:

Time-based calculation of thefts: rd
Calculate filling volume by raw data:

Calculate theft volume by raw data:

Consumption by math and rates :’__','-

#| Fuel level sensors
Replace invalid values with math consumption:
Time-based calculation of fuel consumption:

Fuel fillings/thefts detection

Minimum fuel filling volume

The minimum increase of the fuel level that should be considered a filling.
Minimum fuel theft volume

The minimum decrease of the fuel level that should be considered a theft.
Ignore the messages after the start of motion

This feature allows skipping the indicated number of seconds at the beginning of the movement
when due to different factors the received fuel level data may not be very accurate. The beginning
of the movement is registered when the minimum moving speed set in the Trip detection tab is
achieved.

Minimum stay timeout to detect fuel theft

The minimum duration of the interval with no movement, followed by a decrease in the fuel level in
the tank for more than the minimum fuel theft volume indicated above.

Timeout to separate consecutive fillings

The system can sometimes detect more than one fuel filling during a short time interval. In such
cases, they can be combined in one if the time between them (timeout) does not exceed the time
specified in the setting.

Timeout to separate consecutive thefts
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This feature is similar to the previous one. Thefts are not summed up if the timeout is exceeded
and if the fuel level has increased between them.

Detect fuel filling only while stopped

When this option is activated, fuel fillings are detected only at stops, that is, when the speed of the
unit is lower than the minimal speed indicated in the trip detection. This allows reducing the
number of false fillings which may be caused, for example, by fuel level fluctuations during the
movement.

The initial fuel level is taken from the first message without movement or from the last message
with movement.

If you type a certain value in the Timeout to detect final filling volume field, the system also
detects fillings during this period after the end of the stop.

® I the time period between stops is less than the value specified in the Timeout to detect
final filling volume field, these stops and the movement intervals between them are
considered as one stop. The start time of the first stop is considered to be the start time of
the filling, whereas the time after the end of the last stop and the expiration of the timeout
is considered to be the end time of the filling.

Timeout to detect final filling volume

in the process of filling there can be interruptions. This option appears if the previous one is
selected and allows to set the duration of such interruptions. In this case to determine the fuel
level after refuelling, not the last message that corresponds to a filling is used, but the one that
follows the indicated timeout.

Detect fuel thefts in motion

Traditionally, fuel thefts are searched during the stops. This feature allows searching for them
during the motion, too. For example, it may be useful for ships. However, in many cases, it may
cause the detection of false fuel thefts due to probable fuel level differences while, for instance,
moving on rough terrain.

Time-based calculation of fillings

It is recommended to use this calculation method for the units with high fuel consumption during
the idling (generator, tower crane, etc.). When it is activated, the whole time period is taken into
account regardless of trips/stops.
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@ For a time-based fuel calculation, the Time-based calculation of fillings, Time-based
calculation of thefts and Time-based calculation of fuel consumption options should be
activated simultaneously.

Time-based calculation of thefts
The feature is similar to the previous one, only applicable to fuel thefts.
Calculate fuel filling volume by raw data

With this feature activated, the initial and the final fuel levels on the interval corresponding to the
fuel filling are replaced with the values from the messages before applying the filtration. This
occurs only when the value from raw data exceeds the value obtained as a result of filtration.

Calculate theft volume by raw data

With this feature activated, the initial and the final fuel levels on the interval corresponding to the
fuel theft are replaced with the values from the messages before applying the filtration. This
occurs only when the value from raw data exceeds the value obtained as a result of filtration.

® Fuel fillings and thefts can be controlled by means of the tabular Fuel fillings and Fuel
thefts reports, as well as the Send fuel information by email or SMS job or the notification
about fuel fillings/thefts.

Fuel level sensors

When this type of sensors is used, the fuel consumption is determined on the basis of its level in
the tank according to the following formula: [fuel level value at the beginning of the interval] -
[value at the end of the interval] + [fillings] - [thefts] (if the Exclude thefts from fuel consumption
option is activated in the report settings).

® The intervals are different for different report tables. You can learn more about the intervals
from the description of the tables.

Replace invalid values with math consumption

If the feature is activated, in case of erroneous values on an interval they are replaced by the values
calculated mathematically. The mathematical calculation uses the data indicated in the properties
of ignition, relative and absolute engine hours sensors (option Consumption, I/h) and the value of
the engine efficiency sensor.

Time-based calculation of fuel consumption
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If the option is enabled, while calculating the fuel, all the time is taken into consideration, it does
not matter whether the unit has been moving or not. If it is disabled, the fuel level during the
intervals with no motion is not considered during the calculations.

Filter fuel level sensors values

This feature allows applying median filtering to the received values of the sensor to exclude data
emissions (sudden increases or decreases). The minimum filtration level is 0 (zero) — with a
smoothing of 3 messages. Then all the filtration levels from 1 to 255 are multiplied by 5 to
determine the number of messages which are used for smoothing. Therefore, the higher the
filtration level is, the more the fuel chart is approximate to a straight line, that is why it is not
recommended using the filtration level higher than 8 (the optimum is from 0 to 3).

Impulse fuel consumption sensors

Two types of impulse fuel consumption sensors are used in Wialon: simple accumulative and with
overflow (on reaching a definite value, the impulses counter resets and the calculation restarts
from zero). It is not practical to use the first type, while the sensors with overflow are widely
spread.

This calculation method takes into consideration the values of the sensors from the previous and
the current messages: the previous value is subtracted from the current one and, if needed, the
calculation table is applied to the received value. The sum of the values received on the interval
corresponds to the amount of the fuel consumed.

Every sensor of this type must have a calculation table from impulses to litres (gallons).
Two options are available in this section:
Max impulses

If there is a limit after which the impulse counter is zeroed (overflow), it can be indicated in this
field. However, with this limit adjusted in case of an emergency reset, the calculations will be
meaningless.

Skip first zero value

If this option is activated and the value of the Max impulses field is 0, the difference between the
current and previous sensor values is taken into account when calculating the fuel consumption. If
the value of the Max impulses field is non-zero, the Skip first zero value option is not taken into
account when calculating the fuel consumption.
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Absolute fuel consumption sensors

The sensors of this type show the fuel consumption during all the period of vehicle operation.
AbsFCS values increase all the time, so the overflow of such a sensor is not expected.

The fuel consumption is calculated in the following way: the sensor's value at the beginning of the
interval is subtracted from the sensor's value at the end of the interval and, if needed, the
calculation table is applied (to every sensor of this type individually).

Instant fuel consumption sensors

If this type of sensors is used, the hardware sends messages that contain the amount of the fuel
consumed from the previous message till the current one. Accordingly, to determine the fuel
consumption on an interval, the values of the InsFCS are summed.

For instance, the hardware has sent three messages with the following values: x1 = 0,01 |, x2 =
0,023 I, x3 = 0,048 I. The fuel consumption during this interval is: x1 + x2 + x3 = 0,01 + 0,023 + 0,048
= 0,081 (I).

Service Intervals

To manage your fleet maintenance efficiently, we recommend you to use Fleetrun. It allows you to
control the maintenance of units and trailers as well as the validity period of the drivers’ permits
and documents.

® Required access: View service intervals — to view this tab and its contents; Create, edit,
and delete service intervals — to create new intervals, and to edit and delete existing ones.

On the Service intervals tab of the unit properties, you can define maintenance intervals to perform
all the necessary maintenance activities in time.

In the list you see the name of each interval, its description (if available) and the state — how many
days, engine hours or mileage have left or how long they are overdue. Depending on the state (time
left or expired), the lines are either red or green.

General Access Icon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving
Profile Trip Detection Fuel Consumption Service Intervals

=+ New

Service name Description State

ErsrEyems check and change the lights Less than 73502 km left. Over 330 e/h expired. Less than 13 A B X

days left.

Qil change Cpen, pour of, fill in Less than 10000 km left. Less than 113 days left 4 B X

Wheel balancing go to the tyre shop Lessthan 5 km left A g %

Basic e Less than 113 days left A F X

the level
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To add a new service interval, click New ( + ). Then enter the required parameters: name,
description, interval and the time of the last execution.

New service interval x
Service name Planned maintenance

Description: Scheduled maintenance of the vehicle

Mileage interval: #| | 15000 km  Lastservice: | 200000 km
Current mileage 200000 fem

Engine hours interval: |« | g h Last service: | 420 h

Current engine hours: h
Days interval < | 250 days Lasiservice: | 19 April 2018 10:54

Done times: 0

There are three ways to indicate the interval:

+ Mileage interval means that the service should be performed every indicated number of
kilometres (miles) travelled.

+ Engine hours interval means that the service should be performed every indicated number of
engine hours.

+ Days interval means that the service should be performed every indicated number of days.

You can simultaneously select several interval types at once, and each of them is tracked
independently. For example, the term by days can already be expired, and at the same time, the
term by mileage — not.

When selecting an interval, indicate which counter value (or day) was when this kind of service was
performed the previous time. Enter this value into the Last service field. For your convenience, the
current values of the counters are indicated below.

®© Check your counters properties on the General tab, and do not forget to mark the Auto
checkbox.

Done times: here you indicate how many times this kind of service has already been done. This
number can be entered into the field manually or changed automatically when registering a service
of this kind. Besides, after registration, the time of the Last Service changes, and the count of days/
mileage/engine hours are zeroed and started again.

At the end press OK. The newly created service interval appears in the list. To manage the
intervals, use the buttons located at the end of the line opposite to the interval name:
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+ Copy opens a dialog with the parameters of the selected interval. You can edit these
parameters and save the interval under another name.

+ Properties opens a dialog to view and/or edit the interval.

+ Delete deletes the selected interval.

Service intervals in use

Tracking

Service intervals with their terms can be indicated in the unit tooltip and in the extended unit
information. See User settings.

Events registration

Maintenance works can be registered in unit history and used in the report later. When registering
maintenance, it can be bound to a certain service interval (existing in unit properties). After
registration, the count of days/mileage/engine hours is restarted, the number of executions is
added, and the last service term changes. The changes can be estimated in the unit tooltip, in
extended unit information, as well as in the unit properties dialog.

Notifications

You can create a notification with the Maintenance control type. With the help of this tool, you can
receive automatic notifications by email, SMS, in the online pop-up window or by other means
about service terms which are approaching or expired.

Reports

Three tables related to service intervals can be generated for units or unit groups: Maintenance,
Upcoming maintenance, and Utilization cost. The report on maintenance represents the list of
registered maintenance works. The report on upcoming maintenance contains a list of service
works set for a unit, as well as the status of their execution. The report on utilization cost includes
maintenance works as well as fillings.

Some information about maintenance can be shown in statistics: total duration of maintenance
work, the total cost of maintenance work, the number of services performed, the number of
maintenance and refueling costs, and the total cost of operation.

Transferring Unit Properties
Almost any unit properties can be imported and exported.

General properties. Unit name, device type, phone number(s), unique ID(s), device access
password (from the General tab).

Icon. Icon of the unit and the state of the Rotate icon checkbox.
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® To transfer an individual icon, you must have the View item and its basic properties right
towards a unit the icon of which you are going to transfer.

Device configuration. Device configuration parameters (from the General tab).
Counters. The current values of counters and their calculation parameters (from the General tab).

Report properties. Parameters used in reports, as well as speeding and driver activity parameters
from the Advanced tab.

Advanced properties. Color parameters and messages filtration parameters from the Advanced
tab.

Sensors. Contents of the Sensors tab.

Custom fields. Contents of the Custom fields tab.

Admin fields. Available admin fields from the Custom fields tab.
Commands. Contents of the Commands tab.

Eco Driving. Contents of the Eco driving tab.

Profile. Contents of the Profile tab.

Trip detector. Contents of the Trip detector tab.

Fuel consumption. Contents of the Fuel consumption tab.
Service intervals. Contents of the Service intervals tab.

An exception is user access and group membership (if you want to transfer such data, it's better to
use the copy function), as well as information about the creator and account.

Units with the same unique ID within one device type, as well as units or drivers with the same
phone numbers, cannot exist in the system. If you attempt to import such fields, their values are
emptied, and you can edit them later.

Unit Groups

The unit group is a series of monitoring units that are combined together on the basis of a certain
feature or without it. Unit groups are widely used in the Wialon system and are useful to both
managers and end users. Therefore, it is possible to work with unit groups both in CMS Manager
and in the main interface.
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Unit groups in management

Unit groups help in the management of the system. They facilitate the assignment of rights to
units, allowing you to give the user access to a whole group at once.

Unit groups are widely used for monitoring purposes.

@ In the management system, all the available units, including the deactivated ones, are
displayed in groups.

Working with unit groups

To work with groups of units, open the Unit Groups tab in the navigation panel of CMS Manager.
Here you can create, view, edit, copy and delete unit groups.

~- CMS Manager Apps v 23:31(+03) | 2, use

M) management Interface
Unit Groups X

# Select lcon = Name Creator Account Units Log
Units

h ro user user 2 =
Unit Groups A9
Actions 2 &  Buses user user 3 =
Create Unit Group 3 3& Business trip user user 4 =
4 "8  City transport user user 12 =
Search . °ﬂ e o " ;
5 ompany transport v v =
Filter Text Fany use vse
Nare " -] = Dedivery service user user 4 =
Search 7 &  Motorbikes user user 2 =
8 & Tad user user 7 =
Hint
. . ] & Trucks user user 2 =
To make a copy of an object, hold down the Ctrl
key and click on this object in the table. 10 - \IP cars alest alest g =
»
v | Page of1  Displaying 1 to 10 of 10 tems xisx
Log

There is a button to create a new unit group, as well as a search filter. The table of results displays
the name of the group, icon assigned, creator, account, number of units and icon to open the log.
Standard operations with objects (create, view, edit, copy, delete) are described here.

Unit Group Properties

When creating, copying, editing or just viewing unit group properties, you see a dialog with several
tabs where group configuration is adjusted. The number of tabs can vary depending on your
access rights (max — 4).
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General

Name

User Guide

The name of a unit group must be between 4 and 50 characters which must not be forbidden.

Creator

The creator is the user on behalf of whom the group was created (displayed if the current user has

at least minimal access to it).

Account

Here you can see which account the unit group belongs to (if you have any access to this account).

This property, as well as the creator, cannot be changed afterwards.

Units

Add units to the group. On the left, there is a list of all available units. For the convenience of

search, it is possible to use the dynamic filter. This filter works not only by name but also by phone

number, unique ID, device type, fields, etc. On the right, there is a list of units in the group. To add a

unit to the group, double-click on it or click Add. To remove a unit from the group, press Remove or

double-click on the unit in the right column.

® I you are editing an existing group, you are required to have Edit ACL propagated items

access to this group to add/remove units. Otherwise, all units in both sections will be gray

and you will not be able to move them.

General Access lcon

* Wame: | Mew unit group
Creator. | user -

Account: | user
Name
Q
1967 Pentiac GTO
1969 Dodge Charger
Aston Martin DBS (sms)
Audi RSE (sms)
Aurora Borealis
Buick Skylark Convertible
Bullitt's Mustang (sms)
Bumblebee
Chayka
Chevrolet Camaro ZL1

Chevrolet Chevelle Malibu
Chevrolet EI Camino (sms)

Chevrolet Monte Carlo Lowrider

Christine

Clio

Cobra

Copy 1969 Dodge Charger
DAVE

Delorean

DielLorean DMC-12 (c)
Desesperado

Select Al

Custom Fields

New Unit Group

»
«

Name -
Q

BMW1

BMW 7351

Cadillac Sedan DeVille (&)

Buckaroo's rocket car

Aaron (c)

Charlie Babbit's Buick

Chevrolet Chevelle S5 454

Camel

Select Al

Cancel OK
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In addition to the manual way to create groups, there is an automatic method that is available in
the Wialon user interface. See Notification Actions for details.

Access

® Required access: Manage access to this item — to group; Manage user's access rights —
to users.

On this tab, you can define the access rights that different users will have to this group.

On the left, there is a list of users whose access rights can be controlled. Colored background
indicates the users who already have some access.

Select a user on the left and check access boxes for this user on the right. Access rights are
divided into two sections — standard rights (Item ACL) and special rights (Unit group ACL).

Here you can read more about access granting.

Unit Group Properties — Espafia *

General Access Icon Custom Fields
* ﬂé Templates of access rights for unit groups
Users Mo access W | Full access Read only

it Messages Operator Messages

Aureliano

Aureliano Buendia Edit Templates
Eulalia lglesias

Fernando del Carpio

Francisco Pizarro

Gertrudis [tem ACL Unit group ACL

irra

José Arcadio «# |« \iew item and its basic properties Edit connectivity settings (device type, ..
Pilar Ternera
wialon w |« View detailed item properties Create, edit, and delete sensors
wialon_datacenter
Alvaro Pardo ¥ ¥ Manage access to this item Edit counters
Ursula Buendia
Caesar «# |« Delete item Delete messages
Client
Enrigue Banderas « ¥ Rename item Execute commands
José Arcadio Buendia
Maria Ramirez # ¥ View custom fields Manage events
Nuevo usuario
Ricardo Martinez « ¥ Manage custom fields View service intervals
Santa Sofia de la Piedad
Test ¥ ¥ View admin fields Create, edit, and delete service intervals
# ¥ Manage admin fields Import messages
¥ |# Editnotmentioned properties Export messages
W & Chanoeicon View commanids
Icon

® Required access: Change icon — to view this tab and change the icon of the group.

Image for the group can be selected from the set of standard icons (the Icon library button) or
loaded from the disk (the Browse button).
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The icon is used mainly to display the group in the Unit Groups list. However, it may also be used to
display units that belong to this group. If a unit has a default icon, and a unit group which it belongs
to has a non-default icon, then unit acquires the icon of this unit group. Here you can read more
about icons.

Custom fields

® Required access: View custom fields — to view general custom fields; Manage custom
fields — to create, edit, and delete general custom fields; View admin fields — to view
administrative custom fields; Manage admin fields — to create, edit, and delete
administrative fields.

Here you can enter any additional information about the unit group. Information is entered in the
form of fields: <field_name> — <field_value>. Enter a field name and its value and press the Add
button. To delete a field, click Remove. Administrative fields (seen only by users with special
access rights) are marked in the first column.

Retranslators

Messages from units can be retransmitted in real-time from your server to other servers or
systems. It is possible to retransmit data to several servers simultaneously and at different
protocols. The ID of a retranslated unit can be different from its ID in Wialon.

Retranslation is possible only in CMS Manager and it is done in the Retranslators panel. There you
can create any number of retranslators that will transmit messages of selected units to other
systems. At any moment, any retranslator can be stopped or resumed again.

Retransiators X
Select =Name  Creator Account  Protocol Server State Start/Stop History :
1 AdamR user user Wialon Retransiator Started L]
2 Cammr user uger iision IFS eriire Staned =

Retransiators E) local user user Wialon Retranslator local deal dev.gurtan Stopped >
Actions
4 NigmeR  user uses Grant Navigator  gurtam Stopped
Creale Retransiator
5 ReamEl user us Cybar GLX Wi lon Stared L]
Search
Filler Text ] RepBus  user user Wiialon Retranslator Started ]

RGBor user user Wialon Retranslator 123.456.789.12 Started L]

Seaen 8 RouteVicR  user user Wialon Retransiatos Staried L]

Hint
SeooRt user user Wiglon Retranglator ems man Stopped -
To make & copy of @n object, held down the Cirl
ey and click on this object in the 1able

0 - Page of 1 Displaying 1to 0 of @ items [ x|

Log

To create a retranslator, press the Create Retranslator button. In the dialog enter a name for the
retranslator (at least 4 characters) and choose a retranslation protocol.
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®  The number of available retranslation protocols depends on your license.

The full list of protocols is the following:

« Wialon Retranslator,
+ Nis (M2M),

+ Granit Navigator,

+ SCOUT,

+ Cyber GLX,

+ Wialon IPS (1.1),

+ VT 300,

« EGTS,

+ SOAP (for the russian company ASU ODS),
* TransNavi,

+ NVG,

* RTTI.

Then indicate the retranslation server, port, and in some cases authorization (auth). If the port is
not indicated, it is automatically set by default. Authorization for Nis protocol is login and
password separated by a colon (login:password). As for the EGTS protocol, you can disable
authorization if it is irrelevant, indicate the time interval (in seconds) at the end of which the
authorization will be repeated, and set the dispatcher ID. Also, you can indicate the carrier ID for the
RTTI protocol. Moreover, note that such retranslation protocols as Wialon Retranslator and Wialon
IPS support the option of calculated sensor values retransmission. Check the corresponding box
(Add calculated sensor values) to enable the option. The EGTS protocol also allows retransmitting
fuel data (Retransmit fuel data option).

Below is a list of available units. For the convenience of search, you can use the dynamic filter.
Here units can be filtered not only by name but also by phone number, unique ID, device type,
creator, profile fields, etc. After the necessary units have been found, move them from the left list
(available units) to the right one (units for retranslation) by double-clicking on a unit or using the
arrow-shaped buttons. Note that the dynamic filter can be applied to the list of units for
retranslation as well (filtering by name and redefined ID). To delete units, move them from the right
list to the left one using the Remove button (arrows pointing left). Besides, you can input a new ID
for units to be retranslated. For retransmission by Granit Navigator protocol, the unit ID should be a
number in the range from 0 to 65535.
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& The data from the units with empty IDs cannot be transmitted. For that reason, such units
are not saved in the list of units for retranslation and when you reopen the dialog, you see
them in the left part again.

For units with two IDs, the first one is shown.

Retranslator Properties - RepBus P
Name (from 4 characters): * RepBus
Retranslation protocol: Wialon Retranslator -
Server 123.123.123.12
Port: 20163
Add calculated sensor values:
All units: Units for retranslation:
Mame - Mame -
Q Q
1969 Dodge Charger Chevrolet Chevelle Malibu
Aaron (c) Ecto-1
Alfa Romeo Picazzo
Aston Martin DB5 (sms) Route victim
Audi RS2 (sms) b))
Aurora Borealis
BMWA <«
BMW 735i
BMW i8
BMW x6
Buckaroo’s rocket car -
Buirk Skulark Camvertihle
Select All Select All
>

When a new retranslator is created, it is stopped. It can be started from the list of retranslators or
in the dialog of its properties.

In the results panel, you can see the retranslator's name, creator, retranslation protocol, server
address, state, and icons to start/stop retranslator, open the log and delete retranslator. Click on a
retranslator to view/change its properties.

When importing messages into a unit, only the latest one is retransmitted, provided it is not in the
unit history yet. To retransmit all imported messages, use the Retransmit past period data option.
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Past period retranslators

This option makes it possible to retransmit messages from units for the past period of time. In
other words, you can specify a particular period of time in the past for which you would like to
retransmit the data of the selected units.

® Data retransmission for the past period does not start immediately (it can take up to 10
minutes before beginning).

The required actions:

+ In the retranslator dialog check the box Retransmit past period data;
+ Indicate the period of retransmission (from — to);
+ Press the start button to the right of the retransmitting period field.

& This option is active only if the prime retranslator has already been started.

The progress of the data retransmission is shown in percentage in the History column of the
results panel. The indicated value shows the percentage of the units for which data retransmission
has already been finished.

Trash

Deleted system objects get into Trash and are stored there for 30 days. During this period, they still
can be restored in the system.

Such objects as resources, units, unit groups, users, routes, and retranslators (that is, macro
objects) can be found there.

® This panel is available only to the user-creator of the top account.
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. CMS Manager Appa -« 234748 (+03) | 2, user
A2 Management Interface
Trash X
# Select - Name Object type Deleted Restore
1 Bentiey unit 2020-04-04 17.24:36 o
2 Blue Bus unit 2020-04-04 17:24:30 o}
2 Fiat unit 2020-04-04 17:24:43 C
Trash o
4 HBT Retrans retranstator 2020-04-14 11:43:50 e
Search
Filter Text: L Honda Civic unit 2020-04-16 12:10:10 O
Name -|[* =~
] Retrans 1 retransiator 2020-04-14 11:43:50 =
Search oy
7 Retrans 2 retransiator 2020-04-14 11.43.50 o
Hint 8 Skoda unit 2020-04-06 16:37:29 i<}
Items can be restored from the frash bin in 20 .
kg after Bl remava 0 UEC Retrans 1 retranslator 2020-03-23 11:36:47 O]
10 UBC Ratrans 2 ratransiator 2020-03-23 11:36:54 o]
n UBC Retrans 3 retransiator 2020-04-14 11:43:51 ]
2 (20 = Page of1  Dieplaying 110 11 of 11 itame

Use search to quickly find a necessary object. The table of results includes the following columns:
the name of the object, its type, the time of removal, and the Restore buttons.

Restoring objects

For restoring, click on the Restore button next to the object. To restore several objects at once,
select them and click on the Restore selected items button at the bottom of the table.

® You cannot restore objects earlier than 20 minutes after their removal. If 20 minutes have
not passed, the objects are displayed in the table with the Restore button disabled.

The restored objects disappear from the list automatically and appear in the root account. You can
transfer them to the accounts that are lower in the hierarchy, if needed.

The user-creator (the creator of the object at the moment it was deleted) and the users who are
higher in the hierarchy get full access rights to the restored object.

The peculiarities of restoring units:

+ aunit will no longer belong to a group after restoring, if the group has been changed in any
way;
+ the messages are restored together with the unit.
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Import and Export

The Import/Export tool is designed to easily transfer and copy different objects and their
properties. The Import/Export tool is available in both Wialon interfaces — manager's and user's.
To open the tool, click on the corresponding item in the User Menu of CMS Manager or the main
interface.

Import/Export subject
You can import/export:

* unit properties (sensors, commands, fuel consumption settings, etc.),

+ contents of a resource (geofences, drivers, notifications, etc.),

« user settings (Monitoring panel settings, contents of user's tooltip, user's custom fields,
etc.).

Moreover, you can choose particular items to be imported/exported, for example, you can indicate
not all but certain service intervals or sensors (for units), certain geofences and jobs (for
resources), etc.

Import/Export destination

Import and export of data can be done with the help of the files or directly from one object to
another.

Exporting to a file allows you to store information on a computer and use it when necessary. For
instance, you can create templates of unit properties, which makes it considerably easier to create
and configure new units. Two file formats are supported:

+ WLP is a native format for Wialon. It can be used to store and transfer different kinds of data
such as unit properties, resource contents, and user settings.

+ KML (if compressed — KMZ) is a widely known file format used to display geographic data in
Google Earth and Google Maps. This format can be used in Wialon to exchange geofences
between resources as well as import and export them from/to external sources.

Exporting to an object allows you to transfer data (properties or contents) straight from one object
to another one of the same type or to several objects at once. For example, you can copy
geofences from one resource to another.

Required access

Access rights are important for import/export. Keep in mind two simple rules.
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You can export from an object only those properties or contents that are available to you (you
should have at least view access to these properties in the initial object).

You can import into an object only those properties or contents that are editable for you (you need
the Create, edit, delete access to these properties in the destination object).

Import from WLP

This option allows you to import unit properties, resource contents, or user settings from a WLP file
to an object of the appropriate type. It makes sense only if you already have any WLP files.

Choose a file and press Upload. Afterwards, the chosen file is processed on the server, and
available contents are displayed in the Import options section. At the same time, objects of a
proper type are displayed in the section on the right (Destination items).

® This list is filtered by units of measure since it is not possible to import data if the source
and destination items have different systems of measurement. For more information see
the Measurement system and conversion section.

Import from WLP x
File name: Browse | Upload complete.
Import type: | Merge -~ @
Import options Destination items
Filter: | Name - 5
“[v] General properties
1969 Dodge Charger
Icon Aaron (c)
q q Alfa Romeo
| L BoTE T I Audi R38 (sms)
~[7] Report properties
) EMW 735i
Advanced properties BMW i3
~[7] Counters BMW =6
[]-- Sensors Buckaroo's rocket car
Buick Skylark Converlible
B/ Custom fields Bullitt's Mustang (sms)
A Bumblebee
Admin fields Cadillac Sedan DeVille (8)
#7] Commands Camel
Charlie Babbit's Buick -
“[v] Eco Driving - Chaules
Use Ctrl + Click to select multiple items

If the file contains the properties of the unit, the list of found properties is displayed to the left, and
the list of available units is displayed to the right. If the file contains data from the resource, the list
of found elements is displayed to the left, and the list of available resources is displayed to the
right. If the file contains user settings, the list of these settings is displayed to the left, and the list
of available users is displayed to the right.

Management System- 345



o ;
) wimlon User Guide

On the left, select the data to import, and on the right — the destination objects. Use the dynamic
filter to quickly find a necessary object (works by various criteria).

For unit properties (such as sensors, custom fields, commands, service intervals) and resource
contents you should also choose import type.

Replace. Data will be replaced completely.
Merge. Items with the same name will be replaced and the new items will be added.

Append. Items with the same name will be left intact and the new ones will be added.

& Regardless of the selected type of import, the Replace type is always used when importing
the eco driving criteria, that is, the old data is deleted and the new one is entered.

At the end, click OK. If all or some of the data was not imported, a warning message is displayed
on the screen. It contains a link to a file which you can download to see what data was imported
and what was not. You can also check the status of the operation in the log.

Import from KML/KMZ

This option allows you to import geofences from a file to a resource.

Indicate the path to a proper file and press Upload. The file is processed on the server, and its
contents are displayed below. Check items to be imported and select a destination resource. In the
dropdown list, you can see only those resources to which you have Create, edit, and delete
geofences access.
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#| Adventures Park

#| Bakery

«| Building 40

«| Building 42

#| Cinema

#| Hotel

#| Police Station

#| Seafood Restaurant
#| Tavern

# Zoo

User Guide

Import Geofences from KML/IKMZ %

Upload complete.

Destination resource: | Company X -

7| Airport
| Bar
«| Building 41
+| Building 43
| Coffee Shop
| Meeting Place

Red Square

Strange Flace

The Pentagon

At the end, click OK. If all or some of the data was not imported, a warning message is displayed

on the screen. It contains a link to a file which you can download to see what data was imported

and what was not. You can also check the status of the operation in the log.

& |t is not possible to import a file which contains <MultiGeometry> tags. For successful

import, open the file in the text editor, find and delete all <MultiGeometry> and </

MultiGeometry> tags and save the changes.

Export to WLP

This option allows you to export data from an object to a WLP file or straight to another object.

Choose object type (unit/resource/user) in the Export from the drop-down list. Then select the

export destination — to a file or an item.

Export to an item

In the Source items section, select a necessary item (just one). To quickly find a certain object, use

the dynamic filter (works by various criteria). When the item is selected, its available properties or

contents are displayed on the right, in the Export options section. Choose the data for export. To

tick all items at once, hold the Ctrl key and select any item. Repeat the same operation to uncheck

all items at once.
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Export to WLP %

Export from: | Unit -
Export to: File m

Source items Export options

Filter. | Name - 1“[¥] General properties -

Bentley " lcon

Blue Bus

Device configuration
Counters

Report properties
Advanced properties
Sensors

Custom fields

BMW 3 series
Buckaroo's rocket car
Bus 32 Miami
Delivery Service Miami
Fiat

Green Bus

Green Bus 2

Honda Civic 6519
Honda Civic R

Jeep

Mitsubishi

Mitsubishi

Nigsan

SEAT

Shelbv

-

B{v] Profile <
Use Cirl + Click to select multiple items

If you selected an export to an item, the Import dialog described above is displayed. Select
destination objects there and press OK.

Export to a file

You can choose one or more objects to export to a file. To select multiple items, use the Ctrl or
Shift keys. However, note that when exporting several objects, the subitems of Commands,
Sensors etc. cannot be expanded. Thus, you can export only the whole contents of such tabs.

You can additionally type a name for the file. Otherwise, the file is named after the origination item
(if only one is chosen) or have a name like Units/Resources/Users (if multiple items are selected).
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Export to WLP %
Export from: | Unit -
Export to: File Item
Source items Export options
Filter. | Name - 1“[¥] General properties -
Bentley " lcon
Blue Bus

Device configuration
Counters

Report properties
Advanced properties
Sensors

Custom fields

BMW 3 series
Buckaroo's rocket car
Bus 32 Miami
Delivery Service Miami
Fiat

Green Bus

Green Bus 2

Honda Civic 6519
Honda Civic R

Jeep

Mitsubishi

Mitsubishi

Nigsan

SEAT

Shelbv

-

B{v] Profile <
Use Cirl + Click to select multiple items

If you export to a file, after you press OK, the file is stored on the disk. As a result, you get a single
WLP file (in case of one source item) or an archive with several files (in case of multiple source
items).

Export to KML/KMZ

This option allows you to export geofences from all available resources to a file.

When you export to KML/KMZ, the list of all available geofences (depending on the item type
chosen) is displayed. Check the items you want to export and press OK. Optionally, you can enter a
file name and compress the file as KMZ. After that, press OK and save the file.
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Export Geofences to KML/KMZ %
All | Ca x Compress file (*.kmz)
[Almacenes] [Ciudades]
[Lugares de interés] | [Mew York Parks]
Casa Mia Geocerca 1
Geocerca Amst. Geofence Amster.
#| Green Park Las Palmas
MadMa03 Mepal
Pacific Avenue Falma Aguarium
#| Park | Park NY
Point A Sagrada Familia, Barcelona
Opalo
Cancel m
Export to CSV

This option allows you to export the contents of available resources to a CSV file.
To export the resource contents, follow the steps below.
1. Select one or several resources from which you want to export data.

2. Select the types of the resource objects which you want to export. If you mark one resource,
you can expand the list of objects of each type (the button E3) and select the required ones.
If you mark several resources, all the objects of the selected type are exported.

3. Click on the Export button.
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Export to CSV

Export from: Resources

Source items

Export options

User Guide

| Q

American Company
[ client_ECO01

[ client_EC02

[ client_IF01

[ dealer1

] dealer2

[ managert

[ Mew resource1
[ Mew resource2
[ Russian Company
] sub_dealert

] sub_dealer2

[ support1

Name

[[] Report templates

Passengers

[ Trailers

Drivers

[ Notifications

B =] Jobs
[ Change access
Execute a command
Send a report

[] Geofences

Cancal

The objects of one type from one resource are exported to a CSV file. In other cases, the data is

exported to an archive with separate files for each type of objects. A semicolon is used as a field

delimiter in the files.

Measurement System and Conversion

Wialon works with different measurement systems: metric, U.S., imperial, and metric with gallons.

The corresponding feature can be set for units, resources, and users during their creation. The

system of measures for routes is also set when it is created and is determined by the user's

settings.

The table below provides you with the units of measurement (and their abbreviations) for the

systems used:

Mileage (large

values)

Mileage (small

values)

Metric

Kilometers (km)

Meters (m)

U.S./imperial

Feet (ft)

Miles (mi)

Metric with gallons

Kilometers (km)

Meters (m)
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Speed

Fuel amount

Fuel consumption

Temperature

Area

Weight

Carrying capacity

Dimensions

Kilometers per hour
(km/h)

Liters (It)

Liters per 100

kilometers  (It/100
km)
Degrees Celsius
(*C)

Hectares (ha)

Tons (t)

Tons (t)

Millimeters (mm)

Miles per hour (mph)

Gallons (gal)

Miles per gallon
(mpg)

Degrees Fahrenheit
(°F)

Square miles (mi?) or
feet (ft?)

Pounds (Ibs)

Pounds (Ibs)

Inches (in)

User Guide

Kilometers per hour
(km/h)

Gallons (gal)

Kilometers per gallon

Degrees Celsius (°C)

Hectares (ha)

Tons (t)

Tons (t)

Millimeters (mm)

American and imperial systems, in fact, use the same units of measurement. The major difference

is observed in calculating the volume of fuel. Below is a conversion from one system of measures

to another:

1 U.S. gallon = 0.833 imperial gallons

1 imperial gallon = 1.201 U.S. gallons

Conversion

The system of measurement for the elements which already exist can be changed with the help of

conversion. Only the top-level user can use Conversion. It is available in the interface of the
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management system. To bring up the conversion dialog, it is necessary to select the corresponding
item in the user menu. The dialog has the following view:

Converter P
Select object type:(7)
Users -
Metric - us -
MName - Qe ® MName - ||
Alejandra Joseph
Benjamin Tyler
Eeta IMargaret
Enrigue Jeff
Michael Strom Kyleigh
Omega
user_t
User_U »
Ursula Buendia &«
Select All Select All

In the dropdown list, select the object type (units, resources, users, routes) for which the
conversion is made. To the right of the dropdown list, there is a brief description of the actions that
a re-performed on the objects of the corresponding type.

Below the object type, select initial and target measurement systems for conversion. For example,
if you choose Metric => U.S,, a list of elements currently using the metric system is formed below.

From the list, select the objects which should be converted. To add these objects for conversion,
use double-click or select an object and press the corresponding button (the arrow pointing right)
between the lists. The added objects form the list on the right. To remove items from this list,
either double-click them or select and press the corresponding button (the arrow pointing left). To
select multiple items, hold the Ctrl key and click on the required items. To perform the conversion
of the added items, click OK and confirm your actions in the appeared window. The success of the
procedure is reflected in the log.

Conversion effects

Ideally, users have the same measurement system as resources and units used by them. In this
case, everything that the user sees during online tracking in different panels and dialogs and also
everything that is received by email using jobs and notifications has the same system of measures.
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For units

If the conversion is performed over units, the units' parameters such as a trip detector, fuel
consumption settings, counters, eco driving criteria, etc. are recalculated. This affects the
representation of units in the tracking system. Changes affect not only units' properties, but also
the display of messages, tracks, tooltips, etc.

& The conversion does not affect the sensors of the unit. If it is necessary, their measurement
system can be changed manually in the corresponding drop-down menu.

For resources

When converting resources, some contents of these resources, particularly, circle-shaped
geofences, different settings of jobs and notifications, etc. are recalculated to other measurement
systems.

The units of measure can be set individually in the section of general settings for every report
template regardless of the resource it belongs to. Units of measurement chosen for a particular
report template are displayed in the resulting report (whether done online or received according to
a job or notification). Neither resource measurement system nor measurement system of a unit is
taken into account.

For users

When converting users, the measurement system for the selected users is changed. It affects
different online calculations, particularly the work of such tools as Distance, Area, Routing, Nearest
units. Address defining parameters are recalculated as well.

Besides, the system of measures indicated for the user is selected automatically when they create
report templates, units, other users, resources (regardless of who is chosen as the creator or in
which resource the object is created). At the same time, during the creation of these objects, the
system of measures can be changed manually. It does not affect such objects as geofences, jobs,
and notifications because their measurement system is taken from the resource they belong to.

For routes

When converting routes, a new system of measures is applied to the calculation of the radius of
control points.
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Service Hierarchy

Service hierarchy is a sort of report with a schematic representation of the information concerning
the structure of your service. Select the corresponding item in the user menu in order to generate a
table containing information on the types of macro objects used in your service, their amount, and
the way these objects correlate with each other.

Service Hierarchy ®

= user
-ﬂ Accounts
EB Resources
Resource 1
Resource 2
Resource 3
=4ED Retranslators
=4 Routes
= Units
=EED Unit groups
- Alpha
- emulators
- Espafia
- Fast and Furious
- (53 Sim
- GIUpo A -

& This feature is available both for top users and dealers.

Apps

Using SDK, you can implement your own tools and features and add them to your Wialon as
additional applications.

Applications can be managed only by top users. The Apps configurator item of the user menu
allows you to do this. Click on this item to open the Apps configurator dialog. It contains two tabs:
Installed and Library. On these tabs, you can have a look at all the available applications, as well as
configure and add new ones.

Installed

A list of added apps can be found on the Installed tab. To add a new application, click Create and
indicate the following information:
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Name
Enter the name of the application (at least 4 characters). It is displayed in the lists of available
applications, as well as in the heading of the application when it is open.

Description
Enter any description of your app (optional).

URL
Type the URL where the application is hosted. Name and URL are mandatory, other parameters are
optional.

Advanced URL parameters

If necessary, select advanced URL parameters. It is required to enable the Active SID or Authorize
hash option so that users can log in to the application.

Advanced parameter Description

Active SID Enable this option to configure authorization by SID. With
this authorization type, the user is not logged out of the
application after a page refresh.

Current user Enable this option, so that the URL contains the username
that was used to log in to the application. It might be
helpful, if the user logs in to Wialon using the Log in
as button.

Base URL Enable this option to add API address to the URL. For
example, hst-api.wialon.com

Host URL Enable this option so that the URL contains the address
from which the user accessed the application. For example:
hosting.wialon.com

Language Enable this option if you want the application interface to
be in the same language that is selected in the user
settings in Wialon.
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Authorize hash Enable this option to configure authorization by hash. With
this authorization type,the user is logged out of the
application automatically after a page refresh.

Example of a URL with all the advanced parameters:

https://ecodriving.iot-platform.online/latest/?
s1d=026085dce21dcf6120bcfald922fda20&b=stable&authHash=0135c58bd6702db42c962e0126f00e
bd&hostUrl=https%3A%2F%2Fcms.wialon.com&user=AliceNorris&v=1.51&baseUrl=https%3A%2F%2
Fhst-api.wialon.com&lang=en

Some features are not implemented in some of the applications. If a feature is not implemented, its
activation doesn't affect the application configuration.

Required services

Select services (features) which are required for the default activation of the application. If the list
of features available to a user does not match this list (or if you leave this section empty), the
application is disabled for the user.

Billing plans
Select the billing plans for which this application should be available.

Compatible languages

You can restrict access to the application for various interface languages. For example, if the
Russian language is selected, this means that the application is available only when the Russian
language of the interface is selected. If nothing is selected, it is assumed that the application
should be available to all languages.

After setting all the parameters, press Add and when closing the dialog click OK to save the
changes.

Operations with applications

To edit an application, select it on the left, change the parameters, press Apply, and then, when
closing the dialog, click OK.

To delete an application, select it on the left and press Delete. Then, when closing the dialog, click
oK.

To create a new application by copying, select the sample application on the left and press Copy.
Edit the parameters, click Apply, and then, when closing the dialog, click OK.

To ignore all the changes made, press Cancel.
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Apps Configurator x

Installed Library
+ Add
Actualizer Name: Actualizer
Backup Viewer Description:
Chatterbox
Dashboard URL: hitp:/fapps.wialon.com/actualizer
Delivery Sevice
Driving Loghook # Advanced URL parameters
Eco Driving «| Active SID [#| Current user [« Base URL
Icon Library #| Host URL |« Language Authorize hash
Logistics . .

Required services
Maps
Messages Manager #| Billing plans
One Wialon #| basic_plan [_| BrandMew client_billing
Protocoller MyPlan plan_for_mobile user

Sensolator

user_plan ‘Wialon Hosting Base ‘Wialon Hosting Top
Tache Manager

Tacho View #| Compatible languages
#| Pyccrwin |« English [+ Espanol

Copy Delete Apply

Added applications become available in the billing plans tab and in account properties on the List

of services tab. You can enable and disable applications added by you and control their availability
to other users.

Library

On the Library tab, you can select a suitable application and add it with a single mouse click.

Adding application from the library is a little bit easier as all the mandatory parameters and the
advanced URL parameters are indicated by default.

The list of applications is on the left. To the right of the list is a field that displays the current
information for the application selected in the list. This information includes the following:
application icon, its name, short description, URL, and release date. To add an application from the
library, you must select it from the list. Then, if this application is not already installed, the Add
button is activated below the description. To complete the procedure click Apply and then OK.
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Apps Configurator x

Installed Library

Actualizer
Backup Viewer
Chatterbox
Dashhoard
Delivery Service
Digketta

Driving Logbook
Eco Driving
Gurtam Maps
Icon Library

f& A sensolator 1.3.6

L

‘Wialon allows to add any number of sensors to frack various aspects of unit activity. Whenever the
number of sensors amounts to a dozen, data visualization really matters. Sensolator provides for
handy monitoring of counter and sensor values from both stationary and moving units.

LN

Enjoy fully customizable interface allowing for real-time asset management and making all the values
clearly visible. Be the first to know about eguipment failures, present information as charts, make use
iDriveSafe of report system and control units by sending commands — iry it and verify that Sensolator makes

Logistics sense
Messages Manager w
NimBus

<

Ilapps.wialon.com/sensolator Installed

Cne Wialon v
Protocoller W
Sensolator v
Simple

Tacho Manager v
Tacho View v
Track Player

Wi Chat

See also Wialon apps review.

Starting applications

To start an application, click on the Apps item in the top panel. A menu opens that lists all available
applications (in alphabetical order). The dynamic filter is used to quickly find the necessary one.
Click on the app's name to open it in a new tab of the browser.

497 SMS| Apps + [10:30 (+03) | 2, user

d Q
Dashboard
Delivery Sevice
Driving Logbook

Eco Driving

Management System- 359


http://apps.wialon.com/index.php?lang=en

i .
) wimlon User Guide

Monitoring System

The monitoring system is used by end users to control their units (vehicle fleet, machinery,
employees, pets, etc.).

Unit tracking includes:

+ detecting the position of units and watching their movements on the map;

+ observing dynamic changes of various unit parameters such as speed, fuel level,
temperature, voltage, etc.;

+ management of units (sending commands and messages, assigning jobs and routes,
adjusting notifications, etc.) and drivers (phone calls, SMS, registering work shifts, binding to
unit, etc.);

« interpreting information derived from a unit in various kinds of reports (tables, charts,
movement tracks, event markers, complete statistics, etc.);

+ and much more.

Tracking results can be either presented on a computer screen or exported to files in different
formats.

System Requirements and Optimization

Consider these requirements to get the most from Wialon Local.

Web browser

Supported browsers are:

+ Google Chrome
+ Mozilla Firefox
* Opera

+ Microsoft Edge

& ypdate your browser to the latest stable version to work better with Wialon. In other
versions or browsers, the system may function incorrectly.
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Computer capability

Computer capability affects browser operation. The key points of high performance are CPU
(central processor) and RAM capacity. Multi-core processors do not affect browser operation in
most cases. The exception is Google Chrome that can use more than one core in its operation.

Considering all the above mentioned, the minimum requirements are:

« CPU at 1,6 Hz clock rate;
* 512 MB of RAM.

and recommended requirements:

+ CPU at 2,4 Hz clock rate
(if Google Chrome is used as web browser, a processor with two and more cores is
recommended);

+ 2 GB of RAM.

Monitor size and screen resolution should be also considered. The bigger the monitor is, the more
data is queried from server and processed by CPU. It is especially true for the maps and when the
Internet connection is slow. The solution for big monitors is to not use browser in full-screen mode.

Antivirus software can slow down computer performance as well as gathering actual data from
units. If Wialon Local is getting slower, you can add it to the list of exceptions or simply disable
antivirus monitoring during Wialon Local session. You can also create a rule which allows Wialon
Local to develop any activity.

Internet connection

Wialon Local requires 1 Mbit Internet connection channel for one computer. If more than one
operator will work simultaneously, do some tests and choose the most appropriate speed.

® When working with Wialon Local, your IP address should not be changed within a session.

Optimization measures

Here are some tips, which will help you to improve Wialon Local performance in cases when more
than a hundred units are connected.
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Web browser

Web browser is very important. See the list of supported browsers above. The most efficient is
Google Chrome. It is followed by Mozilla Firefox and Opera. The slowest, according to our tests, is
Internet Explorer.

Wialon Local efficiency strongly depends on browser event system. Each browser has its individual
event model. As the tracking system is rather dynamic and tracks change with up to 2-second
delay, some browsers (like Internet Explorer) cannot process such a large quantity of events. The
solution here is to use a more powerful computer.

Graphics & tooltips

Graphic elements displayed on the map and in lists are resource-consuming. If you notice that your
browser is getting slower, try to disable the mapping of the following elements: units, geofences,
places, tracks, as well as names, direction arrows, and 'tails' for units (these elements are disabled
with the three corresponding buttons in the Visible layers menu). Limit the number of units
displayed in the Monitoring panel. Limit the number of other objects displayed on other panels that
are frequently used (apply the filter for doing that). Enable only those elements that are necessary
for your work at the moment. Several settings to adjust the way units are displayed are set in user
settings in the Unit visualization on map section.

Unit's tooltip contents are also important. In the User settings dialog in the Show additional
information about the unit section, you select which information should be presented in unit's
tooltip and in extended unit information. To avoid browser overload, disable unusable items or
even all items. If there are a lot of geofences or geofences composed of multiple points and the
Presence in geofences option is enabled, then your browser could be strongly overloaded. So,
make sure this option is disabled.

If the Internet connection is slow, disable geofences' rendering on map. Besides, if you query
reports (containing map), messages, and tracks, clear your request as soon as it is no longer
useful.

Pay attention to the fact that in order the charts to be shown the browser you use has to support
the WebGL component. If the browser or the operating system cannot support it, you should
enable the option Render charts on server in the user settings (limited functionality will be
available).

Queries to server

When Wialon Local starts, not all data is loaded at once. It is made to speed up the loading and
operation. That is why some action that done for the first time may take more time than for future
work. Resource-consuming reports (such as reports on groups or reports with grouping and
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detalization) should be avoided. Enclosed rows of detalization stay hidden until you expand them,
and if there are a hundred or more enclosed rows the browser may hang.

Limitations

To ensure the effective operation of the monitoring system, take into account the limitations stated
below.

Limits for reports
The maximum number of lines of a report is 250 000.
Limits for tracks

During one session it is not possible to build more than 50 tracks in total in all tabs (Tracks,
Monitoring, Reports, Messages).

Limits for messages
No more than 1 message per second should be generated by a tracker.
Other limits

It is not possible to create more than 31 744 micro objects of each type (geofences, jobs,
notifications, drivers, trailers, passengers and report templates) in one resource.

The maximum number of points of a geofence saved from a track cannot exceed 10000. If the
number of points of a track is more than 10 000, it is saved as several geofences.

It is possible to edit a geofence if the number of its points does not exceed 5000.

Data Processing in Wialon

Different methods of data processing are used in Wialon. Some of them are as follows:

+ real-time data processing;
+ processing messages from the database upon request.

Real-time data processing

Real-time data processing allows for quick acquisition of data on trips, sensors, ignition, fuel,
counters, speeding, and is used:

+ in notifications about fuel thefts and fillings;
+ in Dashboard;
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+ in sensor values on the Monitoring panel (in unit tooltips, extended unit information, and so
on).

This mechanism is also used in Driving Logbook for detecting trips and their status and in Wialon
for Android and iOS.

The data obtained as a result of such processing is bound to time and constitutes time intervals.

Processing messages from the database upon request

All the data sent by trackers go to the database that stores it in the form of messages. Every time
the user wants to obtain summary data (for example, when executing reports or viewing tracks), a
request is directed to the database and the system processes all the messages for the indicated
time interval.

Possible reasons for discrepancies in results

In most cases, both mechanisms of data processing give the same results. The discrepancies
might arise for the following reasons:

+ not all black box messages are uploaded;

+ the uploaded black box messages are older than one day;

+ the unit properties have been edited on the following tabs: Advanced, Trip detection, Fuel
consumption, Sensors;

+ the messages are imported to the database.

If you change the unit properties, the recalculation of the data processed in real time is carried out
automatically in 15 minutes. In the case of processing messages from the database upon request,
the changes are reflected immediately.

® Recalculation is applied to the data processed in real time for the period indicated in the
History for N days field of the Events module block in the administration system.

User Interface

The user interface of Wialon is simple and in many cases intuitive. There are plenty of screen tips
and helpers associated with various buttons, icons, dialog boxes, edit fields, and other elements of

the interface. Moreover, special icons are located in the interface '."/. They are used to deal with
the most 'difficult places’, as a help text opens when you click on any of them.

Generally, the following basic structural elements can be distinguished in the interface design:
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« work area,

* map,

* top panel,

*+ bottom panel,
* log.

There are also a lot of other different panels and windows which can be activated if necessary.

C\ wiq|onlml" (SN B2 Tracks | [S] Messages | [m] Reports | &3 Geofences | @) Notifications B | 228 ¢ | & user
List Dashboard a
M= TS 5.0 N x = 1a Fyedle Top panel
[0 § 1967 Pontiac G A @ x T \
& O BMW 5300 = @ x Summerville
- — Fort Payne
2 emwrasi B A e
£
® § Buckaroosroc. A= x Kt
O Bus 32 Miami (] Q@) %
& @ DeliverySenic.. = » X (3 x |}
= Green Bus 2 A @ x 1 ;
[ & Honda Civic 8519 (= 4 (@ = \
] a Honda Civic R - A = x| \ r.wbwn Mo(row - |
v Mercedes Spri X X i
mmecmy
&= Opel Corsa X/ =% Eatonton
0O 8 seat L@ x|l n!ﬁn j |
@ shuttie Bus y @ ox "\\ .
O & MA3 747 A4 @ % 2
e ‘Qt\y\ 14.04.2020 11:32:18: New message from unit ‘Buckaroo's rocket car' was received at 14.04.2020 11:31:45. b =
14.04.2020 11:32:20: New mescage from unil ‘Bus 32 Miami' wags recaived at 14.04.2020 11:31:51,
14.04.2020 11:32:20: New message from unit ‘Delivery Service Miami® was received at 14.04.2020 11:31:51. ==
14.04.2020 11:32:23: New message from unit 'Bus 32 Miami' wag received at 14.04.2020 11:31:41,
Work area |:o lm.l 14.04.2020 11:32:23: New message from unit 'Bus 32 Miami' was recaivad at 14.04 2020 11:31:46. =
P 14.04.2020 11:32:23: New message from unit ‘Honda Civic 6519 was received at 14.04.2020 11:31:53. ==
W 14.04.2020 11:32:23: New message from unit 'BMW 7357 was received &t 14.04.2020 11:31:53 s o
BT
D = © Gurtam (0] O 7O BE | 1335703
Bottom panel

To switch to the full-screen mode, press F11. This feature is provided by the majority of browsers.

Login
Enter the service URL into the address line of your browser.

On the login page, enter your username and password. Note that the characters used in these
fields are case sensitive. Afterwards, choose the interface language. If you want, you can change it
at any time after logging in (in the user settings).

After all the necessary fields are indicated, click Enter.
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user
English v
Remember
Login as Forgot your password?
ENTER

@ Gurtam

If you use a personal computer, you can additionally check the Remember box. In this case, the
next time you enter the system you will not be asked to input your login and password again.
Moreover, this checkbox is necessary to automatically enter the system in case of losing the
session. It should be noted that this option is limited to 30 days. Also, the box becomes unchecked
when you exit the system.

For an account with two-factor authentication enabled, in addition to the password, you must enter
a verification code, which is sent to the email or via SMS (the code is valid for 5 minutes). If the
login did not occur and the entered code became red, then it was entered incorrectly. If you enter
the wrong code repeatedly, the login will be temporarily blocked.
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A message with a verification code has been sent
to your e-mail. Enter the code to continue.

Verification code

ENTER

Back to the login page

If the verification code has not been received, click on the Resend the code button (it becomes
active within 30 seconds after the first request). In case two-factor verification via SMS is used, it
is possible to choose how the code must be sent: in an SMS o by email.

® If the current time is displayed in red and in the middle of the screen you can see a warning
message (Unable to connect to the server. The page will be reloaded automatically when
the connection is restored), then there is no connection to the server for more than two
minutes. This can be caused by the Internet connection failure or some internal system
problems. After the connection is restored the message disappears automatically, and the
system continues its work. If the connection to the server is lost for 5 minutes and more,
the session will be finished. However, when the connection with the server is restored, the
user automatically logs in to the login page.

A quick login without entering (or even knowing) a user name and password is possible, provided
that there is an active session available. Then URL-link should contain the sid parameter, e.g.,
http://wialonb3.gurtam.com/?sid=3086417ea744b0dbb85202cebe3ff134.

Note that the input must be from the same IP address. However, be careful giving away such links,
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as, while the session is active, anyone who has this link can log into the system and perform
different actions allowed to that user. To abort the current session, just exit the system (press
Logout).

After the first login into the system, the Data Protection Agreement is shown. In order to proceed,
click I agree.

General Data Protection Regulation

Data Protection Agreement

This Data Protection Agreement (the “DPA") becomes effective on May 25, 2018.

The Customer shall make available to GURTAM and the Customer authorizes
GURTAM to process information including Personal Data for the provision of the
Services under the Agreement. The parties have agreed to enter into this DPA to
confirm the data protection provisions relating to their relationship and so as to
meet the requirements of the applicable Data Protection Law.

1. Definitions
1.1 For the purposes of this DPA:

“Personal Data” means any information relating to an identified or
identifiable natural person ('data subject’); an identifiable natural person is
one who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data, an
online identifer or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that
natural person;

“Data Protection Law” mean all applicable laws, regulations, and other
legal requirements relating to (a) privacy, data security, consumer

Getting a new password

If you have already registered in the system but forgot the password, please, follow the Forgot your
password? link. There you will be asked to enter your username and email address. Then press the
Reset password button. A link to the page containing your new password will be sent to you.
Follow this link to get your new password.
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Please, enter your login name and e-mail. A
password reset link will be sent to you.

user

user@domain.com

RESET PASSWORD

Back to the login page

If you have pressed Forgot your password? by accident, just ignore the email with a password
reset link and use your previous login and password. If you still follow this link, you will have to use
a new password.

® You can reset the password no more than once a minute.

Password change

If the Can change password option is activated in the General tab of the user properties, then,
according to the security rules, the password change is required at first login. In the opened
window, type in the current password, and then enter the new password twice (the second time in
the Confirm password field).

The current password for the user you logged in as can be changed in the Security tab of the user

properties dialog. However, not all users are allowed to do this. Contact your service administrator
for more information.
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Login as another user

User impersonation allows you to access and operate as if you were logged in as another
(subordinate) user. To impersonate, you need to have the Act as given user access right towards

the user.
B | 3B | 5[ A || user
User | | Qo %
| 2 Account12435 Account12435 =i
2 Cloud Cloud =3 }‘
2 Company A Company A = !
| Corona Omega =
2 Francisco Francisco 5
Joseph Company A =5
Michael Strom Company A =5
2 Omega Omeqa =i
Fablo Omega =i ;
Thomas user_t = |
| Waldo user = !
I

If you want to log in as another user from the authorization page, you should enter your user name
and password, click on the Login as caption and select the necessary user name in the open
window. When you are logged in as another user, you can see only those objects that are available
to them and perform the actions allowed to them. Note that the login history is stored in the
account with which you have entered the system.

You can switch to another user even after entering the system. However, in this case, the login is

",
not saved in the user's history. To switch it, click the icon ~=' located to the left of the username.
Afterwards, the dialog containing two columns (a username and an account name) is opened.

Users-creators of accounts are marked with the icon = to the left of their names. Click on the
name of the required user to authorize in the current tab, or click on the icon at the end of the line
to open the page in a new tab. For the search convenience, it is possible to use the dynamic
search. The search can be filtered by users or accounts. This is regulated by the filter in the upper
left corner of the window.
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There is also an alternative way to log in as another user. Go to the Users panel, where each user
has a special button for logging in under his name. If you do not have enough access privileges, the
button is disabled.

After authorization as another user, the username is written in brackets to the right of the main one
(in the right corner of the top panel). To switch back to the main user, click on the icon (door with
arrow) to the right of the name, and confirm your action by pressing OK in the appeared window.

Top Panel

In the upper panel on the left, there is the logo of the tracking services provider, and on the right,
there is the menu setting button and the username under which the user logs on.

The main menu of the program occupies the central part of the top panel. It contains different
elements depending on the settings applied and also on the modules provided.

C) wim|0anl“ &3 Monitoring Tracks | [5] Messages | I Geofences | {ij Mofifications A user

User menu

In the right corner of the top panel, the user's login is displayed, under which the authorization has
been made. Meanwhile, one more login can be specified in parenthesis if the main user logged in
on behalf of the other.

21 user

ser Settings

Manage Applications
Locator
Import/Export

Logout

When clicking on the user name, an additional menu appears. It contains the following options.

User settings
Opens the user settings dialog for viewing and/or editing.
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Manage applications
Opens the manage applications dialog.

Locator
Opens the locator's dialog.

Import/Export
Enables to transfer the settings of units, users, resources' contents (refer to Import and Export).

Help
Help request. Can be unavailable.

Technical support
Technical support request. Can be unavailable.

Logout
Click here to log out of the system (session termination).

Help and Support are links to third-party Internet resources containing either documentation or
technical support. By default, they are disabled. You can enable and configure them in
the administration system.

Information notices

Information notices from the service manager can appear in the top panel under the username, as
well as notices on the number of days left before blocking the tracking system (if specified by the
tariff agreement).
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Your account will be blocked
s00n. 3 days left.

Work Area

In the left part of the screen, there is a work area in which various actions with different elements
of the system are performed, as well as various requests, are formed.

Depending on the tag chosen in the top menu, one of the following tabs can be opened in the work
area:

Monitoring — tracking units position, state and movements.

Tracks — viewing movement history.

Messages — viewing the messages that come from the units.

Reports — a wide range of tools for analyzing and sorting the data received from a unit.
Geofences — creating, editing, removing geographical areas.

Routes — creating and monitoring the traffic route of a unit according to its schedule.
Drivers — creating drivers and assigning them to units.

Trailers — creating trailers and binding them to units.

Passengers — creating passengers and binding them to units.

Jobs — creating, editing, removing jobs performed on schedule.

SAPIPRIBDED

| Cad

Notifications — creating, editing and removing notifications of events.
Users — managing other users.

Kl po

Units — managing available units.
Top menu also can include two panels which are not shown in the work area. They are:

B Tools — tools for calculation distance and area, laying the best routes, searching for the
nearest units, etc.

HH Apps — applications that solve various user's tasks.
The width of the work area can be changed. To do this, click on its right border and drag it to the
required direction, holding the mouse button. Moreover, you can hide the work area by pressing the

button located in the lower left corner [l .

Monitoring System- 373



) winlon User Guide

Main menu adjustment and navigation

To adjust the main menu, click the customizer icon *and select the menu items you would like
to work with. The selected items immediately appear in the top menu.

The tab that is currently open is highlighted with a darker background. To navigate through the
menu, you just need to click on the required name. The contents of the left panel (the work area)
change automatically.

® Keyboard shortcuts are used to facilitate navigation through the tabs.

Monitoring

C) winlonlocal’ || @ wontorng | B2 Tracks | [F] Messages | [a] Repons SN 2 | user
| e J L e > AN

1] e
Active tab r Mainmenu [
N

3
§
»

Al MIE sl Main menu ¢
customizer

.ﬂi Messages

B
a g ’ . 3 Ashe¥ille | @ Reports

0]

®1

[

® 1. PeintA @ Geofences

[

L]
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3]

T Routes

3]

lij Belgrave Square L] Drivers
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L} Geofence 2 L]

Passengers

[

i Geofence 3 L]
. % Jobs
Hannover 1 L] e Lo —
Mer‘c’-éd%s‘Sﬁ'r'mteE\-_. Notifications
® Hannover 2 L gt rad

Ooo

; Users
® Hannover 3 [ Eatgnton

[¥] ® New geofence
o] l Red Square
[ % Zoo

= F‘: Finish

© B stan

¥ ® Store 232

L]
L]
L]
L]
L] Glerfuille |
jl
Jean
© 24.8710/ : W -082° 23.3033"
—

| m © Gurtam 0] 0O "0 14:37:54 (+03)
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All the range of items chosen for the main menu is displayed at the top. The names of the tabs are
shortened if there is a lack of space. That is why you should choose only those items that you
actually use.

Alternative means of navigation

If the browser window is small, but there are a lot of tabs selected, inscriptions generally become
not visible, and menu tabs are presented just with icons. In such cases clicking on the icon mostly
leads to switching on/off the layer on the map. Therefore, in such cases to switch the tabs you
should additionally hold the Ctrl key.

Another means of navigation is through the menu settings window. If you click on the name of any
item in the settings window, you will be taken to the corresponding tab. In this case, if before it was
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not displayed in the menu, it appears. Also, do not forget that when you call the tab from the menu
settings window the layer is activated automatically.

The same occurs in case of forced transitions between tabs, for example, when requesting a report
from the monitoring tab or during the transition from reports to messages. Even if the requested
tab is not displayed in the main menu, the transition is successful. In this case, the corresponding
item is added to the menu and the layer becomes active.

Bottom Panel
The following buttons are located in the bottom panel:

L - hide/show the work area;
- hide/show minimaps.
= - hide/show the online notifications window;
2 _ hide/show the window with the messages from drivers or SMS;
M _ hide/show the window with the pictures from units;
EN _ hide/show log;
— hide/show information on the latest system updates.

o = © Gurtam =]23] 15:48:14 (+03)

The lower right corner shows the current time and, in parentheses, a time zone (you can change it

in the user settings).

Map

The map is available regardless of which panel is activated. Usually, it takes up most of the screen.
Units and their traces, geofences and other elements can be displayed on the map.

Map size can be adjusted in relation to the work area and the log. To do this, drag up/down or left/
right the map scale slider, which is located between the corresponding parts of the interface.

To maximize the map size as much as possible, you can hide the work area and the log completely

(using the buttons L] and E.) and switch to the full-screen mode by pressing F11.
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Map selection

To change the base layer of the map, click on the button ""in the upper left corner of the map.

The menu of map selection is divided into two sections. The upper section contains base layers
and the lower one contains additional informational layers. Select the base layer which should be

used as the main map and a minimap.

[ 1] ] Gurtam Maps =<0

‘|

Google Streets

Google Physical

Google Satellite

Google Hybrid "
Bing Aerial ;

Bing Hybrid

OpensStreetMap .

I Visicom

|_| Google Traffic
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Depending on the selected base layer, additional layers can be available for it. They allow
displaying the following information on the main map: traffic on roads, maritime navigation, or
weather. To enable the required layer, select it in the section of additional layers.

The available base layers depend on the map sources selected in the user settings. There you can
also save the current position of the map for further logins. If the option to select any map source
is not available, contact your tracking system administrator.

® The base layer selected in this menu affects only the graphical form of the map. Geocoding
(address detection, etc.) is carried out using mainly Gurtam Maps.

Visible layers

To add and remove visible layers on the map, use the button “ inthe top left corner of the map.
Layers menu can be divided into two sections: layers of panels (at the top) and layers of units (at

the bottom).

& | Monitoring
( .
m Messages
#| Feports
+
¥| Geofences
g,
| |« Unit trace
#| Lnit name

#| [Driver's name

#| Unit movement direction

The graphic layers of the following panels can be displayed:

* Monitoring;
* Tracks;

* Messages;
* Reports;

+ Geofences;
* Routes;
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* Drivers;
* Trailers;
+ Passengers.

You can activate graphic layers only if there are same-name panels in the main menu. For instance,
if there is a Monitoring item in the main menu, the map can display the graphic layer with the
location of the selected units. Once you add an item to the main menu, its layer automatically
appears on the map and disappears once you remove it.

The units layers are designed to control the unit presentation on the map and include:

*+ unit trace;

* unit name;

« driver's name;

*+ unit movement direction.

The order of displaying layers

The layers are displayed in a specific order. Depending on the rendering priority, they can be
divided into 7 groups, which are listed below. The elements of each next group are rendered upon
the previous one. Some groups also have an internal rendering hierarchy.

|. Base map layers
Il. Additional map layers
[ll. Base vector layers

+ Geofences rendered in the browser
+ Elements rendered on the server

+ Trips in the trips report

* Routes

IV. Additional vector layers

* Inscriptions for drivers and trailers

+ Tails of units

+ Direction arrows of the movement of units

+ Names of units

+ Statusicons

* Inscriptions of the markers of the LBS detector tool

V. Markers

+ Icons of the geofences rendered in the browser
+ Markers of the drivers and trailers unassigned from units

Monitoring System- 378



o ;
) wimlon User Guide

+ Unit markers

+ Markers of the drivers and units assigned to the units

+ Markers of the Messages panel

« Markers of the initial/final position of the tracks in the tracks and reports panels

« Markers of the tracks hittest when geofences, reports, tracks are rendered on the server
+ Names of geofences

VI. Tools

+ Track player
+ Distance

+ Area

+ Address

* Routing

+ Hittest

* Nearest units
+ LBS detector

VII. Editing Layers

+ Created geofence

Search on the map

In the top left corner of the map, there is the Search on map icon ©. . This tool is used for the
dynamic search of such system objects as units, geofences, unit groups, drivers, trailers,

passengers, routes. Also, if the names of the above-mentioned objects do not contain the entered
characters, then a list of addresses that match the specified filter is displayed (the search is
performed in accordance with the selected geodata source).
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Search Process

Click on the Search on Map button and set the search filter (enter the characters from the name of
the object you are looking for). For a unit, you can enter its unique ID, registration plate, or VIN
number indicated on the Profile tab of the unit properties dialog. As you enter the characters, you
can see the list of the items that match your request. The search list displays the names of the
objects and the icons that indicate their type. If the filter matches multiple objects, the list contains
one result for each type of object.

Switching to the Object on the Map

Click on the required item in the search list to see it on the map. You can use the up and down
arrow keys to navigate through the list of items and press Enter to select the required one. The
map is automatically centered on the selected item. After the selection, the search tool collapses.

Using the map while working with different panels

The map is common for all panels. It means that while switching between the panels, zoom, and
coordinates of the map center remain the same. Graphic elements such as track lines, markers,
geofences, icons of units remain in their places. Therefore, for example, if you made a report
showing parking locations on the map and then switched to the tracks panel to create tracks for
the unit's movement (even if this is a completely different unit), all the graphical elements, lines,
markers, etc. still will be shown on the map until you delete them or switch them off.
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Such panels as Monitoring, Tracks, Messages, Reports, Geofences, Routes, Drivers, Trailers and
Passengers can have their layers on the map. Graphic elements applied to a map when working in
a particular panel, can be easily switched on and off. Displaying or hiding the graphic information
on the map is adjusted for each layer individually in the layers menu, which can be opened by
clicking on the Eye icon in the upper left corner of the map. Here you can read more about the work
area.

Map navigation

To navigate through the map, left-click anywhere and drag the map in the desired direction.

Zooming the map

To scale the map, you can also use several methods.

Using the scale on the map

In the upper left corner of the map, under the navigation buttons, there is a scale bar that allows
you to zoom in (+) or zoom out (-). In this case, the center of the map does not change its position.
You can press the + and - buttons to change the scale in a step-by-step mode, or click anywhere on
the gradation scale.

+

Using the mouse scroll wheel

It is even more convenient to adjust the zoom level using the mouse scroll wheel. Scroll up to
zoom in and scroll down to zoom out. Direct the cursor to the required place so that it is not lost
from view when the scale is changed.

Using the mouse and the Shift key
To zoom in on the area you selected, hold the Shift key and click on any rectangle on the map

Using a double-click
Double-click any point of the map to zoom in on it.
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In the lower left corner of the map, the current scale of the map is indicated. In the lower right
corner, you can see the geographical coordinates of the place the cursor points at. The coordinate
format is selected in user settings and can be either degrees or degrees and minutes.

Log

In the lower right corner of the screen, there is a log that opens by clicking on the iconin the
bottom panel. The log displays information about user actions, commands execution, and
receiving messages from the units included in the work list of the monitoring panel.

You can adjust the size of the log by dragging its border or corner. At the top of the log, there is a

dynamic search, and in the upper right corner, there is a log settings icon ( 5 ). In the settings, you
can filter messages by type.

a

l Malden A Broad Sound p ooy

rlhm | “ E
\.} =

LULUTUST IS TULSOL D6 INTE IS ISAYT 1IUNT UL DULRGIUU 3 TULRGL Lal WED ITLEIVEU L £UWeu—y
-

2020-04-14 16:53:34: New message from unit 'Seat Ibiza’ was received at 2020-04-14 16:53; ¥/ Incoming messages
2020-04-14 16:53:34: New meszage from unit ‘Seat Ibiza' was received at 2020-04-14 16530 ) User actions
2020-04-14 16:53:34: New message from unit 'Bus 32 Miami' was received at 2020-04-14 16:
2020-04-14 16:53:34: New message from unit 'Bus 32 Miami' was received at 2020-04-14 16, ¥ Commands
2020-04-14 16:53:34: Error: 'ltem with such unigue property (phone number, name or UID) alresuy exses.
ig?wton 2020-04-14 16:53:34: Device properties of unit 'Peunut’ updated

2020-04-14 16: - Access password for unit 'Peunut’ updated.

Brookl  2020-04-14 16:53:34: Phone number of unit 'Peunut’ updated.
2020-04-14 16:53:34: Phone number of unit 'Peunut’ updated.
2020-04-14 16:53:34: Mileage counter of unit 'Peunut’ updated -

berryHil

BN || 16:55:02 (+03)

An arrow is displayed at the end of the lines for which unit location data are available. Click on the
arrow to see the place of the event on the map.

Different colors are used to display text in the log:

+ black is used for records of the actions of the unit, a change of location, a new SMS from the
unit, etc,;

+ green is used for records of user actions (creating and editing units, geofences, changing
settings, etc.);

+ red is used for error messages and alarm messages from the unit.

® When messages are sent from the black box or retransmitted, only those that have been
generated not earlier than one hour before the last positional message are logged.
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Shortcuts

Keyboard shortcuts ensure more convenient and quick means to navigate through the system. This
feature is activated in the user settings.

Shortcuts for panels navigation:

* M — Monitoring;
« T — Tracks;

+ E — Messages;
* R — Reports;

+ G — Geofences;
+ O — Routes;

* D — Drivers;

* | — Trailers.

« J—Jobs;

* N — Notifications;
+ U—Users;

+ Y — Units.

Shortcuts for tools activation:

+ 1 — Track player,;
+ 2 — Distance;

« 3 — Areg;

* 4 — Address;
+ 5 —Routing;
+ 6 — Hittest;

+ 7 — Nearest units;
8 — LBS detector;

+ 9 —SMS.
Other shortcuts:
* A— Apps;

+ F — Search on map;

* S — User settings;

« ~ — show/hide the left panel;
* L — show/hide the log.
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Calendar

The calendar is used in many cases: to specify the time intervals to generate reports, indicate the
date and time in notifications, jobs, routes, etc.

2020 April 15 08:20

a4 April 2020 O
Mon Tue Wed Thu Fri Sat Sun
3 4
6 7 & 9% 10 N
13 14 15 16 17 18
20 21 22 23 24 25 26

27 28 29 30

[ B S R ) |

Today 09 = 20

The calendar date includes the year, month (the name of the month is written) and day. The date
mask selected in the current user settings dialog affects only the arrangement order of the year,
month and day. The earliest possible date is January 1, 1971.

As for time, its format corresponds to the mask selected in the user settings dialog. The only
exception is that regardless of the mask applied seconds are not displayed in the calendar.

There are several methods to work with the calendar and quickly set up a desired date and time:
manual input, using buttons or the mouse scroll, etc.

Method 1

The date and time can be adjusted without opening the calendar itself — in the text field above it.

2020 April 15/09:20 You can do this either manually, using the keyboard, or using the
mouse scroll wheel. Place the cursor over the time element you want to alter and scroll up (to

increase) or down (to decrease).
Method 2

Open the calendar, point to the date and time input field and click the left mouse button. Use the
arrows to select the year and month. To change these values, you can either click on these buttons
or use the mouse scroll. Single arrows are used to select the month, double — to select the year.
After moving to the required month and year, click on the date below with the left mouse button.
This closes the calendar, and the date you selected appears in the text box.

If you need more accuracy, then before selecting the date, specify the time in the lower right corner
of the calendar. You can use the numeric input from the keyboard, as well as the scroll wheel.
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Changes are accepted after clicking on the date with the left mouse button or pressing the Enter
key.

_previous month _next month,
_previous year et year
2020|April 14 09-20
“" A April 2020 o
Mon Tue Wed Thu Fri 3at Sun

2 3 4 5
6 7 a g 10 11 12

choose a day . R
Yo frish —45——43=- 14 15 16 17 a g
20 21 22 23 24 25 Z@

27 28 29 30
Tﬂ.d.a'_.l.' 09 3 20
choose | choose time

current day (hours & minutes)

Method 3

Today's date can be set in one click. Open the calendar and click Today. This action affects the
year, month and day but does not affect hours and minutes.
Method 4

In the calendar, click on the month and year field with the left mouse button. Below is the field with

the year number. There enter the required year from the keyboard, then click on the name of the
month and select the day.

2020 April 15 09:20

oA April 2020 « FoOHE

Today

January February March
April May June
July August September

Cctober Movember December

Additionally, you can set the hours-minutes in the manner described above.

Monitoring System- 385



) winlon User Guide

The Persian calendar

The method of working with the Gregorian calendar is described above. However, Wialon
additionally works with the Iranian calendar (also known as the Persian solar calendar). It is used in
Iran and Afghanistan.

The Persian calendar can be activated in the user settings. If Persian (Farsi) is selected as the
interface language, the calendar is also in Persian and is shown from right to left. In other cases, it
is in English (in Latin characters and Arabic numbers) and shown from left to right.

? Farvardin, 1395 = = VPRS g 7

whk | Sat Sun Mon Tue Wed Thu Fr dxsn =u jlea 4n g Sy 44t 4l
52 1 2 3 4 5 @ Fooo8 ¥ v X L B
1 f 8 9 10 11 12 13 LAON | B T T ' 1
2( 14 15 16 17 18 19 20 LT & I LA N - T 1 A
3 21 22 23 24 25 26 27 YVOOXF YA TF YT oTY M r
4 28 29 30 N [ R T ¥
Time: 07 : 05 T T oka

Select date Fo g el

In the Persian calendar, just as in the ordinary calendar, you can set a date, quickly select the
present day, turn over the months and years, specify the time. By clicking on the question mark at
the top you can call up more detailed information. To close the calendar, click on the cross-shaped
button. In addition, the calendar can be dragged anywhere.

Filters and Masks

When creating various objects in the monitoring system (geofences, drivers, custom fields,
sensors, etc.), lists are generated from them. Objects from the lists are displayed in the alphabetic
order, with numbers first, then letters of the Latin alphabet, and then Cyrillic. Uppercase and
lowercase letters are not taken into account. When you create a new object (for example, a new job
or custom field), it is originally added to the end of the list. When you later open this list, the objects
will be arranged in the alphabetical order. After renaming, the object remains at its former place
until you reopen the list.

Filters and masks are used for convenience. They allow narrowing the list of items in such a way
that only the objects necessary for users are shown. Also, they allow to find the objects with
particular characteristics or name in the list and specify the objects of tracking system towards
which a report, notification, etc. will be applied.
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Dynamic search

If the list contains many items, it may be difficult to quickly find the required one. For convenience,
you can use the dynamic search available in most panels. Start entering the name of the object
(geofence, unit, route, and so on, depending on the active panel). You can type just a part of the
name. As you enter the text, the list shows the items that match your query. The search is not case-

sensitive.
m Az =AY mE X
] MM Green Park 1 34 g X
[] Eg® Las Palmas 3 A Iy %
[] [ Nepal 0D a4 g X
® Pacific Avenue 1 4 g %
[] F*%& Falma Aguarium D A g X

If you leave the filter field empty, all the available items will be displayed in the list.

You can also use the dynamic filter when adjusting the access rights on the Access tab of the user,
unit, and unit group properties. Moreover, you can use the dynamic filter to select a resource when
creating notifications, jobs, report templates, geofences, drivers, or trailers (as well as their groups
and automatic binding lists).

The usage of the dynamic filter in the Monitoring panel is described in the Unit list management
section.

When searching, you can also enter special characters such as * and ? the usage of which is
described below.

Name mask

Besides the dynamic search, you can use filters to select an item when executing reports,
configuring notifications, and so on. To do this, specify the name mask of the item, using special
characters such as an asterisk (*) and a question mark (?).

The asterisk is a special symbol which can be inserted in the query text to indicate any
combination of characters in the name of the item. You can put an asterisk anywhere in the query
(at the beginning, in the middle, at the end) or in several places at once, depending on what part of
the name is known or is the same for a number of items. For example, if you type *H*nda*,
all Hondas and Hyundais will be found.
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Another special symbol that you can use is a question mark (?). It replaces any character (one
question mark stands for one character). You can put it at any place of the query.

The request is case sensitive.

Suppose that a unit has two fuel sensors with the names Fuel level sensor and Fuel in tank. You
should create a notification that takes into account the values of both sensors. To do this, you
should set the name mask that matches both of the sensors. In this case, the best choice is *Fuel*.

Sensor value

Value range Value leap

Sensor type: Any -
Sensor name:

Similar sensors: Sum up values -
Value from: -1 fo: 1

Trigger when: In range -

If you do not want to use a name mask with asterisks and question marks, you should enter the
exact name of the item.

To find all the items of a certain type (sensors, geofences, users, and so on), enter one asterisk in
the query field.

You can use masks:

+ in notifications to specify the monitored sensor, route, or driver, as well as to set an SMS text
mask or a message parameter;

* in user properties to set a host mask for a user;

* in reports to specify the driver, sensor, event (violation), route and its geofence, and when
selecting geofences;

+ inthe Messages panel to filter messages;

+ in all panels instead of the dynamic filter.

Manipulations with lists

When working with lists, keys and keyboard shortcuts can be used. Using the keys facilitates a lot
of operations, such as list navigation, search for necessary items and their selection.

Dropdown lists

Dropdown lists are widely used in the monitoring system. They provide a possibility to work with a
large number of items. For example, this can be a list of units available when generating a report,
requesting messages, etc., a list of tables when editing report templates, etc.

Monitoring System- 388



) winlon User Guide

When building tracks or querying messages and reports, you can use dynamic search in dropdown
lists. For tracks and messages, you can quickly find a necessary unit in the dropdown list, for
reports you can find templates or objects. To use the dynamic search, click the corresponding
dropdown list and start entering the name. You can use a wildcard character asterisk (*)to
facilitate the search. As a result, the dropdown list is filtered according to the indicated symbols.

Template: Chat EM - a
— Chat EM a
Object Entradas X

Log
Today MARCADORES
i Mew report
Interval:

Muevo informe
Erom: Muevo informe 2
rom: PACH pedidos
- Parings |
Fassengers
Statistics
Test Sheloy odometer
Total report

Utilization cost
m All Voltage + dividir sensores -

To work with the dropdown list, you can use a keyboard. Use arrows (up/down) for navigation
through the list and the Enter key for choosing a necessary item.

Multiple selection list box

In the lists of such type, you can select multiple items. To choose several items throughout the list,
hold the Ctrl button, and consequently click on the necessary items.
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Export to WLP X

Export from: | Unit -

Export to: Iltem Units

Source items Export options

Filter: | Name - |:| General properties =
1968 Dodge Charger N Icon
iﬁ;ogé::rzeo Device configuration

Aston Martin DB5 (sms)
Aurora Borealis

BMW 735i

BMW ig

[] Counters
| Report properties
Advanced properties

BMW 6 ~[] sensors
il
Buckaroo's rocket car ] custom fields

Buick Skylark Converiible

] Admin fields

Bullitt's Mustang (sms)

Bumblebes Commands

Cadillac Sedan DeVille (g

Camel © [ Eco Driving

C:harlis Rahhit's Ruick e 7] Prafile -

Use Ctrl + Click to select multiple items

[ cancel |

Moreover, the following keys and their combinations can be used:

+ Home — move to the beginning of the list;

+ End — move to the end of the list;

+ up arrow — move to the previous item;

+ down arrow — move to the next item,

« Ctrl + A — select all;

+ Shift + Home — select everything from the current place to the beginning of the list;

+ Shift + End — select everything from the current place to the end of the list;

+ Shift + up arrow — consequently select the items going up from the current one;

+ Shift + down arrow — consequently select the items going down from the current one.

Checkbox list

Multiple selection lists may contain checkboxes indicating whether the item is selected or not. The
Ctrl + click combination can be used in such lists in order to check/uncheck all the items at once.
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Export to WLP X

Export from: | Unit

Export to: Item

-

Source items Export options
Filter: | Name - I:l General properties
1968 Dodge Charger ~ Icon

Aaron (c) = ) }
Alfa Romeo Device configuration
Aston Martin DB5 (sms) [ Counters

Audi RSE (sms) ]
Aurora Borealis ] Report properties
BMW 7351 ] )
BMW i8 Advanced properties

BMW x6
BMW1
Buckaroo's rocket car

Buick Skylark Converiible

~[] sensors
[ Custom fields
] Admin fields

Bullitt's Mustang (sms)

Bumblebes Commands
Cadillac Sedan DeVille (g

Camel © [ Eco Driving

Charlie Bahhit’s Buick

=71 Profile

User Guide

Use Ctrl + Click to select multiple items

G

® When working on macQS, it is necessary to use the 3f + click combination instead of Ctrl +
click.

Input Rules

Below you can find the rules that must be followed when entering data.

Names of units, unit groups, users, accounts, routes, and retranslators must contain at least four
characters. Other objects (such as geofences, drivers, report templates, sensors, and so on) may
have names with the length of one character.

Names of units, users, unit groups, accounts, and retranslators must not contain more than 50
characters.

You cannot enter letters in numeric fields (phone numbers, counter values, radius, fuel
consumption settings, settings of trip detection, and so on).

It is forbidden to use the following characters: " (double quotes), { } (curly braces), \ (backslash).
It is forbidden to use:

+ spaces at the beginning or end of the editable field (allowed in the middle);
+ commas in the numeric fields as separators (to introduce fractional numbers, use a dot as a
separator);
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+ commas, colon, ampersand (&) in the report templates (in column names, table headings,
and names of statistics fields).

It is not recommended to use > < (angle brackets), as in some cases they will automatically be
replaced with &gt; and &lt;.

If the data is incorrect, the line is highlighted in red and the OK button becomes inactive. As a
result, you will not be able to save changes or create an object.

Phone numbers and email addresses

Phone numbers must be entered in the international format and contain all the necessary codes
(country code, communication statement or city code, and then the phone number itself). Brackets,
spaces, and hyphens are not allowed. The only symbol that can be used for entering phone
numbers is plus (+) at the beginning of the number. Examples: +19176726154, +15551234567.

Email addresses must be in the format username — the 'at' sign (@) — domain name. Emails can
contain letters of the Latin alphabet, as well as dots (.), hyphens (-), and underscores (_). Example:
username@domain.net.

User Settings
Users can configure some system operation parameters according to their needs and tasks.
By | 1 | A user
/5_) User Settings
Manage Applications
Locator
ImportExport
Quick Start
~Bristol Help
;%"fé% Logout

.......... -

User settings can be changed if the corresponding checkbox has been marked in the user
properties dialog.

To view user settings, click on the username in the top panel and then choose User settings in the
menu.
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The User settings dialog can contain up to five tabs, depending on the system configuration:

« General settings

+ Security

+ Maps

* Account

» Notifications

The settings of one user can be imported to other users. Here you can learn more about the

transfer of user settings.

General Settings

The first tab of the User settings dialog contains general settings. Here you can indicate your time

zone, change the password to enter the system, and set many other parameters.

User Settings b

General Settings

Basic

Language

Basic

-

Language:
Time zone: (%)
o

Daylight saving time:

Persian calendar:

Date format:
Time format

First day of week:

Measurement system:
City:
Distance from unit to geofence:

Play sound for events:

Automatically display popup events:

English -
(00:00) GMT: Dublin, Edir +

MNone -
]
yyyy-MM-dd -
HH:mm:ss -
Monday -
Imperial -
][0
]
||
Cancel

0],4

The language menu. Contact your service administrator to expand the list of available languages.

Time zone

The choice of time zone influences the time parameters that are displayed in all dialogs and

panels.
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Daylight saving time

Specify DST options if you use summer and winter time in your region — choose the most
appropriate DST schedule on the dropdown list. None — summer time is not used.

Persian calendar

This option allows activating the Iranian calendar also known as the Persian solar calendar. It is
used in Iran and Afghanistan. If the option is chosen, the Persian calendar replaces the usual
(Gregorian) calendar in the places where a user should indicate some time interval (to build a track,
to query messages or a report, to set up a job or assign a route, etc.) Note that the Persian
calendar can be used to indicate particular dates of an interval only (from - to). Working with quick
intervals (Today, Yesterday, Week, Month, Year), the Gregorian calendar is applied. If the interface
is in Arabic, the calendar is in Farsi (the language spoken in Iran) and is shown from right to left.
Otherwise, it is in English (in Latin characters and Arabic numbers) and is shown from left to right
(see details). Enabling/disabling the Persian calendar requires reloading the page.

Date and time format

Select the format of the date and time that is convenient for you. Depending on the entered mask,
the data elements can be arranged in a different order and have a different appearance. A month,
for example, can be displayed with a word or a number, a year with two or four digits, and so on. In
addition, the day can also be included. The syntax instructions for each field are given in a tooltip.
In the drop-down list, you can select one of the predefined masks. The table below shows some
examples of formats:

Date mask Time mask Result 1 Result 2

yyyy-MM-dd HH:mm:ss 2014-01-25 09:45:33 1987-12-02 17:20:00
d/MM/yy HH:mm 25/01/14 09:45 2/12/87 17:20

d MMMM vyyyy hhmm:sstt 25 January 2014 2 December 1987
dddd Saturday 09:45:33 am Wednesday 05:20:00 pm
dd MMM vyyyy hh:mmtt 25 Jan 2014 Sat 09:45 02 Dec 1987 Wed 05:20

ddd

First day of week

am

pm
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Select either Monday or Sunday as the first day of the week. This affects the appearance of the
calendar and the manner of counting weeks in general.

Measurement system

Select one of the available measurement systems. The corresponding units of measurement are
used in such tools as Distance, Area, Routing, Nearest Units. The measurement system also
influences address processing, as well as the creation of routes. However, the earlier created units
and resources (together with geofences, jobs, and notifications) possess the measurement system
selected upon their creation. As for reports, their measurement system is set separately (refer to
Advanced settings of a report template).

City

In this field, you can indicate your city. It is used in the Nearest Units and Address tools as the
default city. Enter the name of the city. When you enter the first letters, the dropdown menu with
the names corresponding to the request opens automatically. You can either continue typing in the
name or choose it from the drop-down menu (there can be several cities with the same names in
different countries).

In addition, this setting determines the position of the map when entering the monitoring system.
However, if there are monitored units on the map, the map is scaled so that all of them are in sight.

Distance from unit to geofence

This option activates the calculation of the distance from a unit to a geofence when using the latter
as the address. The maximum allowable value is 100 km or miles (depending on the selected
system of measures).

® To work with this option, activate the Geofences service in the account properties.

Play sound for events

A sound can be played when an online notification is triggered or a driver's message is received. In
Windows 0S, QuickTime Alternative can be used as a media player. If you use Opera, you may need
additional adjusting, so that the request to play or save the sound does not appear.

Automatically display popup events

If this option is activated, the online notifications and the messages from drivers are automatically
shown on the display. If it is deactivated, only a number in the red circle in the bottom panel of the
program near the corresponding icon indicates that new events have been received.

Use keyboard shortcuts

Check this box to activate the shortcuts.
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Driver's activity

Check this boxto show the information on driver's activity in the unit and driver tooltips, as well as
in the extended unit information.

Render charts on server

Check this box to use the static charts in the monitoring system.

Show additional information about the unit

In this section of the settings, you can choose what additional information about the unit should be
displayed in the tooltip or in the worklist.

In the left column, check the boxes with the elements that should be shown in the unit tooltip
(displayed as you hover the mouse pointer over the unit's icon). In the right column, check the
boxes with the elements that should be shown in the extended unit information in the work list.

To select or remove the selection of all the items from any column, hold the Ctrl key on the
keyboard and check any box of the corresponding column. You can change the order of those

elements of the tooltip to the left of which there is the icon 1 . To do this, drag the double arrow
icon up or down.

The unit tooltip can include the following information:

Last message

The time when the most recent message was received and how long ago.
Icon

Unit's icon of a larger size. If the icon has not been selected from the library and has been
uploaded by the user, it is displayed in its original size, but not larger than 128x128 pixels.

Location
The most recent detected address of the unit.
Presence in geofences

If a unit in the latest message was within a certain geofence, the name of the geofence is displayed
in the unit tooltip in the color that is assigned to it in the geofence properties. This option also
affects units count in the Geofences panel.

Speed
The speed indicated in the latest positional message.

Altitude
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The altitude indicated in the latest positional message (if the device is able to give such data).
Counters

The values of mileage counter and engine hours counter. To learn more, see Counters.
Satellites

The number of satellites locked in the latest positional message.

Coordinates

GPS coordinates of the unit, taken from the latest positional message received (in decimal
degrees).

Sensor values
The sensors configured for the unit and their values converted according to the calculation table.
Connectivity settings

Device type, unique ID(s), and phone number(s) specified in the unit properties. This information is
available to users with the Edit connectivity settings access right.

Parameters

The latest known parameters. Their names and values match those in the messages without
conversion to other units.

Drivers

The name, photo, and phone number of the driver(s) currently bound to the unit.
Trailers

The name and photo (if available) of the trailer(s) currently bound to the unit.
Custom fields

Custom fields from the properties of the unit (general or/and admin fields depending on access
rights).

Profile
Profile information of the unit.
Maintenance state

Specified service intervals and terms for their implementation (days/engine hours/kilometers left
or expired).
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® The unit tooltip contains information about the unit and its latest message. The message
tooltip (as well as the tooltips of charts and tracks) only contains information about the
message itself, i. e. does not include connectivity settings, icon, custom fields, profile,
maintenance state, drivers, trailers.

Multicolor sensors in unit tooltip

Depending on the option selected in the drop-down list, the name and value of the sensor or only
its value can be displayed in accordance with the color scheme adjusted on the first tab of the
sensor's properties. If this option is disabled, the information about sensors is displayed in black.

® The mileage and engine hours counters are refreshed once a minute, as well as the
information about drivers and trailers. Checking for presence in geofences is performed
every two minutes. Other information is refreshed instantly.

Unit visualization

Replace unit icons with motion state signs

When the box is checked, all icons of the units are replaced by conventional signs showing their
activity. The green arrow indicates that the unit is moving, and its direction shows — which way.
The yellow circle means that the unit is standing with the engine running, the red square — that the
unit is standing with the engine off. See Unit presentation on map.

Display overlapping units in one icon

If two or more units are overlapping, their icons are grouped into the common one.
o )

It facilitates the visual perception of the map. The common icon is selected in the library (the
Library button appears on the right when the setting is activated) and has a value indicator
showing a number of units in it. To see the list of units the common icon contains, hover your
mouse cursor over the icon for a pop-up window to appear. Upon clicking the common icon the
map is scaled in such a way that all the units of the common icon get into the visual field. Note that
overlaying icons cannot be grouped into the common one on the 2 largest scales. When you view
the map on such a scale, accuracy is important, so all the icons are visible, regardless of their
overlapping.

Show unit icons at map borders
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If a unit is outside the visible area, its icon is displayed at the map border in the direction where the
unit is located. Click on this icon to see this unit on the map.

Blur icons of inactive units
Check this box in order to differentiate unit states on the map.
Trace

It is possible to indicate the length of the trace which is added to a moving unit on the map (the
Points in traces parameter) and select the color and width for it.

Other items on map

Display names of routes' checkpoints on map

Depending on the checkbox, route checkpoints can be displayed with or without their names on the
map.

Display names of geofences on map

Depending on this checkbox, geofences can be displayed on the map with their names or without
them. The color of the captions is adjusted in geofence properties.

Display overlapping geofences in one icon

If several icons of geofences overlap when displayed on the map, they can be grouped into one.

@?

Place the cursor over this icon to know what geofences are hidden behind it. Note that for reports
this option is set independently — in the advanced options of a report template.

® If more than 1000 geofences are displayed, they are grouped in one icon in case of
overlapping.

Render geofences on server

By default, all geofences are rendered in the browser. Rendering on the server is advisable if not a
very powerful computer is used for monitoring but the speed of internet connection is quite high. In
such cases, the performance of the Wialon system increases significantly. When displaying a big
number of geofences (more than 500), the option of rendering geofences on the server is activated
automatically.
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Security

On the Security tab of the user settings dialog, you can make the authorization settings and enable
two-factor authorization.

Authorization settings

) Email: user@domain.com
Security @

Change Password

Two-factor authentication

Turn two-factor authentication: Off -

Advanced settings

Motify about account blocking by email:

flespi settings

Token:
Region: eu -

Check

Cancel OK

Authorization settings

Email

An email address is required to recover the password in case it is lost and to receive a verification
code when the two-factor authentication is enabled.

Change password

Type in your current password, and then your new password (twice). Click OK to save.

A& Not every user at the time of its creation is provided with the right to change the password.

Two-factor authentication

To enable two-factor authentication, in the drop-down menu select the method of receiving the
confirmation code: via email or by SMS.

Via email

The code is sent to the email address specified in the authorization settings. To confirm the
address, press Send email and enter the received code in the line that appears.
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User Settings X

-

Authorization settings

General Settings
Security Email: | user@domain.com |
| Change Password |
_ Two-factor authentication
Accoun
. Turn two-factor authentication: | Via email - |
Notifications
Email: | user@domain.com |
| Send email |
Advanced settings
Motify about account blocking by email: [
flespi settings
Token: | |
Cancel | 0K
Via SMS

Specify the phone number to which you want the code to be sent. To confirm the phone number,
press Send SMS and enter the received code in the line that appears. Standard rates apply for SMS
messages.

User Settings x

Authorization settings

General Setiings
Security Email: | user@domain.com |
| Change Password |
Maps
Two-factor authentication
Account
Tumn two-factor authentication: | Via SMS - |
Notifications
Phone number: (::j | +375201234567 |
| Send SMS |
Email: | user@domain.com |
| Send email |

Advanced settings

(]

Motify about account blocking by email:

| Cancel |

In order to receive text messages, you should activate the SMS messages service in the account
properties and the Can send SMS function in the user properties.
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@ If an SMS cannot be sent (for example, the service is disabled or the number of available
text messages is exceeded), the confirmation code is sent to the email specified in the
authorization settings.

Advanced settings

Notify about account blocking by email

Activate this option to receive notifications about account blocking to the email address specified
in user properties. Notifications start arriving daily 5 days prior to blocking.

® To work with this option, activate the Email notifications service in the account properties.

flespi settings

Authorization

To obtain a token, click on the Login button and authorize in flespi.
Token

The field with the generated token is displayed after successful authorization in flespi. The token is
valid for one year. To see the information about the status (active/expired) and the expiration date
of the token, click Check. If necessary, you can edit the token manually.

Region

The data of flespi users can be stored in data centres in Russia or the Netherlands. The required
region (ru or eu respectively) is selected by the user when authorizing in flespi.

In the user settings in Wialon, the region is displayed automatically for the generated token. If you
indicate the token manually, select its region in the drop-down list.
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User Settings X

Motifications

Maps

Authorization settings

Email:

Two-factor authentication

| user@domain.com |

| Change Password |

Turn two-factor authentication: | Off - |

Advanced settings

Motify about account blocking by email: O

flespi settings

Token: | |

Region: | el - |

| Check |

Cancel | OK

Maps settings are adjusted in the User Settings dialog on the Maps tab.

User Settings X

General Settings
Security

Maps

Account

Motifications

Map source

[ | Google
[« Yandex
[#| OpenWeatherMap

Geopdata source

(® Gurtam

() Yandex

Address format

1 street

1 House

I city

1 Region (State and Zip Code)
1 Country

& & &

& &

Kdim mifs eacdioge Cmmil

| Cancel | 0K

FY

User Guide
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Map source

Here you can enable or disable map sources selecting them in the list. Changes are applied after
clicking OK and refreshing the page. Then you can select a map in the maps menu.

The following maps can be used in Wialon: Google, Bing, Kosmosnimki, 2GIS, WikiMapia, Visicom,
Yandex, HERE, Regio, Luxena, what3words, Myindia, ArcGIS, GoMap.az, Mapbox, OpenStreetMap,
Amap, Namaa, and such additional layers as OpenSeaMap, OpenWeatherMap, AerisWeather. By
default, all address information in Wialon Local is taken from the WebGIS server. However, it is
possible to take the address information from the Gurtam Maps cartographic service (for a fee).

If you enable certain map sources, several types of maps are displayed in the menu at once. For
example, if you select the Google map source, the menu shows such maps as Google Streets,
Google Physical, Google Satellite, Google Hybrid, and Google Street View for tracking on minimaps.
For some types of maps, additional layers are available (for example, traffic layer or maritime
navigation).

® The use of cartographic services is stipulated by the procedures established by the author
or by another right holder of such services. When selecting a cartographic service, you
confirm that you acknowledge and accept the full responsibility for its possible misuse.

Geodata source

In this section, you can select the source of address information used in the Monitoring panel, in
the tooltips of units and tracks, in the Messages panel, in notifications, and while creating
geofences and routes. Possible sources of geodata are Gurtam, Google, Visicom, Yandex, Mapbox,
HERE, Luxena, what3words, ArcGIS, Amap. Only the maps that are activated in the site's properties
are displayed in the list of available.

® I you have selected Google or Yandex as the source of geodata, then in order for the
monitoring system to display address information from these sources, you should indicate
keys for server requests in the administration system.

If Google (standard) or Yandex (standard) — geocoding service is activated for the account and
Google or Yandex is selected as the geodata source, the information about the location of the unit
is shown in the reports in accordance with the format of the maps provider.

For the Gurtam geodata source, it is possible to activate the MGRS coordinates option if the user
has the MGRS service.
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O ifa geodata source other than Gurtam is chosen, the Address format block becomes
unavailable.

Address format

Here you can specify the format for displaying address information in tooltips, tools, messages,
and other places. Choose which of standard address components should be displayed: country,
region, city, street, and house (at least one of these items should be selected). For example, if your
units move mainly within the same city or town you can omit the country, region, and city and leave
only the street name and house number in addresses. Address components can be put in any
order. To change this order, drag components up and down using the arrow-shaped buttons. This
format affects addresses mainly in cities/towns/villages.

& Available only for Gurtam Maps.

This format is especially relevant if the units are moving around the city. For addresses outside the
city (near roads), the following two settings are important:

+ Max distance from unit determines that if the unit is on the road or close to it and there is a
city/town/village at a specified distance, the address is displayed as the name of the road
and the distance to that city (if several cities are found, then to the nearest one).

+ Min city radius determines that if at a distance specified as Max distance from unit, no
settlement is found, then the address is bound to some other city. The radius of the city that
can get into the address information can be specified in this parameter. It may be necessary,
for example, if only large cities should appear in addresses.

Coordinate format

The coordinates of the cursor shown in the lower right corner of the map can be either in degrees
or in degrees and minutes. This option only influences the cursor's position format.

For the Map source and Coordinate format blocks, there is a possibility to check all the boxes at
once. To do so, hold the Ctrl key and check any box of the corresponding block.

Account

The Account tab contains the General and Statistics sections. To switch between them, use the
buttons at the top of the tab.
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® The tab is available only to the users with the View item and its basic properties, View

detailed item properties, and Query reports or messages access rights to the account. If

the Query reports or messages access right is absent, only the General section is available.

In the General section, the name of the billing plan, current balance, and the table with the list of

available services are displayed. The table contains the following columns.

Service — the type of service.

In use — the number of services of the same type in use.

Limit — the maximum number of available services of the same type. A 'zero' value means that the

service is unavailable. If there is a dash, there are no restrictions.

Reset — the frequency (per hour, per day, per week, per month) with which the data about the

services In use is reset.

User Settings b

Billing plan: Wialon

Balance: D.00
Service In use Limit
Account
Activex - -
Admin fields 12 20
Advanced reports 7 20
Commands 1 50
Create resources - 30
Create unit groups 29 500
Create units 13 30
Create users 153 250

Reset

maonthly
monthly
monthly
manthly
monthly
monthly
monthly

monthly

Cancel

-

In the Statistics section, you can get information about service charges for the period of up to 60

days. To do this, select the required time interval and press Show.
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Account

Notifications

Statistics for last

Date

20-05-2018 13:58
19-05-2018 13:58
18-05-2018 13:58
17-05-2018 13:58
16-05-2018 13:58
15-05-2018 13:58
14-05-2018 13:58
13-05-2018 13:58

12-NR-M1R 13-RR

General

10 = | days

Service

SMS messages
E-mail report
E-mail report
E-mail report
E-mail report
E-mail report
E-mail report
E-mail report

F-mail rennrt

Cost  Count
50068 1
$0.00 1
000 1
5000 1
50,00 1
000 1
50,00 1
$0.00 1
s00n 1

Show
Information
+375299000000
Statistics
Farkings
Geofences
Chat
Speeding
Statistics
Parkings

Genfenrac

Cancel

OK

-

User Guide

Here you can configure the receiving of online notifications for the Monitoring panel so that to get

them only from certain resources, and not from all the resources you have access to. For each

resource, you can also indicate the notification types that should be received.

& The Notifications tab is only available to the top users and to the users with dealer rights.

There are two lists on the tab. In the left one, the resources are selected, in the right one — the

notification types.
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Online notifications settings

Resources | L Notification types:
Antonio Ruiz 20 a
Speed
Enrique Martinez 3 pee
Martin Pérez Geofence
Maria Rodriguez Alarm (S08)

Alejandro Sanchez
vele
Motifications wialon

Digital input

Parameter in a message
Sensor value
Connection loss

|dling

SMS

Interposition of units
Address

Excess of messages
Fuel filling

Fuel theft

Route progress

Driver -

(<] [<] [=] [2] [=] [2] [=] [=] (<] (<] (<] (<] [<] (<] (<] [<]

Cancel 0K

Next to the name of the resource, the number of the notifications selected for it is shown, and in
the tooltip of the digital indicator — their list.

To configure the notifications filtration for a resource, the user needs the View notifications
access right to it.

By default, all resources and all notification types for them are selected. To modify the list of
notifications that should be received from a resource, select it in the list on the left. To quickly find
a resource, use the dynamic filter. In the list of notification types, mark the ones you want to
receive.

You can configure the notifications filtration so that it is applied to multiple resources at the same
time. To do this, select the resources while holding the Ctrl key and mark the notification types in
the list on the right. A black checkbox next to a notification type means that the settings of the
selected resources differ (that is, for some resources, this type is marked and for the others, it is
not).
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Online notifications settings

General Setlings
Resources | Ol Search Notification types:
e Antonio Ruiz 20 .
Maps Enrique Martinez , gZit:nce
Martin Perez 0
_ Maria Rodriguez Al [#] Alarm {S0OS)
fecount Digital input
Motifications ] Parameter in a message
Sensor value
Connection loss
[+ Idling
SMS
[¥] Interposition of units
Address
Excess of messages
¥ Fuel filling
Fuel theft
¥ Route progress
Driver -

| Cancel |

In the online notifications window, there is a filter by notification type which is available to the top-
level users and to the users with dealer rights.

Online Notifications

Motification types: | All (8) -

8 BMW 735 Speed

[#

[

n Aston Martin DB5  Connection loss

n BMW 7351 Speed

£

<= Dodge M45 Turbo Interceptor  Fuel theft

e Charlie Babbit’s Buick Connection loss

[E3|

me Charlie Babbit’s Buick  Fuel filling

[

[#
X | X | X | X | X | X | X

&= Audi RS2 Fuel filing
Delete all | Delete read

[#

Transferring User Settings

Individual settings can be transferred from one user to others or stored in a file.

You can import data from the User settings dialog, Settings, Maps tabs, and Monitoring panel. To
do so, you should have the Edit not mentioned properties access to a user you import the data to.
Most of the user properties can be imported, too (the General, Advanced, Custom Fields tabs). To
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import them, you should have the Change flags for given user, Edit not mentioned properties, and
Manage custom/admin fields access rights, accordingly. Such unique settings as email, password,
account information, access rights, etc. cannot be transferred.

Here is the list of settings that can be chosen for import/export.
Time zone. Time zone and DST.
Date and time settings. Date and time format, first day of week, and the Persian calendar.

Additional information about the unit. Settings from the Show additional information about the unit
section (they affect the content of the unit tooltip and unit extended view in the work list).

Monitoring panel configuration. Columns selected in the Monitoring panel, settings of Secondary
information and other monitoring options.

Unit visualization. Settings from the Unit visualization on map section.

Other items on map. Settings from the Other items on map section.

City. The City field on the Settings tab (important in such tools as Address and Nearest Units).
Address format. Settings for formatting the address from the Map tab.

User interface parameters. Log status (open/hidden), shortcuts (on/off), settings for online
notifications and messages.

Format of coordinates. Degrees or degrees and minutes.
Map source. The map source selected by the user.
Geodata source. The geodata source selected by the user.

General flags. Checkboxes from the General tab of the User properties dialog (including host
mask).

Custom fields. Custom and administrative fields from the User Properties dialog.
Templates of access rights. Templates of access rights created by this user.
Custom message parameters. Send custom message command settings.

You can also make a full copy of a user. It includes not only the parameters mentioned above but
also some hidden parameters (such as operational settings for Apps).

® When you import settings to the user, they are applied after the user refreshes the page or
performs a login procedure.
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Monitoring

The Monitoring tab gives access to the main tracking features. Here you can watch the movement
of units on the map, send commands and messages to them, request photos and videos, monitor
parameter changes online, etc.

To open the Monitoring tab, click on its heading in the top panel. The heading is displayed if the
Monitoring item is selected in the main menu customizer. Two modes are available on the tab: List
and Dashboard. To switch between them, use the buttons at the top of the work area.

The Dashboard contains summary information about the units from the work list. The following
data blocks are displayed here: Connection state, Motion state, Geofences with units, Latest
notifications, Mileage. You can only view information in this mode.

In the List mode, you can manage the work list of units and monitor their movement on the map.
The work list can contain either all units available to the user or just some of them. You can easily
add and remove units from the work list, which does not lead to their removal from the system. To
quickly find the required unit in the list, use the dynamic search above it. Next to the name of each
unit, there can be icons that allow you to assess the state of the unit or perform certain actions.
Above them, in the header of the table, there are icons which allow you to order units according to
various parameters. To display the icons in the work list, configure the monitoring options.
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To locate a unit on the map, click on its nhame in the work list. As a result, the map centers and
zooms in on the selected unit.
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The units are shown on the map if the Monitoring layer is activated in the visible layers menu. The
map displays only those units that are selected in the work list. You can select all units at once by
selecting the check box in the top left corner of the list. To cancel the selection of all units, clear
the check box.

You can see the selected units on the map when they are in the visible area. You can move and
zoom the map if needed. If the Show unit icons at map borders option is activated in the user
settings and the unit leaves the visible area of the map, its icon is displayed on the edge of the
map. Click on the icon to move to the unit on the map.

In order not to lose the location of the unit on the map, click on the Watch unit on map icon ( ).
When a new message is received from such units, the map is automatically scaled so that you can

see them.

If a unit has a sensor of the Private mode type with the Do not show unit location option activated,
then the location of the unit is not detected during the private mode trips. In this case, the icon 4
is displayed next to its name. When the private mode is used, it is recommended to enable the
display of unit names on the map.

Dashboard

The Dashboard contains summary information about the units from the work list. Here you can
quickly assess the connection and motion state of the units, see the latest online notifications as
well as the geofences where the units are located, and so on. The information is updated as new
messages are received from the units.

® The Dashboard is available to the users if the Dashboard service is activated in their billing
plan or account properties in CMS Manager.

To open this page, click on the Dashboard button at the top of the work area on the Monitoring tab.
If the work list on the tab contains 100 or more units, the Dashboard opens automatically when you
log in.
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Seven information blocks are available on the page. In the Dashboard settings ( 5 ), you can
select the blocks which should be displayed and change their order by dragging the arrows.

Connection state

This block contains a pie chart with information about the connection state of the units: online or

offline. To the right of the chart is its legend, which shows what category is represented by each
colour and how many units belong to it. When you point to a sector of the chart, a percentage of

units belonging to this category is displayed.

To see the list of units belonging to the category, click on it in the legend.
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To quickly find units by name, use the dynamic search above the list. Click on the line with the unit
to open its minimap.

Motion state

This block contains a pie chart with the information about the motion state of units. The chart
legend shows what category is represented by each colour and how many units belong to it. When
you point to a sector of the chart, a percentage of units belonging to this category is displayed.

To see the list of units belonging to the category, click on it in the legend. Above the list is a
dynamic search to find units by name. Click on the line with the unit to open its minimap.

Geofences with units

The block is displayed if the Presence in geofences option is activated in the User settings. It
shows a list of geofences where the units are located at the moment. The following information is
indicated for each geofence: type (graphically), name and the number of units.

Click on the geofence name to see the list of all the units located in it. Above the list is a dynamic
search to find units by name. Click on the line with the unit to open its minimap.
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Latest notifications

The block shows the latest online notifications as well as the date and time they were received. To
open a notification, click on its name.

Mileage
This block contains a graph with the data on the mileage of units over the past seven days. The
graph legend shows the mileage of the unit and the colour that corresponds to it. When you point

to the part of the graph corresponding to one day, you can see a tooltip with the data on the unit
mileage for that day.

You can change the list of units which are represented in the graph. To do this, click on the icon

. and select the required ones. (no more than 5). To quickly find units, use the dynamic search.
Then click on the icon € to go to the graph.

Fuel consumed by FLS

The graph of this block displays how much fuel was consumed by units and detected by the fuel
level sensor (FLS) over the past seven days. The graph legend shows the volume of fuel consumed
by the unit and the colour that corresponds to it. If the unit has more than one FLS, the sum of their
values is indicated. To see how much fuel was consumed by the units on a certain day, point to the
part of the graph corresponding to this day.

Fuel consumed by FLS (28.09.2019 - 04.10.2019) @ B
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You can change the list of units which are represented in the graph. To do this, click on the icon

X and select the required ones. (no more than 5). To quickly find units, use the dynamic search.
Then click on the icon € to go to the graph.

Speedings

This block contains the list of units for which speed limit violations have been detected. Opposite
the name of the unit, by default, the number of all its violations is shown. To filter them, select the

Monitoring System- 415



) winlon User Guide

necessary range of values in the drop-down list in the upper part of the block. For example, you can
display the number of violations where the speed limit was exceeded by 10 to 20 km/h.

The violations of the unit are shown in the block if the Use limits from roads method of speeding
detection is selected on the Advanced tab of the unit properties.
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Unit on the Map

By default, a unit on the map is displayed by an icon assigned to it which is selected when the unit
is configured, and a caption with its name. Icons for units can be selected from a standard set, e. g.

ﬂ , or you can upload your own image on the Icon tab. In addition, the icon can rotate depending
on the course (direction) of the unit. This feature is also defined in the unit properties.
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Icons that overlap each other on the map can be replaced by the common icon with a number
indicator. To do this, select Display overlapping units in one icon in the User settings dialog.
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Alternatives for icons

Unit icons can be replaced with the motion state signs. This option is called Replace unit icons
with motion state signs and is set in the user settings. The following symbols are possible:

+ green arrow — the unit is moving, the direction of the arrow indicates the direction of
movement;

+ red square — the unit is not moving (if there is an ignition sensor, it also means that the unit
is standing with the engine off);

+ yellow circle — the unit is standing with the engine on (only for units with ignition sensors).
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o Gurtam Car 1 i1
M= ?3
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Besides, the colors of these icons (arrow, square, circle) can be different and depend on the value
of the sensor. This functionality is adjusted in the Advanced tab of the unit properties. In other
words, the shape of the icon is defined by the state (standing still — square, moving — arrow), and
the color depends on the sensor value (intervals and colors are adjusted in the sensor properties).

Unit names can be displayed or hidden on the map using the Unit name item in the layers menu.

Displaying inactive units

Monitoring units are conventionally divided into active and inactive ones. Inactive units are units
that have not received messages with coordinates for more than 48 hours. Other units are
considered active.

The system supports the possibility of differentiating unit states on the map. To do this, check the
Blur icons of inactive units box in the user settings. In this case, inactive units are displayed on the
map with blurred icons and transparent names. If the signs of motion are used instead of icons,
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then the signs and names are displayed as transparent. If the Display overlapping units in one icon
box is checked in the User Settings, and all the units with overlapping icons are inactive, the icon
for them is displayed blurred. Moreover, the icons of drivers or trailers bound to the inactive unit
are also blurred until they are unbound.
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Displaying units with LBS detector

The LBS detection is an alternative method of finding units on the map. The accuracy of this
method is inferior to determining the location using GPS, but if the unit experiences troubles with
the GPS connection you can switch to the LBS detection method. To do this, it is necessary to
check the Allow positioning by cellular base stations box on the Advanced tab of the unit
properties dialog. Therefore, if the LBS detected data is more recent than the GPS data, it is used
to determine the current location of the unit.

When using the LBS detection, units are displayed on the map in the following way: the current
icon of the unit is placed into a transparent white circle with a red dotted stroke, the brightness of
the icon decreases.
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If the unit is currently in motion, the green arrow shows the direction of its movement, and the unit

can be followed by a trace which shows the track for the last few messages. If the unit is

stationary (according to the last message), this arrow is not shown. If there was no motion within

several last messages or the page has just been loaded, the trace is not displayed. Its length is

determined by the data from the last five messages, but you can change this value, as well as

adjust color and thickness of the trace in the user settings.

In the layers menu, you can configure the display of the following information about the unit:

+ Unit trace — show/hide the trace of the unit;
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* Unit name — show/hide the names of the units;
+ Driver's name — show/hide the names of the drivers assigned to the units (if there are any);
+ Unit movement direction — show hide unit's direction of movement.

If the display of names is enabled both for units and drivers, the drivers' names are shown in
parenthesis. The colors of the captions are taken from the unit properties.

The % icon to the left of the caption signals that the Do not show unit location option is activated
for the unit and the private mode of the trip is detected.

Minimaps

A minimap is an additional window which shows the current information about the selected unit.
You can open a minimap in one of the ways below.

Double click on the unit name in the worklist of the Monitoring tab. In this case, the map centers on
the selected unit.

Double click on the unit on the map. In this case, the map does not center on the selected unit.
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not available.
O wifMonlcxol“ & Monitoring Tracks | [] Messages | [m] Reports i | & user
Arenal
Dashboard Q B =
Q
®mA~2EF S ®.Q W 3 x
&
& 200-DES SN | IR S ORR Y Carrey g
' - By
0 8 1967 Pontiac GTO 1 Q4 @ % m _
|3|
0 BMw 530d = n A4 @ % sArenal
+
o 8 Bmw T35 ~J | A @ % ®
. - kr?saerh Ariawemiz
[+ ﬂf Buckaroo's rocket car = 1 4 @ ox - L=
- ' & logistic_one
™ @ Bus 32 Miami 11 A G x Mor gy, il
© Francisco S
[¥] ﬂ Delivery Service Miami ¢ X @l x Care o .
— o Caner g,
¥ & Francisco Q{4 % el
[¥] «#= Honda Civic 6519 X @. 1’3

[~ @ HondaCivicR

= logistic_one =1 X "
&

[0 @ MAZ 747 28 5 ago (2020-04-15 13:22:33)

Carrer de Maria Antdnia Salva 43, Llucmajor 07600, llles
Y= Mercedes Sprinter Spain ! vcgd N@bo,qo.
= h mustang 39.500 i

0 km/h 12 =
[¥] = Opel Corsa 27548 cayRMercedes Sprinter
Cow

[¥] «= Renuali_Kaptur Connectivity setfings: |+
[¥] == SeatIbiza Device type: Wia Tag - : =

4 3

1L

| M © Gurtam (0] (o =l 0] 13:22'59 (+03)

Monitoring System- 420



) winlon User Guide

Minimap modes

There are three modes available for minimaps: Video, Info, and Map. To switch between them, use
the buttons ™/ = / @ inthe right corner of the minimap header.

Video

This mode is available if you have the View connectivity settings access right to the unit and the
Video service. The mode allows you to monitor a unit online and watch videos recorded previously.

To access the Video mode directly from the Monitoring tab, click on the Video button next to the
unit name in the worklist. To display the button, configure the monitoring options.

At the top of the minimap, there are the Live and Archive mode switch buttons (on the left), as well
as the button to open video display settings (on the right). In the settings, you can select the
cameras for video transmission. The maximum number depends on the device settings. You can
change the order of cameras by pulling the arrows to the left of their names up or down. By default,
the video of the first camera is displayed in the minimap.

® Servision_test

The video is displayed in real time. Click on it to pause the broadcast; click again to resume it. The
button in the lower right corner of the video allows you To switch to the full-screen mode, click on
the button in the lower right corner of the video. In this case, broadcasting from other cameras
stops. To enable or disable the sound of the video, use the buttons D) TALS

In addition to the standard player, you can watch video in a third-party player. To do this, open the

unit properties and click on the icon "\ next to the Device type field on the General tab. In the
Device configuration dialog box, type the IP address of the player in the IP field and indicate the
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protocol. The protocol of the link to a third-party player should be the same as the protocol of the
monitoring site.

Info

To switch to the Info mode, click on the button = inthe minimap header. In this mode, you can
see the extended unit information which is selected in the User settings.

Map

In the Map mode, you can see the location of the unit, as well as its speed and address from the
last received message. You cannot move the map because it is automatically centered on the last
position of the unit. Apart from that, working in the map mode is identical to working with the main
map.

In the map mode, you can activate Google Street View or Yandex Panorama using the buttons in
the lower right corner. Google Street View is a Google Maps feature that allows you to see
panoramic street views of many cities around the world from a height of about 2.5 meters. The
service makes it possible to view houses, roads and all the surrounding objects on the street,
creating the illusion of virtual presence. At the moment, the service covers North America,
Australia, New Zealand, Western Europe, Japan, Indonesia, and Brazil. Yandex Panorama is a
panoramic view technology featured in Yandex Maps. At the moment, Yandex Panorama allows
you to view the street panoramas of Russia, Ukraine, Belarus, Kazakhstan, and Turkey.
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For Google Street View, select Google as a map source User settings. Make sure that the service

coverage includes the geographical area you need. For Yandex Panorama, select Yandex as a map
source and take into account the coverage of the service.

Online notifications in minimaps

In minimaps, you can view the received online notifications. When a notification triggers, the unit
minimap is highlighted in red. If the minimap has been hidden, it is shown automatically upon
receiving the notification. To receive and view online notifications in minimaps, select the Blink
minimap option as a notification action.

= logistic_one sl =) % Online Nofifications A x
120 km/h Autovia Palma-Sa Pobla, Consell 07330...
EOTD

Notification types: | All (3) -
N ;“—..
e
%@%’ . o - )
»“logistic_one = logistic_one  speeding g x

logistic_one violated speed Emitations. At 2020-04-15 13:31:50 it moved with speed 120

+ kmih near ‘Calle de Liait 6-10, Paima 07810, Balearss, Spain'.

a Custom event .

Delete all | Delete read

In the minimap header, you can see an icon indicating the number of unread notifications. Click on
it to view them. Here you can read and delete notifications as in the Online notifications window.
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To return to the initial mode, click on the icon again. Minimaps are not synchronized with the
Online notifications window, therefore reading or deleting notifications in a minimap does not lead
to any changes in the window of online notifications.

The maximum number of minimaps is nine. If you have nine minimaps opened and a notification is
received from another unit, you can view it only in the Online notifications window.

Working with minimaps
In the header of every minimap, there is a unit icon and name so that you can simply find the

required one. The mode switches and the Close button ( * ) are also in the header. You can open
up to nine minimaps at the same time (one minimap per unit).

You can hide or display all minimaps at once by clicking on the button == in the left corner of the
bottom panel. When you go to the Reports, Messages, and Routes tabs, the minimaps are

automatically hidden to avoid excessive information. If needed, you can display them by clicking on
the button in the bottom panel. When you leave these tabs, the minimaps are shown again
automatically.

After logging in to the system, the last layout of minimaps is restored.

Additional Unit Information

Additional information includes the following: last message, location, presence in geofences,
distance to the geofence (if the Distance from unit to geofence option is activated), speed, altitude,
coordinates, counters, satellites, connectivity settings, icon, sensor values, parameters, drivers,
trailers, custom fields, and maintenance intervals.

You can find additional information in the tooltip of a unit and in the extended unit information of
the monitoring panel work list.

Unit tooltip

A tooltip to a unit is displayed when you pause on a unit on the map, in the worklist, in some dialog
boxes, and so on. You can copy the information from the tooltip by selecting and saving the
required fragment to the clipboard. You can select the content for this tooltip in the user settings.
The tooltip for the unit may look like this:
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The characteristics are displayed in the tooltip in the same order as they appear on the Profile tab

of the unit properties.

Extended unit information

Apart from the tooltip, you can obtain additional information about the unit by clicking on the unit
icon in the work list of the dashboard (in both modes). Click on the unit's icon in the Monitoring

panel to see the extended information. The content of the extended unit view is also adjusted in the

user settings.
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You can apply the extended view to any number of units in the work list. To hide the extended
information, click on the unit icon again.

® Depending on the unit settings, the values indicated in the pop-up window as well as in the
expanded display, can be presented in the metric (kilometers, meters, kilometers per hour,
liters), American (miles, feet, miles per hour, gallons), or imperial (miles, feet, miles per hour,
gallons) systems of measures.
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Monitoring options menu

To open the monitoring options menu, click on the required unit on the map. This menu contains
the same functionality that is selected in the monitoring options. In addition, regardless of the
options selected, the menu always contains the buttons for generating a quick report and building
a quick track.

The monitoring menu does not contain the unit location icon, tracking option, and clear list button
even if they are chosen as the monitoring options.

When a unit moves, the menu moves with it. It always displays updated information about the unit.
To close it, click anywhere outside the menu.
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Monitoring Options

All the options that can be found in the Monitoring panel are described below. Depending on the
tasks assigned, you can choose to display some columns and hide the others. To do this, the Can
change settings option must be activated in the user properties.

By default, the Monitoring panel includes the following options:

+ address (in secondary information);
* unit tracking;

* motion state;

+ data accuracy;

* connection state;

+ quick track;

* properties;

+ clear list.
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To customize the list, press the icon in the upper right corner of the Monitoring panel. In the
left column, mark the checkboxes that should be displayed in the worklist and in the monitoring

options menu. In the right column, you can select the options that are used more rarely — they will
be shown in the additional menu and will be available there.

All the options in the Monitoring panel can nominally be divided into two types:

Of information. These icons contain some information about the current state of the unit
(movement/stop, sensor value, connection state, data accuracy). For additional information, see
the tooltip which appears when you point to the icon.

Of action. A click on these options allows performing an action on the unit (event registration,
command or report execution, messages query, track building, properties editing, removal from the
work list, etc.). As a rule, all further instructions can be found in the corresponding dialog boxes.
Active action buttons turn blue when you point to them.

The icons in the upper part of the worklist can also be used. In some cases, it allows you to sort the
units according to some properties (e.g. at the top are the moving units, at the bottom — the
stationary ones, and vice versa).

QO wialonlocal’ | 5 messages | (] Repons 8 [user
[ ust [ Selection of -
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Secondary information

All the options in the Monitoring panel are divided into 5 sections. The first one contains the
Secondary information option, which allows displaying the contents of the text columns under the
unit names. The following alternatives are possible:

* None;
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+ Address;

+ Geofence;

+ Driver's name;

+ Driver’'s phone number;
* Trailer.

When the private mode of the trip is detected (if the unit has the Private mode type sensor with the
Do not show unit location option enabled), the information about the last known location during the
previous ‘business’ trip is displayed as the current address or geofence.

Options of information

Next two sections include the options connected with the display of the information about the
units. If one or several parameters in the first section (text parameters) are turned on, you can
adjust the width of the corresponding columns in the Monitoring panel. To do it, hover the mouse
cursor over the space between the columns whose width you want to change. When the dotted line
appears, drag it to the desired side.

Location

"~ This column displays the location of the units either in the form of addresses or in the form of
geofences. Resolving means the address is being searched. N/A appears for units whose location

is not available, for example, in case a unit has never sent any messages.

Addresses
Depending on the selected format, addresses can be longer (if they include state, region, and other
elements) or shorter (e.g., street and building number only).

Geofences

If geofences are chosen to determine the location, once a unit gets into several of them, all the
geofences are displayed and separated by commas. They are also sorted by area (from smaller to
a larger one) and highlighted in the color selected in the geofence properties. If a unit is outside of
all available geofences, the address is displayed as its location. In any case, this column is the
widest in the Monitoring panel which is why it is not recommended to turn it on if there is not
enough space on the screen.

® To determine whether a unit is inside a geofence, the option Presence in geofences should

be activated in the General settings tab. This option is enabled automatically if you select
geofences for the location column.
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When the private mode of the trip is detected (if the unit has the Private mode type sensor with the
Do not show unit location option enabled), the last known location is displayed as the address or

geofence instead of the current one and the “ icon appears in the unit’'s caption, as well as next
to its name in the monitoring panel.

Drivers

= The column with the information about the drivers. This column can contain the driver's photo,
photo, and name, or photo and phone number depending on the display option chosen in the

Monitoring panel customizer. The tooltip always contains the photo, name, and phone number of
the driver.

— no drivers bound;
= —the assigned driver has no photo;

" — several drivers are bound to the unit;

® _ the assigned driver is running out of the allowed driving time (monitored when the Driver
activity option is activated in the unit properties on the Advanced tab). If a photo is uploaded for

the driver, an exclamation mark is displayed to the right of it instead of the icon.

Trailers

L The column with the information about the trailers. This column may contain the photo or

photo and name of the trailer depending on the display option chosen in the Monitoring panel
customizer. The tooltip always contains the photo and name of the trailer bound to the unit.

— no trailers bound;

Bl the bound trailer has no photo;

R several trailers are bound (see more information in the tooltip).
Unit tracking

/ © In order to monitor the unit and always see it upon receiving the message, press the
tracking icon next to its name. The icon will turn green, and a dot will appear inside of it. The unit

T

should be already checked in the first (Show on map) column. If you click the icon “ in the
header, the option will be applied to all the units marked in the first column.

If you activate tracking for multiple units, the map is centered and scaled in such a way that all of
them are constantly in sight.
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Motion state

) This column shows whether a unit is moving or stationary, as well as whether the ignition is on
or off (in case there is a corresponding sensor). The motion state is defined on the basis of speed

information in the latest message or a real-time motion sensor, if available.

To monitor the unit motion state, it is necessary to indicate the validity period of motion state icons
(the corresponding line in the Monitoring panel customizer). The validity period is the time interval
(in minutes), after which the traffic state signs become inactive. Moreover, when the validity period
expires, unit movement directions become hidden. The validity period can take a value from 1 to

999 minutes.

) _ the unit is moving (if there is an ignition sensor, this icon also shows that the unit is moving
with the engine off, that is, it is being towed or transported);

'{l . . . . og . .

w - the unit is moving, the ignition is on;
= — the unit is stationary;

p . . . . oy .

@ — the unitis stationary, the ignition is on;

— the last message from the unit was received over an hour ago: the unit was moving;

— the last message from the unit was received over an hour ago: the unit was stationary;

" _ the unit data is received with the help of LBS detection;
— the data obtained with the help of LBS detection is outdated,;

— there are no messages from the unit.

In case the unit is stationary, the tooltip displays the duration of this state. If the unit has a real-
time motion sensor, the information about the duration is absent.
Data accuracy

©" This column indicates the data accuracy: how many satellites locked the unit and when the
latest message was received. To find out the exact time of the latest information update, hover the

mouse cursor over the icon and study the tooltip.

The first bar indicates the availability of the satellites:

I green — the satellites are available (see the exact number of the locked satellites in the
tooltip);

! red — the satellites are not available;

grey — the satellites are not available for the period greater than the one indicated in the
Options customizer menu for the Motion state option.
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The second bar shows the latest data received from the unit.

I green — the unit sent the data less than 5 minutes ago;
yellow — the unit sent the data within the last hour;
orange — the unit sent the data in the last 24 hours;

U red —no messages for a long period of time;

grey — the object never sent the data.

You can customize the unit filtering in the Monitoring panel and/or on the map by the relevance of
the latest message. To do this, change Without filtration to Monitoring panel or Panel + Map and
specify the filtration interval in minutes. The filtration can affect only the work list in the Monitoring
panel or both the worklist and the map. Read more about the dynamic work list here.

Actualizer app can help reveal inactive units. This application allows setting any period of
inactivity.

Connection state

=) Shows whether there is a connection with the unit at the moment.

® —theunitis connected;

— the unit is not connected.

A unit is considered to be connected if there is a connection to the server using TCP or UDP
protocol, or the unit has sent messages within last X minutes. The required number of minutes can
be indicated in the corresponding line of the Monitoring panel customizer (from 0 to 999). By
default, the value is 0. It means that the connection state is determined automatically and does not
depend on the time of receiving messages.

Sensor state
““ This column displays the state of the sensor.

i NN (or any other color) — visualizes the sensor value (the color is set in the sensor
properties, and the sensor is selected on the Advanced properties tab);

T _text parameters (can be properly adjusted through a custom sensor);

— the option is not activated for this unit;

— the value is unknown.

When placing the mouse cursor over the square, you can see the name of the sensor and its value
(or description) in the tooltip.
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Battery level

In this column, the the battery level of the device is displayed. There are 4 available states.

L battery level from 0 to 25%;

— battery level from 26 to 50%;
— battery level from 51 to 75%;

- _ battery level from 76 to 100%.
The exact value of the charge is shown in the icon's tooltip. If there is no proper sensor configured

for the unit, then next to its name in this column the ? sign is displayed, the tooltip of which
says: State is unknown. If the sensor sends an invalid date that cannot be converted into percent

using the calculation table, then in the column the icon is displayed. In its tooltip, it is written:
Error.

Options of action

The parameters of the last two sections are designed for the execution of some action on the unit.
Quick track

=] . .
= The buttons allow building a track of unit movements.

< — show a track on the map;

e remove a track from the map;

— not enough rights to query tracks for this unit.

When pressing the Show track button next to a unit, the track of this unit appears on the map. In
the panel settings, you should also specify the interval for track building: Yesterday, Week, Month
or Other (manual mode). Other parameters (such as line width, annotations, markers, trip detector,
etc.) are taken from the Tracks panel. All 'quick’ tracks are displayed in the Tracks panel where you
can manipulate them in the same way as the usual ones: show/hide, remove from the map, etc.
Track colors can be set in the unit properties on the Advanced tab.

Messages
= Request messages from a unit.

— display messages;

— not enough rights to query messages from this unit.
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The requested data is displayed in the Messages panel. The standard time interval (Today,
Yesterday, Week or Month) for the query is set in the Monitoring panel customizer. If Other is
selected, the interval is taken from the Messages panel. In this case, only messages with data are
loaded, and the style of display is taken from the panel itself.

Quick report

[a] Quick report execution.

‘' _ execute a report;

— not enough rights to execute reports for this unit or a report template is unavailable.
The requested report is generated in the panel based on the template selected in the Monitoring

panel customizer. Standard time interval (Today, Yesterday, Week or Month) is also configured
there. The time interval can either be standard or Other, which means it is taken from the Report
panel.

Media

[a) View the latest media files (pictures or video) received from the unit (works for the devices
that have such functionality).

% —the button to view media files;
— no pictures (video) available.
Video
G Opening a mini-window in the mode of video monitoring.

B _ click on the button to open a mini-window in the mode of video monitoring;

[ | —there is no video available for the unit.
Commands

[ Buttons to send commands to units:

¥ — there are available commands;

L
s — there are available commands, including GPRS commands (using TCP or UDP channel);

— there are available commands, including GPRS commands, however, the current user does
not have enough access rights to execute them;

— there are no commands available or no rights to execute them.
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SMS

—
G5!

" Send SMS to the unit or driver (the addressee is selected in the drop-down menu if both
options are available). For full functionality, the current user should have the rights to send SMS, as

well as the right to Edit connectivity settings of the unit.

= _ send SMS to the unit or driver;

— the user has the right to send SMS, but there are no available phone numbers of the unit or
driver.

Events registrar

F+ Manual registration for such events as fuel fillings, maintenance service and other events in
the unit history.

- open registrar;
— not enough rights to register events for this unit.
Properties

* View unit or unit group properties (depending on the mode of work list display). To open the

properties, press the A icon next to a unit or a unit group.

Clear list
% The buttons used to clear the list. To remove all the units or groups from the list, press the

button in the header of the table. The same button is located in front of each unit or group and
allows to remove the items individually.

®© Ifthe options are selected for the additional menu (i.e. checked in the second column of the
Monitoring panel customizer), you can find them in the column with the icon =l under the

Y

button - .

Other

Other buttons and signs that can be found in the Monitoring panel.

3 The units that are selected for display on the map are checked in the
first column of the table. To select all the units, check the icon at the
top of the table.
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Al A switch-button which shows that the items of the work list are sorted
by name in direct order.

A switch-button which shows that the items of the work list are sorted

: by name in reverse order.
= A switch-button which shows that the worklist displays singular units.
= A switch-button which shows that the worklist displays a tree view of
the units (with grouping). Read more about the work list settings.
T The button to find and add the units or groups to the list.
A The button to add all available units or groups to the work list.

Monitoring panel customizer (columns selection).

Work List Management

To monitor units, you need to place them in the work list. Only units presented in the worklist can
be used to display on the map, as well as to apply various control elements: jobs and notifications
execution, reports generating, drivers and trailers assigning, messages or tracks viewing, finding
nearest units, etc.

The work list has several display modes:

simple list mode;

tree-like mode.
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Each of these lists is independent, and their settings are stored separately. When you switch
between them, all settings that were last applied to this type of list are restored.

To search for the required units in the list, use the dynamic search above it. The search is carried
out by unit name, group name, unique ID, device type, and such profile properties of the unit as VIN,
vehicle type, registration plate, brand, model, year, and color.

Simple list mode

Adding units to the work list

To add units to the work list, use the following buttons in the header of a list:

o

I — add all units available;

+ii

— add particular unit(s). The search tool is used.

Moreover, there are alternative ways of adding units to the work list:

+ from the Online notifications window (adding a unit that triggered the notification);
+ dynamic formation of the list depending on the relevance of the data.

Units created in the monitoring system or CMS Manager are automatically added to the worklist of
the monitoring panel of the user-creator (you may need to refresh the page or log in again). If the
group view monitoring mode is activated in the worklist, the new unit automatically gets in the
group it was added to at creation, or to the Units outside groups (if it does not belong to any).

If the filtration on the basis of data accuracy is used and the created unit does not meet the
specified conditions, automatic addition to the list does not happen.
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Removing units from the worklist

Units can be removed from the worklist individually or all at once:
. X
. X

— the button next to each unit to remove this particular unit from the list;

— the button in the header of the list to clear the work list (to remove all units).

Note that deleting units from the work list does not lead to their deleting from the system. They can
be added back to the worklist using the ways described above. Units can be deleted from the
system in the Units panel.

Sorting

By default, the work list is sorted by names arranged in direct alphabetical order. The order can be

A

reversed. To do this, use the switch button AL or 2 inthe header.

Besides, it is possible to sort units by other attributes such as motion state, connection quality, etc.
To do this, use the buttons in the header:

. 9 _sensor state;
NI commands;
« @ _ motion state;
. & _ast message time;
2 online connection state;
. Bl _ media files;
. — quick track;
@ driver information;
=~

' — trailer information.

For instance, to sort units by the motion state, use the button 2 The list is rearranged in such a
way that all the moving units appear at the top of the list, and those that are not moving appear at

the bottom. To reverse the motion state order of units, click on the button again.

The presence or absence of certain columns is adjustable in the Monitoring panel customizer.

Tree-like mode

In this mode, work list units are displayed in groups. Next to the name of the group in parenthesis
you can find the number of units included in it. To view the units in the group or the current
information on them, expand the group (+ in front of the group name). Any group unit can be
removed from the work list (though it is not removed from the group itself).
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To add all groups currently not presented in the worklist, click on the Add all available button ( Al ).
At the same time, if the list was empty, the groups are added with all the units included in them. If

the group has already been present in the worklist, the list of its units remains unchanged.

When you add units that are not included in any group, they are automatically placed in the Units
outside groups @ group. Such a group cannot be edited, although it has many characteristics
typical of an ordinary unit group.

To expand/collapse a unit group (i.e. show/hide its units), use the +/- button in front of a group
name. To display group units on the map, check a corresponding box. To display a particular unit
from a group, expand the group and mark the checkbox with this unit.

If at the end of the list when the group is expanded there is the ellipsis (...), this means that not all
the group units have been added to the list at the moment. When you hover the cursor over the
ellipsis, you can see how many units are not displayed, and add them if necessary.

A tooltip shows the list of all units included in the group.

The following actions can be performed over a unit group from the Monitoring panel:

| 2 .
. — commands sending;

- or A — unit group's properties viewing/editing.

Searching and adding units
There is a convenient tool for finding units and adding them to the work list. To open the unit

search dialog, click on the Add to the list button ( F ) in the worklist header.

Unit search dialog displays all the available groups (in square brackets) and units in alphabetical
order. To add units or unit groups, double-click on them. If the simple list mode has been activated,
then single units (one or more) are added to the work list even if you double-click on a group.

If the tree-like mode has been activated, a group is added to the work list in a collapsed form. To
add a unit group with a complete set of units, double-click on a group. To add a unit group with
some particular unit, click on this unit then. When you add units that do not belong to any of the
groups, they are automatically placed in the Units outside groups group ®.

In order for the added units to be instantly displayed on the map, activate the Show added units on
map checkbox in the unit search dialog.

Search by criteria

If you have a large number of units/groups, you can use special filters to quickly find the item. The
dropdown list contains the following search criteria: name, creator, custom fields, profile fields,
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phone number, unique ID, device type, access from the user, geofences, sensor, drivers, trailers,
passengers, etc.

o= = = y ==
A2:=+AII {E}@@E‘@X
-] Add units/unit groups to the monitoring list X
8| [Name »| | he +1
@ |Name _ _

= | | Phone number ap + e
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~ @ [ Creator A

| | Device type ) ”
2| | Accessors frmder

| | Profile fields
4] #_ Geofences

Unit group

W
ﬁ_ Sensors
~ o Customn fields

| | Drivers
8 | Trailers

| | Passengers
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| | The General Lee (sms)
The Herkimer Battle Jitney (c)
= ﬂ | | The Mach 5

= The Mystery Machine

| | The Tumbler

[#] «s= Toyota Camry <O = [l & %

Select a search parameter and then type a keyword into the next field. For instance, to find all
MANSs, select search by name, and in the template field type man. All units and groups which
names contain the combination of characters man (both at the beginning and at the end of the
name) will be found and displayed immediately. The comma sign (,) can be applied to string
together several requests. For example, to find all MANs and all Ivecos, type *man¥*, *iveco*.

If you leave the search field empty, all the units that have the selected property (sensors, ID, etc.)
will be displayed, for example, all units that have a driver assigned to them. Then you can type a
driver's name or code to narrow the search.

Most of the search parameters (except for geofences, drivers, and trailers) are taken from and can
be viewed and changed in the unit properties. When using a search by a sensor, not only the name
of a sensor can be entered in the template field, but also a part of its description, parameter type or
parameter name.
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After the first search is complete, you can continue the search on the second (third, etc.) level:

search among the results of the previous search. To do this, click Add to the search list +4  The
principles of inquiry formation remain the same.

If your search is successful and you want to include the results in the worklist, you can do this with
a double click or using the buttons:

« =+ — add a search result to the worklist;
.« “* — replace the existing work list with the search results.

Dynamic work list

The work list in the Monitoring panel can be formed dynamically according to the time the last
message from a unit was received. Units are removed and added to the list and map automatically.
The work list is updated every 10 seconds.

The function can be enabled in the Monitoring panel customizer. Change the Without filtration
option to Monitoring panel or Panel + Map and specify the filtration interval in minutes. Then only
those units from which data was received during the specified interval will be displayed in the
Monitoring panel. If the Panel + Map option is selected, the units are added not only to the worklist
but also to the map.

® with this mode enabled, some functions of the system become unavailable or operate
differently.
Manipulations with the work list (such as searching, adding, and removing units) are
impossible.
The filtration by the time of the last message does not affect the worklist if the treelike view
is selected.

Commands

A command is a request that can be sent to a unit. In response, the unit can send its coordinates,
take a picture, activate an output, block engine, etc. Available commands depend on the type of
device used and its configuration.

To be executed, a command should be configured in unit properties in the corresponding tab. To
send a command, the user must have the rights specified in its properties, as well as the Execute
commands right in relation to the unit.

Standard commands

17 standard commands are reserved in Wialon.
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Icon

Command

Query position

(request current coordinates

of the unit)

Block engine

Unblock engine

Activate output

Deactivate output

Download messages

Set data transfer interval
(how often unit sends data

to the server)

Send custom message
(to send a non-standard

command to a unit)

Send message to driver

Send position

Send route

Send waypoints

Name in the system

query_pos

block_engine

unblock_engine

output_on

output_off

download_msgs

set_report_interval

custom_msg

driver_msg

send_position

send_route

send_waypoints

User Guide

Parameters

output number

output number

time interval (from - to)

interval in seconds

command text

message text

coordinates

checkpoints

checkpoints
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Command

Query configuration

Start/Stop WiaTag

Upload configuration

Upload firmware

Query snapshot

from

Query snapshot

camera

Query DDD file
(for tachographs)

Name in the system

request_configuration

wiatag_service

upload_cfg

upload_sw

query_photo

query_photo_cam

query_ddd

User Guide

Parameters

path to configuration file

path to firmware file

camera's number

To download the requested configuration file, use the Disketta application (the required file is

located in the Unit folder). To find out the name of the configuration file, generate a table with

messages for the corresponding period.

If your device supports a command that is not mentioned in the list, you can send it as a Send

custom message command. To do this, you should know the exact name of the command as it is

written in the device configuration. If you have a flespi device, a set of commands with adjustable

parameters is available for it.

Sending and tracking commands

There are several ways to send a command to a unit.

Manually from the Monitoring panel, including sending the command to a whole group of units.

As a job ran automatically according to a schedule.

As an action for a triggered notification (command is sent when specified conditions are met).

From a mobile device using a plain SMS text message.

From the app for iOS and Android.
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® Such commands as Upload configuration and Upload firmware have their own
peculiarities. If these commands have been saved for units without selecting a file, sending
these commands as a job/notification or sending them to the whole group of units is
impossible.

uch commands as Send route and Send waypoints also have some peculiarities. When

® such ds as Send route and Send ints also h liarities. Wh
you send them, you should manually indicate the route parameters. Therefore, these
commands cannot be sent via job or notification.

Information about commands sent to a unit is available:

+ in the Messages tab (all commands sent to a unit);
+ in the Executed commands report (only successfully executed commands);
+ immediately after sending a command — in the log.

Executing commands from the monitoring panel

A command can be sent from the Monitoring panel. This option must be activated in the
Monitoring panel customizer. The button can look as follows:

there are available commands for the selected unit;
E'I:fs there are GPRS commands among the available ones;

or there are no commands supported by the selected unit or the current user has not
enough access to the unit.

Put the cursor over the active button next to the required unit to see the list of available
commands. The list can contain only commands configured in Unit Properties => Commands.
Furthermore, only commands available at the moment are shown (the availability of link types is
important here).
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ﬂ Starsky's Gran Torino [ | Activate oputput

== The General Lee (sms) ) Gustor message

. O Deactivate output
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o = Message
[¥] = Toyota Camry ) ul {E} Query position
@ @ Toyota Corolla = [l (*) send position
¥ B Toyota Yaris o | [ Send route
[¥] &% Volkswagen Transporter (c) g » 4 x
[#] a= Ursula 0 » 2 x
. [ >
1. Click on the command button or @ |

2. Select the required units. This step can be omitted if a command is sent to one unit.

3. Select a command from the list of commands available at the moment. When sending a
command to several units, special symbols indicate whether this command can be sent to
all selected units or only to some of them:

¥ all selected units support this command;

- not all of the selected units support this command (more information is in the
tooltip).

Available commands Supported
| Activate oputput s
[~ Cusiom message
O Deactivate output
= Message
@ £ Query position

Send position

SIS S8 S 8

[ Send route

Cancel | oK
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4. If needed, set additional parameters, for example, input/output index, report interval, the path
to load a configuration or firmware file, checkpoints of the route, etc.

5. Press OK. The command is executed immediately, and its result is reported in the log. To
show or hide the log window click on the double-arrow in the right bottom corner of the

window.

While executing the Send custom message command, it is possible to enter the text in the
following ways:

* You can enter the message manually in the corresponding field. To make the search process
easier during the next command execution, it is possible to add a message to a group. The
principle of working with groups has been described above.

+ Itis possible to choose a previously saved message. In the drop-down list of groups, choose
the one which contains the message. Below, you get the list of available messages. Select
the required one and press OK to execute the command.

Execute a Command - SkyWave X

| Send custom message

Message: Go back to the warehouse &
== Add a group
Group: General -
Stored messages: Mew order received X

Any update? x

Cancel Back m

® To send a command to a group of units, it is necessary for this command to be registered
in the properties of each of these units on the Commands tab and have the same name. If,
when sent to several units, the command is called the same, but belongs to a different type
and the parameters are not specified, then the command is sent without parameters and,
as a result, cannot be executed.
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Chat with driver

The operator (dispatcher) can exchange messages with drivers. To do this, select the Send
message to driver command and enter the text.

In case the driver answers, the message appears in a special pop-up window. A nhew message can
be accompanied by a sound (see User settings). If you have unread messages, the number of them
is indicated in the red circle next to the chat icon in the bottom panel. If there are any messages in
the window (either read or unread), the icon itself is active which means it is colored and can be
clicked on.

Chalco De Diaz Covarrubias

e Chalco
Chat with Drivers a X

ﬂ Alfa Romeo 22-05-2020 1559 ¢
Picked up a new order
§ AlfaRomeo 22-05-2020 15:31 B » X
On my way o the warehouse
f AlfaRomeo 22-05-2020 15:30 B3 » X
| 1371 delivered

Delete all | Delete read 3° 05.0802'

0 =0 0 16:30:13 (+03)

Newly received messages are added to the top of the list. Unread notifications have a blue
background by default. To expand/hide the full text of a message, use the switch button (+/-) or
click on the header of the notification outside the text.

When clicking on a message, the map is centered on the place where this message was sent.
When clicking on the unit name, the map is focused on its last location.

To delete a message, click on the cross to the right of its title. To delete all the messages or only
the read ones, click Delete all or Delete read, respectively. When you delete all the messages, the
window is closed automatically. If you close the window by clicking on the grey cross in the upper
right corner, the window does not open automatically when new messages are received. To open it,
click on the Chat with drivers icon in the bottom panel.

In addition, the window itself can be dragged around the screen and resized. The position and size
of the window are remembered until the next opening.

The operator can quickly send a reply to the driver (the Send messages to driver command should
be configured in the unit properties in advance). Click on the green triangle-shaped button and
enter the response text in the dialog box to send it.
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Besides, you can generate the report called Chat, which contains all the chat history including the
operator and driver messages for the specified period of time.

The automatic appearance of messages from the drivers on the screen can be turned off. To do
this, uncheck the Automatical display popup events box in the user settings. In this case, the
arrival of a new notification will be indicated only by the appearance of a figure in a red background
in the bottom panel of the program next to the communication icon. To read the notifications, you
need to click on this sign.

It is convenient to communicate with the driver with the help of a specially developed app —
Chatterbox. This application allows sending not only commands but also text messages.

Sending route/Sending route points

Using the Send route command, you can send a route or route points to a unit.

To execute the command, indicate the name of the route and specify its points. Search for points
is carried out in three sources: addresses, geofences, routes. If required, you can use the search
filter (buttons to the right of the route name), which allows you to change the set of sources in use.
If the button is active, it means the corresponding source is used as a filter.

To add a route point, specify its name and location. To search for a location, start typing in the
corresponding field. In the dropdown list, depending on the filter in use, you can find the possible
options with an indication of the source in which they were found. When adding a point from the
geofence of the line or polygon types, the coordinates of the first point are used. If a point is added
from a route, all its points are added at once. If moving units are used as points in a route, such
points are skipped.

In addition, you can add a checkpoint directly from the map. To do this, click on the icon lﬁ'l:' to the
right of the field. On the map that opens, find the required point and double-click on it. As a result, a

point will be added automatically.

After the required point is set, the icon v appears to the right of it. It indicates that there are

coordinates of the point and it is valid. Under each point, there is a Comment field. By default, it
displays the address of the added point. If required, you can edit it and add an arbitrary comment.

You can change the order of route points. To do this, drag the double arrow icon I to the left of
the name of the required point up or down.

The points can be saved as a route and then used in the Routes panel of the monitoring system. To
do this, enable the Save as route option.
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Execute a Command - SkyWave X

[%~] Send route New route @ E:‘
I |Point1 Brown Street South, Dublin, Ireland v, @U *
Departure
I Point 2 Greengate Street, Stafford, England, UK v |mm *
Stop
I Point 3 Regency Street, London, England, UK v [':“?[j *
Destination
= Add poinf
|| Save as route Cancel Back DK

Events Registrar

Different events can be registered in the unit history and then shown in the corresponding reports.
Some events such as speeding, idling, visits to geofences, sensor values, etc. can be detected
automatically by the system with the help of notifications. Other events such as fuel filling,
maintenance or any custom events are registered in unit history manually with the help of a special
tool — Events registrar.

To display the registrar, click on the button ® in the monitoring panel. If you do not see this

button, it can be added with the help of the monitoring panel customizer.

® 7o register events for a unit, the Manage events access right is needed. Otherwise, the
registrar button is not active.

In the drop-down menu, select the required type of the event:

* make a record in unit log,

* register custom event,

* register unit status,

« register filling,

* register maintenance work.
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Reqgister Event - Alfa Romeo x

Available events: Record in the log -

Description: Road accident

Fill in the required fields and click OK. If you need to register several events for one unit, click Save
and continue. The entry will be added to the log (the corresponding caption appears in the lower-
left corner of the dialog), and you can proceed to register the next event.

Units of measurement which you may encounter in the registrar dialog depend on the
measurement system set in the unit properties.

Record in the log

Using this option, you can add any text note to the unit log. It will be labeled as Manual record and
dated by the time of creation. Such records can be viewed in messages (messages type Log) and
in reports generated for this unit (query the Log table).

Available events: Record in the log -

Description: Leit the warehouse

® To add messages to the log, you should have not only the Manage events access but also
the Manage log access.
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Custom event

To register a custom event, enter its name, description, and location. To add the location, click on

=
the I jcon to the right of it. On the map that appears, double-click on the required position. The
address is defined by the maps selected as geodata source in User Settings. Gurtam Maps. In

addition, the position can be entered manually. To clear the field, delete the address.

Available events: Custom event b
Description: Fuel theft =
Stored descriptions: 508 x
Fuel theft
Wrong direction
Fuel theit

Road accident

Date: 22 May 2020 15:54
Violation:
Location: Wierzowice Mate, Poland ¥ |l-(f'-'|:I

The description of the registered event can be saved. To do this, click on the Save icon to the right
of it. The saved description appears in the list below. To select an existing description, click on it.
To delete a description from the list, select it and click on the Delete icon.

If you check the Violation option, the event will be registered in the unit history as a violation,
otherwise, it will be registered as a simple event. It means this event will appear in different kinds
of reports:

Events or Violations.

Unit status

This option allows registering the unit state which can be later displayed in reports. For example,
when using a vehicle for personal and official purposes, you can register the start of personal or
official use of the vehicle.
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Available events: Unit status -

Description: Personal =

Stored descriptions: Business *
FPersonal

Date: 22 May 2020 15:57

To register the unit status, type in a description (you can use the ones saved previously) and, if
necessary, change the date and time of the status.

The status can be set automatically (for example, when entering a geofence).

The Status column is available in the following tabular reports: Trips, Engine hours, Rides, and
Parkings.

Fuel filling

In the Monitoring panel, you can manually register fuel fillings for units. Manual registration helps
to estimate the difference between the registered fuel filling and the factual one, compare the
consumed amount with consumption rates, calculate running costs, etc.

To register fuel filling, select the corresponding event in the drop-down list and fill in the required
fields.

Available events: Fuel filling hd

Description: Fuel filling of 50 | to the ameount of 100 was made near Feketehalom, Hungary.
Filled volume, I: ]

Cost: 100

Date: 22 May 2020 15:58

Deviation, min: 30

Location: Feketehalom, Hungary - | &

Enter the volume of filled fuel and its cost. Fractional numbers (up to hundredth) can be also used
for fuel volume and cost. To enter fractional numbers, use a period as the separator. For example,
to register fuel filling for 77 dollars and 88 cents, enter 77.88.
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Entered values are automatically added to the Description field above. If necessary, you can edit

the description manually. Then enter the date and time when the filling took place, possible

deviation from this time in minutes and specify the location.

Registered fuel fillings participate in the following reports: Fuel fillings, Events, Utilization cost.

Maintenance work

To register maintenance work, select the corresponding event in the drop-down list and fill in the

required fields.

Available events: Maintenance work - | (7) -
Kind of worl: Flanned maintenance
Maintenance 0Qil change

Car wash

Wheel balancing
#| Planned maintenance

Description; Monthly maintenance

Engine hours, h: 0

Mileage, km: 45000

Cost: 50

Duration: ag minutes -

Date: 22 May 2020 16:02 7

Enter the following data:

kind of work (type from the keyboard or select from the list below);

description;

values of mileage and engine hours counters at the moment of the event (the current values
are displayed but you can edit them);

cost;

service duration in minutes, hours or days (choose the type of the interval from the drop-
down list);

date and time of maintenance (by default, the current date and time are displayed);

location (press the Select Location icon and double click on the map to specify the position
or edit this field manually).

In the Mileage field, it is not possible to enter a value that exceeds 2147483 km.
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In the upper part of the dialog, you see the list of service intervals from the Service intervals tab.
Check the services that have been carried out. This is required in order for the selected intervals to
be zeroed and the countdown to start anew. Keep in mind that if you select any maintenance
interval here, the contents of the Kind of work field changes correspondingly.

® Registered events are not editable. They can only be deleted from the unit history on the
Messages tab (special access is required).

Registered events in reports

Registered fillings and maintenance can appear in the report on events together with other actions.
A registered custom event depending on your choice can get in the report on events or report on
violations. Both reports have a similar structure.

When transporting registration data to a report on events (violations), the information is distributed
among the columns, the contents of which are taken from certain fields of the registration dialog.
The table below gives a correspondence between the column of the report and the fields of the
registrar.

Column Column Content
Header

Event time Date and time when the event happened.

Time Date and time when event was registered.
received

Event text Text is taken from the Description field. For maintenance, if there is no
description, the text can be taken from the Kind of work field.

Location Unit location at the time of the event. It is taken from the coordinates indicated
while registering the event (click on the Select location button, and double-click
on the map).

If any of the above-mentioned fields are not filled out correctly, the corresponding columns will be
empty.

Other reports that use registered events are the report on maintenance and utilization costs.
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Media Files from Messages

If the equipment supports such an option, units can send pictures or video files. Pictures and
videos can be viewed in the Messages panel, as well as in the Monitoring panel. To display a
special column in the Monitoring panel, activate the Media option inthe Monitoring panel

customizer.

Dashboard )
mAZE F M ®. Q| L & x
2 BMw 7350 B e ld @ x
O Bus 32 Miami O Hlad & x
§ Buckaroosrocket . = [l A4 ()
8 Delivery Servicemi.. = Iz |[A & x
& Francisco = 1 A4 ) %
& Honda Civic 6519 = [l A & x
2 Honda CivicR = [ A O x
«= logistic_one = 1 A4 () x
P mustang 2 Il |a & x
& Renualt_Kaptur = Ml A & x

Click on the Media button to open a special window in which you can view pictures and videos. The
viewer window contains the latest picture (video), as well as the total number of available pictures
(videos) received during the current session.

The above-mentioned way is for viewing pictures (videos) from a particular unit. To view pictures
(videos) from all units, click on the Media from units button at the bottom of the screen. If there
are media files available, the button becomes active (blue) and the number of available images
(video) is displayed. If the number is in a red background, it means that new images have appeared
since the last window was opened.

& |n this window, only images (videos) received during the current session are displayed.
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03-22-2020 16:17:43 (0:00:55 ago)

Alfa Romeo: 27 457051, 53.9059074 ®

To navigate through the images (video files), use the arrows. Between them, you can see the
number of the pictures (videos) viewed and the number of available images (videos). Media files
are sorted according to the time of their arrival on the server.

The date and time of the picture (video) arrival are displayed above each of them. Below the media
file, you can see a unit name and address information from the message.

You can enlarge some media files with the button in the upper right corner. To close a media file
viewer, click on the button in the lower right corner.

All images received from the unit can be viewed in reports and messages. Moreover, in messages,
you can also view video files.

® vYoucan get an image from a unit at any time using the Query snapshot command.

Locator

Locator is used to generate links and share the current location of your units. Conditionally the
locator can be divided into two parts — links creation and their viewing. Links are created in the
locator dialog window. To open the dialog, choose the corresponding item in the user menu.
Viewing is performed on the map of the locator map, which becomes available when clicking on
the provided link.
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Viewing on the map

Open a link to view the map of the locator where units are displayed along with geofences (if they
have been indicated in the link creation settings). Gurtam Maps, OpenStreetMap, and, if available,
Google Maps are used to show the location of units. To choose a map layer, point to the icon

W phelow the scaling buttons (upper left corner). You can also enable/disable displaying of
geofences on the map here.

If the life span of the link is less than 48 hours, it will be shown in the upper right corner of the
window.
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5 =
+ | Y w2 - @'
£t e BMW 735i E
- ® 8;("‘“6'3 ¥
5 * | B
_l“ e e 23 pessegeinte v
5 o™ 7.5 | - 5
'«z,&. b = '%
- ) AUdil S8iensa® | 5
_wsr"'-'"w Geo2 T s S % % b ]
o Tsago 7. Alee, Mittekfeld 30521, Hannaver, Germany { % ®
K o i Gut Kronsbesd
o) m ) 5 ] g g
A AX et il ¥ w7 2 TulArena 2
8 2umn 1333 2B aey 15706, 1 SuperDeLuxe % [
% 3
Py Y g
w o . — R T B
& & 5 &
B . 2 ao P 3
iw““"" . — 3 % I
§ Dodge M4S Tu Intgrl_ceptor Geol | 9 e ]
Aston MartfhDB5 % it ™ & » jderls
S “;g Honda Civic 6519° L = B Niederlassung Nlec::\::
a L, e o *
%. West 1 Buckaroo's rgckegﬁg‘rmecenamrq
% > 2
s 3
g Herbie z =
£ iy
P a ?
el |
e v
- 1969 Dodge;.narg
%‘ Geo 3
B ) R
o0m 4 2 Jerninitise,
§ & W Pavillon
500 E,— f CIQ:‘ « Leaflet | @
Units

A unit is presented on the map by its icon. The unit name and movement direction arrows are
shown as well (by default). You can also activate units traces (switched off by default). Click on the

button A in the lower right corner to enable/disable the above-mentioned settings.
By default, the option of tracking all units is activated in the locator, that is, the map is scaled in

such a way that all units are in the visible area. To disable this option, click on the icon {a" and
cancel the selection of the item all in the drop-down list. Select one or more units if you want to
track only these ones.

After the unit has been found, you can view its latest data. The data is shown in the window that is
opened by clicking on the unit. The amount of provided information depends on the unit state
(moving/stationary). If it is moving (movement arrow is an indicator), then the following
parameters are shown for it: speed, time of movement, its duration, and covered distance. For a
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unit which is not moving such parameters as speed and covered distance are irrelevant, therefore
only two parameters are shown for it: the time of the start of the stationary state and its duration.
Besides, regardless of the unit state the header of the opened window contains such information
as the time passed from the last message and address from the last message. Note that upon
receiving new messages either position of a unit on the map or its current parameters are
automatically refreshed.

If it is necessary to know where the unit (units) was since the launch of the locator, you can
generate and view its track. The track is displayed for a period of not more than 24 hours. To do
this, click on the button (= in the upper right corner and select the required unit from the
dropdown list. Afterwards, a track is built, and the map is scaled in order for the whole track to be
displayed. If the tracks are built for several units at a time, they are shown in different colors on the
map and the map itself is scaled so that they all get in the field of vision. To remove a track from
the map, click on the track building button again or uncheck the boxes of the units whose tracks
you want to delete. Note that in the locator the track color is selected randomly and it does not
depend on any unit settings.

® The track of movements can be viewed only if a user indicates such a possibility when
creating the link.

Sensors

If sensor masks have been indicated when generating a link, in the left part of the window of the
locator there will be a list of units with their names, the time of receiving the last message and the
latest location, as well as the names of the sensors, their values and metrics. If for some sensor
intervals and colors are set, the adjusted color will be used for showing its value in the list. To find
units by name, use the dynamic search above the list.
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3 Unit name

Chevrolet Chevelle Malibu
Collins Avenue, Miami Beach, USA

Ignition

Chevrolet Monte Carlo Lowrider
Collins Avenue, Miami Beach, USA

speed
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Saber

The evil 1981 Western Star 4800
ITA Street, Al Satwa, UAE

speed

o

I
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b
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1.00 Py
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If you open the locator link on a mobile device, use the buttons m? and "= to switch between the
Map and Sensors modes respectively.

Current location

Locator provides a possibility of defining your current location on the map. This is particularly

helpful if you use a locator from a mobile device.

To determine your current location click on the button q in the lower right corner. Afterwards, the
map is scaled and centered on your location.
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& Dpue to browser restrictions, the determination of the current location is only available
during the connection via the https protocol.

If a particular unit has been chosen using the monitoring tool, and then you click on the location
button, both the unit and your current location get into the field of vision. However, as it was stated
before, upon arrival of new messages from the unit selected in the monitoring tool, the map
continues scaling and centering on it until the monitoring is disabled (select dash from the
dropdown list).

Scaling

When the locator is opened, the map is automatically scaled so that all units get into the field of
vision. To move around the map, drag it using the mouse.

You can scale the map by scrolling or using zoom buttons (+/-) in the upper right corner. A
graduated scale located in the lower left corner helps you understand the distances on the map.

Depending on the scale used and the number of items available, some icons can overlap each
other. In this case, the assembly of icons is replaced by the group icon (the number of elements is
shown for every group):

=)

— for units;

@? — for geofences.

Click on the group item to see the list of all items (icon + name).

Links creation

Links are generated and edited in the locator dialog, which is accessible through the user menu.

To create a new link, click on the New link for sharing units button and fill in the fields of the form.
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Activation time
® Now 23 May 2020 00:00
Life span

1 days -

All - |

T e e o

Mystery Train -
Meéxico

Mature Morte

MNew unit

MNew unit

MNew unit 1

MNisme

Migsan Skyline GT-R (sms)

Mostromo

MNueva unidad

Nueva unidad12345

Oldsmobile Delta 88 (sms) -

Select All
#| Sensor masks
*fuel »
*ign
< Add mask

»
«

Mote

«| Geofences «| Tracks

All - | O

Chevrolet Chevelle S5 454
Chevrolet El Camino (sms)
Kowalski's Challenger
Missan Leaf

Porsche Boxster

Select All

*driver

Cancel

Indicate the activation time for the link in the upper left corner of the dialog. It can be Now or any

other moment in the future (indicate the date and time in the calendar). Note that the activation

time cannot exceed 100 days.

Furthermore, enter the lifespan of the link into the corresponding field. The value can be indicated

in minutes, hours, or days (select from the dropdown list). Note that you can specify any value
(from 0 to 1000) or make it unlimited (enter 0).

You can enter a note for your link in the upper right corner of the window. This allows

distinguishing the link in the general list. Besides, the note (if entered) is shown in the header of the

page of the locator itself.

You can also check the Geofences box here to share them in the link. Moreover, you can provide

the possibility of generating and viewing the track of a unit by activating the Tracks checkbox.

® The user that provides the possibility to view the track of a unit must have the Query

reports or messages right.
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Below, you select the units whose location you want to share. The selection is made in the list on
the left. Transfer the required units to the list on the right (use double clicks or the Add button).

For the convenience of choosing units or unit groups, the contents of the list can be changed using
the filter above it. The following variants are available: All, Units, Unit groups, Units outside groups.
To find the required unit quickly, you can also use the dynamic filter.

Sensors with their values and metrics can also be shown in the locator. To do this, it is necessary
to enable the corresponding option and indicate the masks of the sensors to be displayed.

To generate the link, click OK. To dismiss the changes, press Cancel.

List of links

Generated links get in the corresponding list containing such information as the start and end time
of its operation, how much is left before the expiration date (if the activation time has already
come), the number of units, as well as whether geofences and tracks are shown on the map of the
locator. When you hover the cursor over the number of units, its list is shown in the tooltip. If there
is less than one hour left before the link's expiration, the corresponding line is highlighted in red.

On the right, there are the following buttons:

A edit link parameters,

i
¥ — copy locator,

X _ remove link from the list.

Click on the link to open it in a new tab. To copy the URL of a link, click on the button to the right of
it.

©  After expiration, the link is automatically deleted.
® When the user password is changed, all locator links are automatically deleted.

Locator integration

Use the following form of code to integrate the locator into your website:

<iframe src="1link_address&lang=en" width="700" height="400"></1iframe>

Necessary actions:

+ In the link list, click on the icon to the right of the link and copy it.
+ Paste the copied link instead of link_address.
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Such parameters as width and height stand for the corresponding properties of the integrated
window. The Lang parameter stands for the language used.

Manipulations with link

As has been described earlier, there are 3 settings for the unit displaying (movement direction,
name, 'tails’). Changing these settings the corresponding information is added to the locator's URL:

"Tail' (on/off)

&tails=1/0

Name (on/off)

&labels=1/0

Arrow (on/off)

&directs=1/0

Therefore, to save the applied settings and use them afterwards, it is necessary to utilize not the
original link (created in the locator dialog), but the modified one (received when the settings of unit
presentation on the map are changed).

Moreover, there is a possibility to select a map source in advance. The information on the map
source is added to the locator URL. The procedure is the same for any available map, consider the
example of the OpenStreetMap:

&map=0penStreetMap

If it is necessary to display the tracks of all available units on the map, use the parameter

&build_tracks=all

In this case, the map shows the tracks rendered since the creation of the link.

Tracks

The track is a line drawn on the map to show how a unit moved during the indicated period. A track
is mapped by the points from where messages came. Each point stores the date and time when
the message was received and coordinates at the point, as well as other parameters (speed,
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sensors etc.). Besides, markers indicating places of fuel fillings, parkings, and other events can be

drawn on the track.

Any number of tracks can be drawn on the map. They can represent different units and various
time intervals. To prevent tracks from being confused with each other, you can set different colors
for them. Besides, different segments of the track can be of different colors depending on the

speed or sensor values.

To open the Tracks panel, select a corresponding name in the top panel or click on the necessary

item in the main menu customizer.

o wialon lmt‘ %3 Monitoring =] Messages | [@] Reports | (i) Motifications Pl R user
Unit: logistic_one v R &
Color: By trips -
&
Line thickness: Bpx -
n
Show annotations: rd
. + A
Apply trip detector: (7) (&
Today Yesterday Weelk Month
Interval Specified interval -
From: 2020 April 15 00:00 sy
- - % 24 -
2020 April 15 23:59 E logistic_one
Show Track L
h, -
g > »
= Object Mileage x [
logistic_one oy ﬁ
= 2020-03-15 878.05 km [EU i ox
2020-04-15 00:00:03
2020-04-15 06:4145 20199 km
2020-04-15 06:41:57
W Z0200415 1273435 25050k
| 10 km
2020-04-15 13:35:15 275.56 k 10 mi
2020-04-15 18:47:24 . m © OpenStreetMap contributors N 39° 18.7718" : E 003° 04.7060'
] | &= ® Gurtam 18:49:01 (+03)

® To build a track, it is necessary to have the Query reports or messages right towards a

corresponding unit.

Mapping a Track

To build a track in the Tracks panel, do the following:

1. Select a unit in the dropdown list. Its contents depend on the worklist in the Monitoring panel
and access to the units. In case the worklist is empty (when the dynamic work list is used or
when units were deleted from the work list manually), the units to which you possess the

corresponding rights are displayed.

2. Adjust the desired parameters for the track (color, thickness, etc.).
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3. Define the time interval within which you want to get the data.

4. After filling in all the fields, press Show Track.

Unit: Alfa Romeo - | 4
Colar: Single b

Il OONEENENEC
Line thickness: 4p -

Fa | (@] (@] (R

Show annotations:

Apply trip detector: (7)) &

Today Yesterday Weelk Month
Interval: Specified interval -
From: 22 May 2020 00:00
To: 22 May 2020 23:59

® 7o display the tracks on the map, the corresponding layer must be activated.

The principle of interval adjustment is the same as in the reports (see Query and view reports). The
third and fourth steps can be combined into one if you use one of the quick intervals (the buttons
Today, Yesterday, Week, and Month).

A point-to-point track that is built according to the preset parameters will appear on the map (if the
unit has any messages with the coordinates for the period). If it takes too long for the track to
appear on the map, it means you either indicated an interval that is too long or your Internet speed
is too low.

If within the indicated period the unit was not moving, there will be no track on the map. However, it
can be found in the list of tracks below, and the distance traveled will be 0 km.

A track or its part can be displayed on the map as a dashed line. Such a situation indicates that the
data in this part of the track might be inaccurate. For instance, the maximum interval between the
messages is exceeded (see the Advanced tab) or the number of satellites is less than 4 (if the
validity filtration of messages is disabled).
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When the private mode of the trip is detected (if the unit has the Private mode type sensor with the
Do not show unit location option enabled), the work trips are connected with the straight dashed
line.

Alternative methods to build a track on the map are:

+ in the Monitoring panel with the help of quick track buttons;
+ in the Messages panel when you view data messages;
+ in the Reports panel, if the appropriate option is selected in the report template.

Track Parameters

After you have built a track, it is impossible to change its parameters (time, unit, color,
annotations). In case of error, delete the incorrect track and create a new one.

Track color

There are four mutually exclusive color settings for the track: By trips, By Speed, By sensor and
Single. One of these settings, except the first one, can be initially set on the Advanced tab of the
unit settings. If the setting is not specified, the By trips option is selected by default in the track
panel.

For a Single track, you can choose a color in the palette every time you build a track, or, if the color
is not specified, for each new track the color will be selected automatically from the color range (it
is selected circle-wise). The color is selected in the same manner if the Single setting is applied to
the unit, and another color is chosen manually from the palette.
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Track line thickness

Indicate the thickness of the track in pixels (from 1 to 15). A track can be represented as
unconnected points (the points from which the messages were received). If you need this option,
select the Points only option.

Highfields
5 Murpm,rs Creek
King!m:: . ©° ;
@‘*’?599_ GowP e Juniction
-
Chaﬂa'
o
e o e
L ] | » R P—=ey,
b i) ; o Mihcott
ey @
» Westhrook=? - Lilydale
Lre g = Y
ﬂ.f—'P Flagstone Creek
Markers

You can enable markers to highlight the places of significant events on the track.

& Markers can be used only if you have access to reports.

The choice of possible markers is the same as in reports:

- [8] fuel thefts,

. @ speeding,

. fuel fillings,

. |E| events (if a violation took place, the marker is red),
. @ pictures from messages,

. |E| video from messages,

. parking places,

. D short stops,

. initial position,

. final position.
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Galini Neos Marmaras

Select the markers before building a track. To activate a marker, just click on its icon to make it
colorful. If at least one kind of marker is selected, additional marker options can be applied:

. |E| numbering,
. = grouping.

Markers in tracks are drawn and used on the same principles as in reports.

Annotations

Indicate whether you want annotations to be displayed. Annotations are hints which are attached
to each point of the track to show the date and time when the message was received, as well as
the speed of the movement of the unit at that time. Annotations are rather informative but they
make the visual perception of the track more complicated. That is why sometimes it is reasonable
to switch them off. Full information about any point of the track can be obtained from the tooltip
that appears when you hover the cursor over a point.

The system of measures in the annotations depends on the settings of the current user, not on the
settings of the unit.
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Trip detector

Trip detector checkbox affects the distance value and track visualization. For example, in the
places of stops and parkings not a conglomeration of points will be displayed, but just one, and the
mileage will include only the intervals detected as trips.

Also, this option allows you to view the trips made within the track. Press the + to the left of the
track to expand the list of its trips. Click on the required trip to center the map on it. Note that the
Track player tool works for the whole track. The trip detector is set up in Unit Properties => Trip
Detector.

The mileage in tracks can sometimes differ from the mileage in reports (if there are invalid
messages within the interval). In such cases, more accurate mileage is provided in reports.

Managing Tracks

You can add tracks on any unit for any time interval. The list of tracks created will be displayed in
the work area at the left. To prevent tracks merging, select different colors for them.

Hover the cursor over a track to get accurate information about a specific point of the track (points
where messages were received). Messages are searched in the radius of 50 pixels from the cursor.
Points found are highlighted by a pulsating circle, and a tooltip appears with the following
information: time, address, speed, altitude, coordinates, satellites, and sensor values. Messages
with zero speed are marked with bigger points. Measurements used in the tooltip are borrowed
from the unit properties (speed in kilometers or miles per hour, altitude in meters or feet), as well
as mileage in the list of tracks. The information from the tooltip can be copied to the clipboard.
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You can manage tracks in the left part of the window under the Show track button. The name of a
unit is displayed on the list, as well as the time interval and traveled mileage. Mileage in tracks can
sometimes differ from mileage in reports (if there are invalid messages within the interval). In such
cases, more accurate mileage is provided in reports.

It is possible to view all created tracks on the map simultaneously or select just some of them. The
tracks with marked checkboxes are displayed. Unmark a checkbox to hide the track. Using the
checkbox in the header, you can select/unselect all tracks at once. You can temporarily hide all
tracks by disabling the corresponding layer in the top panel.

If there are several tracks available, you can sort them by length or name. To do this, click in the
header of the list above mileage or name columns. Click again to sort the list in reverse order.

Use the arrows "4 " to quickly locate the initial/final point of the track. To see the whole track
and focus the map on it, just click on its name in the list.

To play the track, click on the button ® . It opens Track Player and launches the playback. The unit
icon moves along the track line at the selected speed.

Furthermore, another special tool can be applied to a track — Hittest. It allows you to get the
comprehensive information for any point of the track.

To delete a track, click on the button * next to it. Using this button in the header of the list, you
can delete all tracks at once.

Moreover, a built track can be saved as a line geofence. To do this, click on the button O . Note
that if the number of points of a track is more than 10000, it is saved in several geofences with the

same name and a digital index in brackets. For example, Geofence (1), Geofence (2), etc.

Messages

The data sent by trackers is processed and stored in the database in the form of messages.
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On the Messages tab, you can view all messages received from units (coordinates, parameters,
speed, etc.), as well as SMS messages received from them, commands sent to units and events
registered in units history. Besides, this data can be exported to a number of formats.

To open the Messages tab, select a corresponding name in the top panel or click on the necessary
item in the main menu customizer. The workspace of the panel can be divided into four blocks:

+ in the left top corner, you can set the parameters of your request;

+ in the bottom left part, there is the statistics for current request or a panel to export/import
messages;

+ in the top right section, there is the map;

+ at the lower right section, there are messages themselves.
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The sectors can be resized (the left ones — in width, the right ones — both in width and height). To
do this, click on the border between them with the left mouse button and while holding it, move the
border to the right/left or up/down. At the same time, if less than 10% of the map is left while
expanding the lower sector, the map automatically collapses. To return it, press on the line under
the top panel.

Working with Messages
Working with messages is query messages, view and filter them, and delete them.

Requesting messages from server

The request is formulated in the Messages, in the top left corner of the window. Specify the
following parameters:
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1. Select a unit. The dropdown list contains not all the units available to you, but only the units from
the work list of the monitoring panel. In case the worklist is empty (when the dynamic work list is
used or when units were deleted from the work list manually), the units to which you possess the
corresponding rights are displayed. A button in the shape of a spanner located to the right of the
dropdown list serves to open the unit properties.

2. Specify the time interval to show messages for. The principle of interval adjustment is the same
as in the reports (see Executing and Viewing Reports). The second and fourth steps can be
combined if you choose one of the quick intervals (the Today, Yesterday, Week, and Month
buttons).

3. Select the message type from the dropdown list (each type is described in detail below):

+ data messages,
+ SMS messages,
+ sent commands,
* registered events,
* log.

4. At the end, click Execute. The table will be generated in the right part of the window. To clear the
table (and the map), press Clear.

Unit: Alfa Romeo | A
Today Yesterday Week Maonth

Interval: Specified interval -

From: 2020 April 16 00:00

To: 2020 April 16 23:59

Message type: Data messages -

Show Raw data -

parameters as:

Clear | f=e]]

There are alternative ways to query messages:

+ from the Monitoring panel;
+ from the table or chart of the online report.

® 710 display the messages track on the map, you should check if the corresponding layer is
active.
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Viewing messages

Messages of any type are displayed in the form of a table.

If a long time interval is selected, there can be many messages. In this case, they are presented on
several pages. Use the navigation panel (blue arrows) to move from page to page, or enter the

page number manually and press Enter to display a certain page. Apart from that, in the dropdown
list, you can set the number of messages to be displayed on one page: 25, 50, 100, 500, 1000.

El-

# = Time Speed, km/h  Coordinates Altitude, m  Location

1 2020-04-15 00:00:03 27 50.91761, 9.899975 (15) 233 A4, Wildeck 36208, Hersfeld-Rotenburg, Germany

2 2020-04-15 00:00:028 39 50.9151533333, 0.89429 (15) 233 A4, Ronshausen 36217, Hersfeld-Rotenburg, Germar

3 2020-04-15 00:00:113 45 50.9075233333, 0.88023166667 (15) 233 Ad, Ronshausen 36217, Hersfeld-Rotenburg, Germar

4 2020-04-1500:00:18 44 50.898995, 9.86559 (15) 233 A4, Ronshausen 36217, Hersfeld-Rotenburg, G #

5 2020-04-15 00:00:23 46 50.8920366667, 9.8507135 (15) 233 Ad, Friedewald 36289, Hersfeld-Rotenburg, Ger Y :::islra‘tion
G 2020-04-1500:00:28 45 50.8870283333, 0.83158666067 (15) 233 Ad, Friedewald 36289, Hersfeld-Rotenburg, Ger time:

7 2020-04-15 00:00:33 47 50 8850333333, 9.81102333333(15) 233 Ad F 36289, Hersfeld- burg, Ger s 99990.- km/n
g 2020-04-15 00:00:38 45 50.8828133333, 0.80391833333 (15) 233 Ad, Bad Hersfeld 36251, Hersfeld-Rotenburg, G : ;::::f:s
9 2020-04-1500:00:43 45 50.8802266667, 9.79783166667 (15) 233 Ad, Bad Hersfeld 36251, Hersfeld-Rotenburg, G | ocation

10 2020-04-15 00:00:48 44 50.8700216667, 9.78627333333 (15) 233 Ad, Bad Hersfeld 36251, Hersfeld-Rotenburg, G Parameters

1" 2020-04-15 00:00:53 27 50.8632933333, 0.77816833333 (15) 233 A4, Bad Hersfeld 36251, Hersfeld-Rotenburg, G Media

12 2020-04-15 00:00:58 34 50.8581616667, 9.76866833333 (15) 233 Ad, Bad Hersfeld 36251, Hersfeld-Rotenburg, G

13 2020-04-1500:01:03 32 50.8573183333, 0.75988166667 (15) 233 Ad, Bad Hersfeld 36251, Hersfeld-Rotenburg, G

o 50 - Page 1 of 239 » ®» Displaying 1to 50 from 11947 messages AT %

To change the chronological order of the messages, click on the heading of the Time column. The

il

current sorting direction is shown by the arrows: = — for the direct order; — for the reverse
one. This setting is remembered by the system and used until you change it manually.

The width of the columns can be adjusted. To do this, move the cursor to the border of the column,
click the left mouse button and while holding it, drag the border to the desired direction. If you want
to expand the table, click on the Set column auto width button so that the letter A & is displayed
there. In this case, the column width will be set according to contents in the cells. To save the
column width when moving through the pages, make the button inactive ( <+ ). Note that when
loading many messages (500, 1000 per page), it is better to disable the column auto width because
it can considerably slow down the loading process especially if the number of parameters differs
from one message to another.

The contents of the table are adjustable. It is possible to hide and display any column. To display

the columns, click on the button in the right bottom corner of the window. Then select the
columns you need in the dropdown list. Note that all the columns cannot be hidden

simultaneously. If sensors are displayed, each of them has its own column that can be enabled or
disabled. By default, only visible sensors are displayed (the rest can be enabled manually).

Messages filter

To quickly find a necessary message, use a special filter.
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Data messages (with parameters displayed as raw data) can be filtered by parameter names and
parameter values, SMS messages and registered events — by message/event text, sent
commands — by values of additional parameters, log — by the description of the action. The filter
is disabled for data messages with the parameters shown as sensor values.

The rules for setting the filter were given above. You can use wildcard characters (* or ?) or input
your query without them. For example, to find all messages with images enter 'image’. Other
available parameters depend on the type of equipment used.

To search for several parameters at once, enter their masks separated by commas. In this case,
the results are highlighted in different colors and moved to the beginning of the line. Their order
corresponds to the entered masks.

For parameter values, the usage of the the * and ? signs is supported if string values are compared.
That is, the search can be specified as: adc? = 0.5 *. Only the = (equal) and <> (not equal) operators
are used in this case.

In addition, the filter supports the following operations: =, >, <, >=, <= <>, For instance, a search can
be specified as follows:

+ param = 3.1415 (equal);

« param > 3.14 (more);

+ param < 3.14 (less);

+ param >= 3.14 (more o equal);

+ param <= 3.14 (less or equal);

*+ param <> 3.1415926535 (not equal);

+ 2.71 < param < 3.15 (more ..., but less ...).

The * and ? characters can be used for parameter names. Therefore, a search can be specified as:
adc? > 0.5.

The search of input/output values is carried out according to the principle if any of the values is
equal, greater or less, that is, the query I / O <2 will include I/0 = 0/2 among the results since there
is a value 0, which is less than 2.

To apply the filter, press Enter or click on the Apply button to the right of the filer. After this,
messages that contain the requested parameters or text will be displayed in the table. To remove
the filter and show all available messages again, clear the query text field and apply the filter again.
If the filter is applied, the number of found (filtered) messages is displayed on the left.
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® The filter only works on the current page with messages. However, when you go through
the pages, the filter is applied to each new page automatically.

Deleting messages

The message can be deleted if you think it is invalid. To do this, you should have the Delete
messages right to the unit.

In the last column of the table, mark the messages that should be deleted (one or more). Then click

on the Delete button ( X ) and confirm your intentions. If the checkbox in the header of the table is
ticked, all messages on the current page will be selected.

After the operation, the newly deleted messages still remain in the table but become inactive. The
next time when you load messages, the deleted messages will be completely removed from the
database.

& |t is impossible to delete the last incoming message, as well as the last message with the
position (valid coordinates). That is why the delete checkbox for these messages is always
dimmed.

Data Messages

If you request messages with data, the table of messages will contain information about the
message time, speed, coordinates, location, and available parameters. In addition, in the Statistics
section, you can find summary information. There you will see the number of messages found
upon request, the time from the first to the last message, the distance traveled, the average and the
maximum speed. The mileage in messages in some cases may differ from the mileage in the
reports (if there are invalid data on the interval). In such cases, the mileage in the reports should be
considered more accurate.

There are two ways to display the parameters:

+ raw data — all the parameters are displayed in one line in the corresponding column.

+ sensor values — each sensor has its individual column in the table, and the values are given
according to the calculation table. By default, only visible sensors are displayed but you can
enable other sensors manually (see Viewing Messages).

The table of messages has the following columns.

Time — the date and time of the message.
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Registration time — the date and time when the message was received on the server (disabled by
default).

Speed — the speed of movement of the unit according to the message.

Coordinates — the latitude and longitude of the position of the unit and the number of the locked
satellites (indicated in parentheses).

Altitude — sea level elevation. If only zeros are shown, it means the device does not transmit
altitude.

Location — the address of the unit when sending the message.

Parameters (if available) — the values of the parameters of all available sensors. The messages
can be filtered by parameters. Instead of one column with parameters, columns with sensors can
be displayed (if sensors values is selected).

Media — if there is an image or video sent by the unit, in this column you can find the button for
viewing the media file. Click Save as in the lower left corner of the image file viewer to save it.
Delete — check boxes to delete messages. Select the messages you want to delete and click on
the button * at the bottom of the table. The button is displayed only if the user possesses the
corresponding rights).

The following messages are highlighted in the table:

+ alarm messages,

* messages with position by LBS,
+ 'black box' messages,

+ imported messages.

The information on each color and the message that corresponds to it is located in the Legend
section.
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Statistics

The Statistics section provides general information about the request.
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Parameters

cell_id=46673, lac=33921, mc
cell_id=46673, lac=33921, mc
cell_id=46673, lac=33921, mc
cell_id=46673, lac=33921, mc
cell_id=46673, lac=33921, mc
cell_id=46673, lac=33921, mc
cell_id=46673, lac=33921, mc
cell_id=34442 lac=33921, mc
cell_id=34442, 1ac=33921, mc

4

Total messages — the number of messages for the whole period.

User Guide

Total time — the interval between the first and the last message of the selected period.

Distance — the distance traveled by the unit within the indicated time interval. Mileage in messages

in most cases differs from mileage in reports (if there are invalid messages within the interval). In

such cases, more accurate information is provided in reports.

Average speed — the average of all speed values registered during the period.

Maximum speed — the maximum speed registered.

Using the map

The track for the selected period is displayed on the map.

Q

It is generated together with the table. Select the message and click on it. The message will be
highlighted in gray, the map will be centered on this point and a blue marker will be set there.
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By default, the track is blue, but you can adjust the settings to color the track in accordance with
the speed or sensor value. This can be set in the unit properties dialog on the Advanced tab.

When you hover the mouse cursor over the track, the nearest message is searched. If such a
message is found within a radius of 50 pixels, the point of receiving the message is highlighted by
a pulsating circle, and detailed information is displayed in the pop-up window: the time the
message was received, the speed of the unit's movement at that point, altitude, coordinates,
number of satellites, readings of sensors.

If after the Messages panel you switch to other panels, the map layout, as well as all the track lines,
is saved. To remove unnecessary graphics, go back to the Messages panel and press Clear. More
information on how to use the map while working with different panels can be found here.

Charts

Besides the table view, some data can be presented in the graphical form. To switch between the

modes, use the buttons FH and L*';"',correspondingly.

Go to the graphical mode to view the graphs of the parameters contained in the messages. The
Chart Legend section opens in the work area to the left. Here, select the parameters you want to be
displayed. You can check several parameters simultaneously — in such a case the graph contains
more than one curve. For convenience, these curves are highlighted in different colors.

In the place of the table with messages, a graph appears, which can be scaled with the mouse. To
do this, select the required fragment by holding the left mouse button. Hover over the key points on
the graph to view their values. Use blue arrows in the navigation panel to move between the pages
of the chart.

Statistics

Total messages: 4016
Total time: 23:06:25
Distance: 1251.68 km
Average speed: 5417 km/h
Maximum speed. 90.00 km/h

—_ R
Chart L d 553) R T . 2 days 1h ago
art Legen = Mercedes Sprinter (2020-04-24 09:15:37)

harsh_turn
Bill Carruth Pkwy, Hiram, GA 30141, USA

ign 6000 .
lion
33.86307

Ioc_age 73 km/h " “24.72069
odometer 4000
pwr_supply Sensor values:
regson_.code 2000 o Mileage: 1087.27 km Ignition: On
unigue_id Battery: 13.80 V Events: 60.00

o> :

202(2020-04-24 09:15-37|  2020-04-24 02:20:00 2020-04-24 09:25:00 2020-04-24 09:30:00
Exportan 2 5 - Page | 1 of 81 > » Displaying 1 to 50 from 4016 messages
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SMS Messages

SMS messages can be sent by a unit while executing a command, generating an alarm or in other
cases, which depend on the device type. The table generated for this request consists of three
columns: the time when the message was received, the text of the message and the SIM card
number embedded into the unit. Messages can be filtered by text.

Time Text Phone

1 2020-03-24 10:00:49 pm SIGNAL,0002,24/03/20,19:00:46,5354.4342 N ,02736.7896,E,18.0km 274.1 A 010000 +375000000000

2 2020-03-24 10:01:49 pm PC,0002,24/03/20,19:01:46,5354 8711,N,02736.2582 E.20.0km,326.9,A,010000 +375000000000
3 2020-03-24 10:02:50 pm  PC,0002,24/03/20,19:02:47 5354 6567 N,02735.7368 E,70.0km 237 6,A,010000 +375000000000
4  2020-03-24 10:03:50 pm  PC,0002,24/03/20,19:03:47 5354 3469 N,02735.4559 E 80.0km 210.6,A,010000 +375000000000
5 2020-03-24 10:0450 pm  PC,0002,24/03/20,19:04:47 5354 2010,N,02735.9707 E 25.0km,118.2 A,010000 +375000000000
6 2020-03-24 10:05:49 pm PC,0002,24/03/20,19:05:46,5353.5088 N,02736.7261,E 42.0km,149.8 A, 010000 +375000000000
7 2020-03-24 10:06:50 pm PC,0002,24/03/20,19:06:47 5353 2661, N,02736.6971,E42.0km,186.5 A,010000 +375000000000

8 2020-03-24 10:07:49 pm SIGNAL,0002,24/03/20,19:07:46,5353.0776,N,02736.2205 E,26.0km,238.6 A,010000 +375000000000

9  2020-03-24 10:02:49 pm PC,0002,24/03/20,19:08:46 5352 8552 N,02736.0219 E 20.0km 2102 A,010000 +375000000000

Sent Commands

The commands sent to the unit by users are displayed on the Sent commands request. There is a
special button in the monitoring panel to send commands to units.

The table includes the following columns.
Time — the time when the command was sent to the unit.

User — the login name of the user who performed the command. If there is a dash in this cell, it
means you have no access to this user, that is why the login name is hidden.

Command name — the command name as it is written in the unit properties.
Command type — the command type (see the list).

Parameters — for the commands that require additional parameters (message to the driver, input
activation/deactivation, report period, custom message, etc.).

Execution time — the time when the command was executed. If the execution failed due to billing
limitations (e.g., you ran out of SMS messages), this column contains only dashes.

Channel — the type of connection used to transmit the command (TCP, UDP, Virtual, SMS).

Time User Command name Command type Parameters Channel
1 2020-05-2101:3535pm wuser Send position CQuuery position SMS
2 2020-05-21 015547 pm user Deactivate output Deactivate output 1 SMS
3 2020-05-23 01:55:53 pm  user STOP Block engine SMS
4 2020-05-25 00:58:08 pm wuser Message Send custom message  Route 1675 SMS
5 2020-05-27 01:58:18 pm  user  Interval Set data transfer interval 15 SMS
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Registered Events
Different types of events can be registered in the unit history automatically or manually.

Automatic registration is adjusted with the help of notifications. The delivery method must be
Register event for unit, Register as violation or Register unit status. In such a manner, you can
control geofence visits, connection loss, idling, service intervals, etc.

Manually an event can be registered in the special registrar in the monitoring panel. With this
method, you can register fuel fillings, maintenance, unit statuses, and any custom event.

Traffic counter reset and routes statuses can be saved as events.
In the table you see:

+ the time when the event was detected (automatic registration) or registered (manual
registration);

+ type: event (traffic counter reset, events from notifications, some custom events, route
control statuses), violation (violations from notifications, some custom events), maintenance
(registered manually);

+ event text which is taken from the text of notification or from the description entered while
registering manually.

Time Type Event text
1 2020-02-21 06:16:05 am  Violation Connection o coordinates loss.
2 2020-02-2502:00:00 pm Event Personal

3 2020-02-26 04:16:00 pm Maintenance Maintenance service 'Electricity check’ was registered.
4  2020-03-07 01:58:00 pm Event Accident

5 | 2020-03-1004:20:00 pm Maintenance Maintenance service '0il change' was registered.

6  2020-03-20 03:58:00 pm Event Fuel theft 201

9  2020-03-2801:57:00 pm Event Business

10 2020-03-30 01:57:00 pm Maintenance Maintenance service Wheel balancing’ was registered.

Log
Any manipulations with the unit properties or its database are logged in the system automatically.

In addition, records can be added to the unit log manually — through the event registrar.

® To see the unit log or add messages to it, you should have not only the Query reports or
messages access but also Manage log.

Any changes in the unit properties are logged, as well as import, export, and removal of messages,
assignment or reset of a driver. etc.

The log contains the following information.
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Time — the date and time when the change was done.
User — the name of the user who entered the record or changes.

Action — the description of the change performed. Messages can be filtered by the text in this
description.

Host — the address of the computer from which the user made the changes (if the action was
performed automatically, it can be a job or notification type entry).

Delete — the button to delete records.

Time User | Action Host Parameter 1
1 2020-04-27 04:423:40 pm user Unit’AARON' created 10.192.5 AARON
2 2020-04-27 04:48:40 pm user Command 'Send Command' created 101925 Send Command

3 2020-04-27 04:48:40 pm wuser Command 'Locate Vehicle® created 101925 Locate Vehicle
4  2020-04-27 044840 pm wser Sensor’RPM created 10.192.5 RFM

5  2020-04-27 04:48:40 pm user Sensor'driver created 10,1925 driver

6  2020-04-27 04:48:40 pm wuser Sensor’lgnition’ created 101925 Ignition

7  2020-04-27 044840 pm user Sensor Satellite’ created 10.192.5 Satellite

& 2020-04-27 04:48:40 pm wuser Sensor’Engine Temp' created 10.192.5 Engine Temp

Unit log can also be presented as a report.

Exporting/Importing Messages

Messages can be imported and exported. It concerns only the messages of the first type, that is,
data messages.

@ The size limit for the imported file/archive is 64 MB, which, in the case of the archive, is
approximately 3.5 million messages.

Export

To export messages to a file, open the Export and import messages tab in the lower left section of
the window. Select the destination format and click Export. Depending on your browser
configuration settings, you will be offered to open or save the file. The file with exported messages
can be compressed. For this, leave the checkbox Compress file marked.
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Export and Import Messages

Supported export formats: win, wib, tt, kml, pht

QziExplorer track (.plt) -

#| Compress file

Supported import formats: win, wib, tt, log, as well as
their ZIF and GZIP archives.

Browse

Below are the supported export formats.

OziExplorer track(.plt) — data format of the Ozi Explorer program that stores a track as a list of
coordinates of the track points.

NMEA messages (.txt) — a text file of the National Marine Electronics Association. This text
protocol is used for marine navigation equipment.

Google Earth (.kml) — an XML-based format used in the Google Earth program to transmit three-
dimensional geospatial data.

Wialon messages (.wIn) — a format to be used with the Wialon software.

Wialon binary messages (.wlb) — a binary format to be used with Wialon software.

& parameters (sensors) are not stored when exporting to the .txt format.

Import

Saved files on the disk containing messages from the unit can be imported into the units you
create. To import messages, select the Export and import messages tab in the left section of the
window.

Below are the supported import formats.

Raw GPRMC navigator logs in the format defined by NMEA 0183 specification — searched in files
with the extension .txt or .log.

Wialon messages — search in files with the extension .win.
Wialon binary messages — search in files with the extension .wib.

Click on the empty field, specify the file to import the messages from, and click Upload.
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To speed up and simplify the process, first compress the files with ZIP or GZIP utilities. When
uploading is completed, the files will be unpacked and processed on the server. This process can
be traced in the log.

Reports

To switch to the Reports tab, click on the Reports header in the top panel and select the same
name item in the main menu customizer.

Reports on the activity of a unit can be presented in the form of tables and graphs. They can be
viewed in a browser window, as well as exported to files of various formats.
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Beginning End Duration Total time Mileage Avg speed Max speed
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D 2020-04-16 16:37:24  2020-04-16 165021 01257 01257 | 26km  120kmh  135kmm
| B © Gurtam (0] Qo "0 16:50:41 (+03)

The Reports tab window can be divided into four sections:

* in the upper left corner, the report parameters are adjusted;

+ in the lower left corner there are report templates. After a report is generated, this section
changes to the navigation bar;

+ in the upper right section, there is the map (or another chart or table);

+ in the lower right section, you see the report itself (tables, charts, images).

The sectors can be resized (the left ones — in width, the right ones — both in width and height). To
do this, click on the border between them with the left mouse button and while holding it, move the
border to the right/left or up/down. At the same time, if less than 10% of the map is left while
expanding the lower sector, the map automatically collapses. To expand it, press the line under the
top panel.
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Report Templates

A report can only be generated on the basis of a previously created template. A list of all available
templates is located in the lower left part of the window under the Report Templates header. Here
you can create, edit and delete templates for reports, as well as copy and move them from one
account to another.

Report Templates
m Al - O e x

Chat EN Q Iy ¥
Entradas 4 I X
MARCADORES Q Iy ¥
Mew report 4 I X
Fassengers 4 g %
Test Sheloy odometer 4 I X
Total report 4 g %

The template contains information about which tables and charts will be included in the report,
what kind of content will be presented in the tables, the order of the columns in tables and sections
in the report, which graphical elements will be rendered on the map, and many other parameters
which define the look of the resulting report.

When you hover the cursor over the name of a template, the tooltip displays its name, the name of
the resource to which it belongs (if you have access to more than one), the type of the report, the
list of tables and charts that it contains, the list of the bound objects, and description. When you
click on a template, it becomes selected in the Template field.

The templates in the list are arranged in alphabetical order. When searching for a template, it is
convenient to use the dynamic filter. Enter the name of the report or its part into the search field.
Additional search parameters are set in the drop-down list, where you can select a particular
resource or leave All.

The following actions are available:

oor S _ edit or view a report template (depends on your access level);
" _ create anew template using the selected one as the basis;
X — delete a template (if the button is dimmed, you do not have enough rights).
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® ifa template belongs to the resource to which you do not have the Create, edit, and delete
report templates access right, you will not be able to edit or delete this template.

Creating a report template

® 710 manipulate the report templates, the user should have the Create, edit, and delete report
templates access right to at least one resource.

To create a new report template, press the New button. If you have access to more than one
resource, select the required one and click Next.

At the top of the report template creation window, you must specify its name and select the type.

Mew Report Template %

Name: | Mew report Type: | Unit -
User
Driver
Mew table Mew chart Trailer
Resource
Retranslator

Route

Group of drivers
Group of trailers
Passengers

Group of passengers
Geofence

Group of geofences

The following types are available.

Unit — the template is used to analyze the data from any single unit.

Unit group — the template is used to analyze the data from several units simultaneously.

User — the template is used to analyze the activity of users.

Driver — the template is used to analyze the work of drivers.

Trailer — the template is used to analyze the use of trailers.

Resource — the template is used to track the changes in the contents of the resource.
Retranslator — the template is used to analyze the work of retranslators.

Route — the template is used to analyze the passing of routes.

Group of drivers — the template is used to analyze the work of several drivers at the same time.

Group of trailers — the template is used to analyze the operation of several trailers simultaneously.
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Passengers — the template is used to analyze passenger traffic.
Group of passengers — the template is used to analyze the traffic of the groups of passengers.
Geofence — the template is used to analyze which units have visited a geofence.

Group of geofences — the template is used to analyze which units have visited a group of
geofences.

It is not recommended to change the report type later, because when you change the type, all the
contents and settings of the template are lost.

Below are the Report Contents, Settings and Bind tabs, on each of which the properties of the
future report template are configured.

A list of the content added to the report template is shown below. To rename a component, click
on it with the left mouse button and make the necessary changes. The following buttons are
available for working with the content list:

| drag the component up/down;

N — edit the properties of the table/chart;

" _ copy the table/chart;

X — delete the component.

Regardless of where the chart is located in the report template, in the list of results of the executed
report, all the charts are located under all tables, and the statistics data occupy the top lines.

Report Contents

On the Contents tab, you can add tables, charts, or statistics to the report template.

To add the required component, click on one of the three available buttons: New table, New chart,
Statistics.

MNew Report Template X

Mame: | New report Type: | Unit -
Mew table Mew chart Statistics
Tables

To add a table to the report template, click on the New table button on the Report Contents tab of
its properties.

In the New table dialog, specify the name and type.
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Table properties: Executed commands X

Mame: | Executed commands Type: | Executed commands - Q

Columns selection

The set of available table types differs depending on the selected type of the report template. The
list of tables and their description are presented in the chapters below.

Each type of table has its own set of columns which can be included in it. The list of available ones
is shown on the Columns tab after selecting the type of table. To quickly find the required one, you
can use a dynamic filter. Select the ones you want to see in the report. To select all the columns,
press the Ctrl button and click on any unselected column. Removing a selection from all the
columns works in the same way. The identical principle is used in the settings of the reports, where
geofences, events, etc. should be selected.

Table properties: Executed commands X

Name: | Execuied commands Type. | Execuied commands - Q

1 # Sending time

T [ User
I ¥ Name =]
1 ¥ Type o

1 [ Parameters

I @ Execution time

1 [ Channel
I ¥ Count
T [ Motes

To change the name of the column, click on it with the left mouse button and edit the text. To

return the original name of the column, click on the Default icon ° (the icon is inactive if the
name has not been changed).

What is more, the order of the columns can be changed as well. To do this, drag the icon of the

double arrow | , located to the left of the name of the desired column, up or down.
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Some alternative types of reports are available as apps:

+ iDriveSafe — evaluation of the quality of driving;
+ Dashboard — presentation of key indicators of fleet efficiency in a graphical form.

Any number of tables can be added to the template, and the same table can be added to the report
several times with different column configurations, data grouping settings, etc.

Calculator

The calculator is available in all the tables except for Images, Video, and Statistics. It allows
adding custom columns. To the left of the column names, you can see their indexes (CO, C1, C2 ...
CN). The indexes do not change regardless of the position of the column in the list.

Table properties: Trips X

Name: | Trips Type: | Trips ~| @ |Q

C40*consts 5 Cancel oK @

I ¥ CO0 Beginning

¥ C1 End Select unit parameters
and profile properties

##| C2 Duration

#| C3 Total time
«| C4 Mileage

¥ C5 Avg =peed

CT Initial location
C3& Initial coordinates
C9 Final location

I
!
I
I
I
I ¥ C6 Max speed
!
I
I
I

C10 Final coordinates

-

® vl |

To add a custom column to the table, click on the Add calculator button and specify the formula
for calculating the value in the column. To do this, you can use:

+ indexes of other columns (indicate them manually or click on the necessary ones in the list);

* unit parameters: consumption by rates (rcoef), daily engine hours rate (dehr), mileage
coefficient (mcoef), unique ID (imei);

« profile properties of the unit formatted as profile_field(index);

+ custom fields formatted as custom_field(name);

+ constant values formatted as constX;

* signs +, -, *, /, () for mathematical operations.
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Thus, a formula can look, for example, as follows: (C1+C2+C7)*const1.5/rcoef.

You can select the unit parameters and profile properties in the menu that opens when pointing to
the '(...)" in the Formula field.

& You cannot use the unique ID and profile properties in the formula together with other
components. Otherwise, a dash is displayed in the custom column in the report.

To display a custom field value in a custom column, type custom_field(field name) in the Formula
field. Instead of the name, you can use its mask. If the names of several custom fields correspond
to the indicated mask, the report shows the value of the field that comes first in the list of custom
fields in the properties of the object.

If the custom field value is indicated in numbers (without the unit of measurement), you can use it
in the formula together with other components. With another type of custom field values, a dash is
displayed in the custom column in the report.

Next, type the unit of measurement (up to 10 characters) in the field to the right and click OK. The
custom column automatically goes to the top of the list. However, you can change its position in
the standard way if necessary. Such columns are highlighted in blue and do not have an index.

@ Fortime intervals, seconds are used as a unit of measurement in the calculator.

OK

1 Fuel cost C40*constd 5 ®

I ¥ C0 Beginning
1 ¥ C1 Initial location
1 [ ©2 Initial coordinates

1 ¥ c3End
To edit the name, formula, or unit of measurement for the created column, click in the necessary
field and make the changes. Click anywhere in the dialog box to confirm the changes.

The value of the custom column in the Total row is calculated in the same way as for other rows,
that is, in accordance with the specified formula that uses the values of the column.

Table settings

For each table, in addition to selecting columns, there are additional settings, located in the same-
name tab.
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Table properties: Violations x

Mame: | Violations | Type: || Violations - ||
I Parameters - -
Grouping (7) Sorting (7)
[] Total = |- -
T Year =+ |'|.-’iu-|ati4}r1 time v| X

== Add grouping
Settings A
[ | Detalization
|#| Row numbering

|| Total
|| Time Limitation

Intervals filtration -

Event filter

-

o |

The tab is divided into three sections:

* Parameters;

+ Settings;

* Intervals filtration.
Table Types

Below in this section, you can find detailed descriptions of the tables available for units and unit
groups.
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Table properties: Chat X

MName: | Chat Type| | Chat - & |Q

ﬁ Check points
Chronology

Connection problems
Time Counter sensors
Custom fields
Sender Digital sensors

Eco driving

Text Engine hours

Evenis

Count Executed commands
Fuel fillings

Notes Fuel thefts

Fuel traffic
Geofences

GRS fraffic

Images

Log

Maintenance
Maneuvers -

— | = = | = | =

A template can contain any number of tables and charts. You can even add the same table type
several times with different configuration of columns, data grouping, and other settings.

To add any of the tables mentioned above to the template, click the Add table button and select
the table from the list.

Each table type has its own set of columns that can be included in it. After the table type is
selected, the list of available columns is displayed below. Check the columns you would like to
include in the resulting table. To select all columns at once, press Ctrl and check any box. To
deselect all columns, repeat the same operation. This combination works also for the reports
where you choose geofences, events, etc.

You can assign other names to column headings. To do this, click on the title and edit the text. In
the same way, you can change the name of the table itself (the Name text box at the top of the

dialog). To restore the default column names, use the Restore default button ° (if it is gray, the
current name is default).

Besides, you can change the order of the columns. Drag the double-arrow sign ! up/down to
move them up and down.

Some alternative types of reports are available as applications:

+ Dashboard — graphical representation of the key performance indicators of the fleet;

+ Eco Driving — assessment of the driving behavior;

« Tacho View — reports on the drivers’ work, including infringements;

+ Sensolator — visual representation and control of the sensor values of the units with reports
on units and their groups.

Monitoring System-491


http://apps.wialon.com/?lang=en/#dashboard
http://apps.wialon.com/?lang=en#ecodriving
http://apps.wialon.com/?lang=en#tachoview
http://apps.wialon.com/?lang=en#sensolator

o ;
) wimlon User Guide

Account Tree (for a Resource)
This report provides you with information about the structure of an account. In other words, the

table helps you understand which object types the selected account consists of, as well as the
hierarchy among these objects.

The table may contain the following columns.

Column Description

Object type Accounts, resources, users, units, unit groups, retranslators,
routes.

Name The name of an object.

The type of objects in the report template can be specified. Then only the objects of the selected
types are displayed in the report.

In addition, the data are presented more clearly if you group by type of object in the report
template.

1 2 3 4 Detalization

Object type Name

B Accounts —

s Account Aureliano

. L@  Resources -

| Users —

User Aureliano

Account Client

Account Filar Ternera

Account Santa Sofia de la Piedad
- Account Test

Resources aeees

Fetranslators  ——

&3]

Routes EEe

&3]

Units —eee
Unit groups EEe
Users —eee

H H EH

Chat
This report combines the commands of the Send message to driver type sent to the unit and

replies from the unit. How chatting with the driver works was written above.
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Column Description

Time The date and time when the message was received.

Sender The driver or operator (username is indicated in brackets).

Text The text of the message.

Count The number of messages.

Notes An empty column to add your custom comments after printing or

exporting the report.

Time Sender Text Count
2016-04-07 11:34:32  Driver Order received 1
2016-04-12 11:58:58  Driver Filled 20 gal. 1
2016-05-20 09:55:50 | Operator (user)  Route 45 for today. 1
2016-05-20 09:56:28  Driver Connection test. 1
2016-05-20 09:59:36  Driver Route 125. Started at 08:15. 1
2016-05-25 121827  Driver On the way to warehouse. 1

Check Points
Route points refer to check points indicated when creating a route.

The table can include the following columns.

Column Description

Point name The name given to this checkpoint while creating it.
Real arrival The time when the unit entered the checkpoint.
Scheduled arrival The time when the unit was supposed to enter the

checkpoint according to the schedule.

Initial location The location at the time of entry.
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Column

Real departure

Scheduled departure

Final location

Result

Route

Schedule

Round

Arrival time deviation

Departure time deviation

Presence duration

Presence mileage

Section duration

User Guide

Description

The time when the unit left the checkpoint.

The time when the unit was supposed to leave the
checkpoint according to the schedule.

The location at the time of departure.

Visited (both entrance and exit were detected),
Entrance only, Exit only, Skipped.

The name of the route to which this checkpoint
belongs.

The name of the schedule.

The name of the round.

Positive value if delayed, negative value if in a hurry in
regards to the arrival time set in the point properties.

Positive value if delayed, negative value if in a hurry in
regards to the departure time set in the point
properties.

The time spent at the checkpoint.

The mileage at the checkpoint.

The time spent to travel from the previous checkpoint
to the current one.
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Column Description
Section mileage The mileage from the previous checkpoint.
Count The number of points.
Driver The name of the driver (if available).
Trailer The name of the trailer (if it was bound).
Notes An empty column for your custom comments.

Point name Result Route Arrival time deviation Departure time deviation Presence duration

Westcliff Drive Visited Santa Cruz Tour 0:00:00 0:00:44 0:00:00

FPunto de control 3 Visited Santa Cruz Tour Bus Route  0:00:00 0:01:08 0:00:00

Punta de contral 2 Visited = Santa Cruz Tour Bus Route  0:00:43 0:00:43 0:01:00

UCSC Campus Visited = Santa Cruz Tour -0:02:16 -0:01:36 0:00:40

Metro Station Visited Santa Cruz Tour -0:02:01 -0:01:41 0:00:20

Punto de control 1 Visited = Santa Cruz Tour Bus Route  -0:00:01 -0:00:16 0:00:45

Santa Cruz Boardwalk | Visited = Santa Cruz Tour -0:01:42 -0:01:32 0:00:10

Punto de control 3 Visited = Santa Cruz Tour Bus Route  0:00:54 0:01:09 0:01:15

Westcliff Drive Visited Santa Cruz Tour -0:00:17 0:00:43 0:01:00

Chronology

The Chronology report gives information about all the actions and changes in the unit state during
the indicated period of time. Unlike most of the tables that are dedicated to a particular state
(parkings, sensors, trips, etc.), this table combines events of various kinds, which allows to see the
complete picture of the movement.

The following types of events can be included in the report (in the template select the required):

+ Trips,

+ Parkings,

+ Stops,

+ Engine hours,
+ Fillings,

* Thefts,

* Events,

* Drivers,

* Trailers,

+ Speedings,

+ Connection loss,
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+ Sensor trigger (enter one or two masks to indicate the required sensors; note that when you

enter a mask, the sensors are firstly filtered by their type (digital sensors), and then by

name).

The following columns can be selected to form the table.

Column

Type

Beginning

Initial location

End

Final location

Duration

Description

Notes

Type Beginning

Trip 2015-05-30 06:10:10
Engine hours | 2015-05-30 06:10:10
Stop 2015-05-30 07:28:05
Parking 2015-05-30 07:52:22
Trip 2015-05-30 09:58:50
Parking 2015-05-30 10:19:05
Sensor 2015-05-30 10:19:13

2015-05-30 17:44:42
2015-05-30 17:44:42
2015-05-30 17:48:40

Engine hours
Sensor
Trip

Initial location

Description

Trip, parking, stop, engine hours, filling (or reg. filling), theft,
event (or violation), driver, connection loss, sensor.

The time taken from the message that precedes the one in
which the beginning of the given state was fixed.

The location of the unit at the initial moment.

The moment when the detected activity finished.

The location of the unit at the final moment.

How long the state lasted.

For trips and speedings — mileage, for events and violations —
the text of notification, for engine hours — duration, for drivers
— driver's binding/unbinding and name, for fuel fillings and
thefts — the volume of fuel and sensor name, for sensors —
sensor activation/deactivation.

An empty column for your custom comments.

End Duration Description

Mex-2, San Luis Rio Colorado
Mex-2, San Luis Rio Colorado
Mex-2, Sonoita Centro

Mex-2, General Plutarco Elias Calles
Mex-2, General Plutarco Elias Calles
Mex-2, Puerto Pefiasco

Mex-2, Puerto Pefiasco

Mex-2, Puerto Pefiasco

Mex-2, Altar

Mex-2, Puerto Pefiasco

2015-05-30 07:52:22
2015-05-30 10:19:13
2015-05-30 07:32:07
2015-05-30 09:58:50
2015-05-30 10:19:05
2015-05-30 17:08:12
2015-05-30 10:19:13
2015-05-30 19:38:12
2015-05-30 19:38:12
2015-05-30 19:37:57

1:42:12
4:09:03
0:04:02
2:06:28
0:20:15
6:49:07
0:00:00
1:53:30
15330
1:49:17

Mileage: 128 km

Duration: 4 hours 9 minutes
Mileage: 27 km

Deactivated sensor: Motor
Duration: 1 hours 53 minutes
Deactivated sensor: Motor
Mileage: 131 km
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& The system does not calculate the duration of the state for fillings and thefts. Therefore,

the beginning and end time for fillings/thefts, as well as the initial and final location
coincide in the Chronology table, and the duration column displays zero value.

Connection Problems

This kind of report lists the time periods when the system did not receive data from the unit. The

parameters for this report are adjusted on the Advanced tab where you set Maximum interval

between messages.

The following information can be presented in this kind of report.

Column

Beginning

End

Duration

Location

Count

Driver

Trailer

Notes

Description

The date and time when connection loss happened.

The date and time when the connection was recovered.

The time interval of connection loss.

The address where the unit was right before the loss of
connection.

The number of connection gaps detected in a certain time
interval (it is advisable when grouping rows by days/weeks/
months or for reports about groups of units).

The name of the driver (if available).

The name of the trailer (if it was bound).

An empty column for your custom comments.
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® If the time passed between receiving the last message for the reporting interval and the end
of a report interval exceeds a value of a maximum interval between messages, then a
connection loss interval will be added to the report. The beginning of this interval
corresponds to the time of receiving the last message, and the end corresponds to the end
of a reporting interval.

Beginning Duration Location Count Driver
2015-05-30 00:00:00 | 13:38:28 Dozsa Gydrgy utca 98-106, Noszlop 1 Jon
2015-12-14 16:38:31 | 154825 Szent Istvan Ut 2-42, Ajka 1 Jon
2015-12-15 091222 | 0:18:28 Tancsics utca 26-34, Magyarpolany 1 Samuel
2015-12-1516:20:23 | 0:06:36 Szent Istvan ut 2-42, Ajka 1 Jack
2015-12-22 211052 | 0:0513 Szent Istvan Ut 2-42, Ajka 1 Jack
2015-12-27 233400 | 01737 Szent Istvan Ut 2-42, Ajka 1 Arnold
2015-12-27 23:52:16 | 0:28:20 Szent Istvan ut 2-42, Ajka 1 Jon
2015-12-28 10:37:38 | 0:05:48 Padragi ut 97-125, Padragkut 1 —

Additional filtration by driver, trailer and geofences/units can be applied to this report.

Counter Sensors
This table shows the operation of the Counter type sensors. In the template, set the mask (filter)

for sensors or select All sensors.

A table can consist of the following columns.

Column Description

Sensor The name of the sensor.

Activated The time of activation.

Deactivated The time of deactivation.

Duration Operation time.

Total time The time from the beginning of the first activation to the end
of the last.

Location The location at the moment of sending the data.
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Column

Mileage

Mileage (adjusted)

Avg speed

Max speed

Counter

Geofences/Units

Driver

Trailer

Penalties

Rank

Notes

User Guide

Description

The distance traveled for the operation period.

Mileage subject to the coefficient set in the unit properties on
the Advanced tab.

The average speed at this interval.

The maximum speed at this interval.

The value of the counter meter (can be shown with an
accuracy of hundreds — see Report Settings —> General).

The column that includes the names of the geofences or
units which were crossed during a given interval. The required
geofences and units should be indicated in the filtration
parameters. If at some interval there were several geofences
or units like that, in the report there will be the name of the
geofence with the smallest area or the name of the unit with
the smallest radius of approximation. If the sizes coincide, all
the names will be included.

The name of the driver (if available).

The name of the trailer (if it was bound).

The penalties calculated for the adjusted Eco Driving criteria.

The received penalty points converted into a 6-point rating
system.

An empty column for your custom comments.
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He  Sensor

1 Counter sensor
2 Counter sensor
3 Counter sensor
4 Counter sensor
] Counter sensar
[} Counter sensar
7 Counter sensar
a Counter sensor
q Counter sensor
10 Counter sensor
11 Counter sensor
12 Counter sensor
13 Counter sensor

14 Counter sensor

® The mileage values are displayed in the table as fractional

Activated

2012-06-2512:39:20
2012-06-25 131702
2012-06-25 14:12:20
2012-06-25 16:01:42
2012-06-25 16:35:30
2012-06-25 16:58:38
20132-06-25 16:19:30
20132-06-2517:26:00
2012-06-2517:57:32
2012-06-2518:145:38
2012-06-25 18:29:22
2012-06-2519:15:38
2012-06-2519:27:08
2012-06-25 20:04:18

2012-06-25 12:39:20

Duration
n:32:06
4424
02804
1262
01646
020a2
0:48:04
1216
1650
m13:44
m4314
o142
1732
01042
h:28:08

Location Mileage
Joachima Chreptowicza, Augustow 42 km
Mikotaja Kopernika, Grajewo 61 km
Legiondw, Lormza 39 km
Stacyina, Stare Lubiejewo 19.14 km
EET, 0.38 km from Sadzawlki 21 km
Tadeusza Kosciuszki, Wyszkdw 29 km
FPuttuska, Serock 66 km
E30, Sochaczew 1813 km
Fodgrodzie, Lowicz 21 km
Corzeczna, Gtowno 16.85 km
E30, 2.38 km from Zelgoszez 96 km
E30, Piekia 24 km
E30,'Wala koszucka 38 km
E30, Magradowice 17.68 km
----- 507 km

exporting to an Excel file the values are rounded.

Max speed Counter
136 kmih 03y
141 kmih 732
118 kmih 205
125 kmih T4y
136 kmih 362
122 kmih 773
136 kmih 1122
145 kmih 521
115 kmih 993
136 kmih G96
188 kmih 104
167 kmih 218
156 kmih 462
145 kmih 784

167 kmh 6067

User Guide

numbers. However, when

Intervals filtration can be applied to this table: by duration, mileage, engine hours, speed range,

trips, stops, parkings, sensors, drivers, fuel fillings, fuel thefts, and geofences/units.

The value of the counter sensor can be visualized in the chart that shows the operation intervals of

the counter and its value. You can learn more about charts here.

Custom Fields

il

[
I

2015-05-03 00:00:00

|
| "W

2015-05-05 00:00:00
Time

—
e |
—_—

|
|
Il

=

|

2015-05-07 00:00:00

To execute this report, you should have the following access rights to the objects:

+ View custom fields;

» View admin fields;

* Request reports and messages.

A report with the Custom fields table can be executed for units, unit groups, users, drivers, driver

groups, trailers, and trailer groups. The table is a list of names and values of custom fields

specified in the properties of the object for which the report is executed.

You can specify custom fields in the properties of:
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* unit;

* unit group;
« driver;

* trailer.

In the filer of the table settings, you can select the field type that should be shown in the table: all,
general, admin, and also specify the field mask.

The possible columns of the table are listed below.

Column Description

Name The name of the field.

Value The value of the field.

Notes An empty column where you can leave your own comments after

printing or exporting the report.

Name Value Notes
Carrying capacity | 3t

Fuel Diesel

SIM card number | 90034611294563

Year 2019

To get a report on a group of units, drivers or trailers, enable the Detalization option in the table
settings. If the Group itself option is disabled in the table settings for a unit group, then the report
shows customs fields of each unit from the group. If the Group itself option is enabled, then only
the custom fields of the group are shown.

® A report on a unit group with the Group itself option enabled can only be executed for one
group. If several groups are selected in the Object parameter, then the data is shown only
for the group you specified first.

Digital Sensors
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Usually, digital sensors have two states: on/off, activated/deactivated, and so on. For example, it

can be an ignition or cargo load sensor. All sensors are configured on the Sensors tab of the Unit

properties dialog.

To receive the information about a specific sensor, specify its name or part of the name using

wildcard symbols — an asterisk * (replaces several characters) or question mark ? (replaces one

symbol). The sensor name cannot contain commas. If the sensor mask is not specified, the

information in the table is displayed for all sensors of the unit.

The table can contain the following columns.

Column

Sensor

Activated

Deactivated

Duration

Total time

Location

Final location

Mileage

Mileage (adjusted)

Description

The name of the controlled sensor.

The time from the first message that contains
information about the activation of the sensor.

The time when the sensor was deactivated.

The interval when the sensor was on.

The time from the beginning of the first activation to the
end of the last one.

The location of the unit at the moment the sensor was
activated.

The location of the unit at the moment the sensor was
deactivated.

The distance traveled while the sensor was on.

Mileage subject to the coefficient set in the unit
properties (the Advanced tab).
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Column

Initial mileage

Final mileage

Avg speed

Max speed

Activations count

Driver

Trailer

Penalties

Rank

Avg value of custom sensor

Min value of custom sensor

User Guide

Description

The mileage sensor value at the time the digital sensor
is turned on. If the mileage parameter was not saved at
the reporting interval, the mileage is counted from zero.

The mileage sensor value at the time the digital sensor
is turned off.

The average speed of movement with the sensor on.

The maximum speed with which the unit moved with
the sensor turned on.

The number of activations (can be helpful either in
grouping table data by years/months/weeks/days/
shifts or for the reports on unit groups).

The name of the driver (if assigned).

The name of the trailer (if assigned).

Penalties calculated for the adjusted Eco Driving
criteria.

Penalty points converted to the 6-point rating system.

The average value of custom sensor from the moment
of digital sensor's activation to its deactivation.

The minimum value of custom sensor from the moment
of digital sensor's activation to its deactivation.
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Column Description

Max value of custom sensor The maximum value of custom sensor from the

moment of digital sensor's activation to its deactivation.

Initial value of custom sensor The custom sensor value at the moment of digital

sensor's activation.

Final value of custom sensor The custom sensor value at the moment of digital

sensor's deactivation.

Notes An empty column for your custom comments.

@ |If there are several custom sensors, separate columns with average, minimum, maximum,
initial and final values are displayed for each of them. The name of each custom sensor
and units of measurement (if they were specified when creating the sensor) are indicated
next to the name of each of these columns within the parentheses. In case there are no
suitable sensors, the columns are not displayed.

Sensor Activated Deactivated Duration Total time | Location Mileage
Motor 2015-05-30 06:10:10 | 2015-05-30 10:19:13 | 4:09:03 4:09:03 Mex-2, San Luis Rio Colorado 155 km
Motor 2015-05-30 16:55:11 | 2015-05-30 17:14:50 | 0:19:30 0:19:39 Mex-2, Puerto Pefiasco 0.17 km
Motor 2015-05-30 17:44:42 | 2015-05-30 19:38:12 | 1:53:30 1:53:30 Mex-2, Puerto Pefiasco 131 km
Motor 2015-05-30 20:08:35 | 2015-05-31 08:34:26  12:2551 1225551 Mex-2, Altar 796 km
Motor 2015-05-31 17:35:05 | 2015-05-31 17:35:56 | 0:00:51 0:00:51 Avenida Monte Seir, Fracc Santa Rocio 0.01 km
Motor 2015-05-31 17:45:46 | 2015-05-31 18:12:54 | 0:27:08 0:27:08 Avenida Monte Seir, Fracc Santa Rocio 8.64 km
Mator 2015-05-31 18:56:07 | 2015-05-31 19:15:02 0:18:55 0:18:55 Boulevard Jesus Kumate Rodriguez, Culiacan 883 km
Motor 2015-06-0121:58:49 | 2015-06-01 22:06:35 | 0:07:46 0:07:46 Avenida Quinta Poniente, Fracc Santa Rocio 0.62 km
Boton SOS | 2015-06-05 03:46:14 | 2015-06-05 03:46:21 | 0:00:07 0:00:07 Avenida Monte Seir, Fracc Santa Rocio 0.00 km
Boton SOS | 2015-06-05 03:48:01 | 2015-06-05 03:48:23 | 0:00:22 0:00:22 Avenida Monte Seir, Fracc Santa Rocio 0.00 km
Motor 2015-06-07 03:40:51 | 2015-06-07 04:36:00 | 0:55:09 0:55:09 Avenida Siderita 1461, Ampl Valle Del Pedregal | 0.00 km

Intervals filtration can be applied to this table: by duration, mileage, engine hours sensor, engine
hours, speed range, trips, stops, parkings, sensors masks, driver, trailer, fuel fillings, fuel thefts, and
geofences/units.

Eco Driving

The report provides you with information on how a driver handles the entrusted vehicle. Analysis of
the driving behavior can help you extend the life of the vehicle, reduce fuel costs, ensure cargo
safety and also understand the reason for any case of emergency.

Before generating the Eco driving report it is necessary to indicate settings on the corresponding
tab of the unit properties dialog. Eco driving analysis is based on the data received during the trip.
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A table may contain the following information.

Column

Violation

Beginning

Initial location

End

Final location

Value

Avg speed

Max speed

Penalties

Rank

Rating by violations

Description

The type of violation. When you use grouping, violations
with the same name will be merged into one group.

The time when violation began.

An address of the unit location at the moment of
violation beginning.

The end time of the violation.

The address where the unit was located at the moment
of the end of the violation interval.

The parameter value during the violation.

The average speed during the violation.

The maximum speed during the violation.

The penalty value indicated on the Eco driving tab of the
unit properties.

The penalty points converted to a 6-point rating system
(can be useful if grouping by years, months, weeks, days,
shifts, or trips has been applied).

An individual index number of a unit/driver calculated on
the basis of the committed violations. The lower the
rating, the fewer violations are committed.
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Column Description

& The Rating by violations column can be used in
the report on unit groups and driver groups only.

Mileage Mileage for the interval of violation or grouping.

Mileage (adjusted) Mileage taking into account the coefficient set in unit
properties (the Advanced tab).

Initial mileage The mileage counter value at the moment of the
beginning of the violation. If the mileage parameter was
not saved at the reporting interval, the mileage is
counted from zero.

Final mileage The mileage counter value at the end of the violation
interval.
Duration The duration of the violation or grouping interval. If the

speeding is detected by one message, in the line 00:00 is

written.
Count The number of violations of this type.
Avg value of custom sensor The average value of the custom sensor registered

during the violation.

Min value of custom sensor The minimum value of the custom sensor registered
during the violation.

Max value of custom sensor The maximum value of the custom sensor registered
during the violation.
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Column Description

Initial value of custom sensor The value of the custom sensor at the beginning of the

violation interval.

Final value of custom sensor The value of the custom sensor at the end of the

violation interval.

Driver The name of the driver on this vehicle.

Special attention should be paid to the Rating by violations column. It can be used in the report on
unit groups and driver groups only. If the column is included in the table, then units/drivers can be
placed in the table according to the violations committed (from the lower rating to the highest
one). To do this, select the total grouping by rating in the parameters of the report template. The
violations rating is calculated by the system on the basis of the eco driving ranks. In case the ranks
are similar, the system takes the covered mileage into account. The higher the mileage value with
the same rating, the lower the rating by violations is. Note that the system supports the visual
marking of the rating fields according to the eco driving rank. To do this, select the colors and the
values matching them in the corresponding block of the report template parameters.

Trip Month Day of the week Detalization

Ne Grouping Beginning Violation Value  Maxspeed Penalties Rank Duration Mieage Count

2] 1 Trip 12 Aug 2015 00:00:01 ' 12 Au 0:00:01 249 - e 96 kmh 30 56 05248 32km 36

a Trip 12 Aug 2015 01:3753 1 01:375: 314 |— | 110kmh 42 52 31021  121km | 172

=] 21 August 12 Aug 2015 01:3753 | 12 A 1504:4814 — 110kmh 42 52 31021 121km | 172

=] 244 Wednesday 12 Aug 2015 01:37:53 | 12 Aug 2015 044814 — = o 110 kmvh 42 52 R[] 121 km 172
2] 2141 12 Aug 2015 01:38:17 12 Aug 2015 01:38:17 12 Aug 2015 01:38:27  Braking normal 0.15g 40 kmh w - 000:10  0.05km 1
(] 2112 12 Aug 201501:36:30 12 Aug 2015 01:39:30 12 Aug 2015 01:40:23  Speedingallowed 7kmh 67 kmh 1 - 00044  080km 1
(1] 2143 12 Aug 2015 01:40:31 12 Aug 2015 01:40:31 12 Aug 201501:40:45 Speeding aliowed 5kmh 65 kmh LI 000:14  089km 1
(] 2114 12 Aug 2015 01:41:41 12Aug 2015 01:41:41 12 Aug 2015 01:41:51  Braking normal 015g 26 kmh an @ — 000:10  006km 1
(5] 2115 12 Aug 2015 01:42:19 12 Aug 2015 01:42:119 12 Au 1501:42:47 Braking severe 030g 62kmh 0 @ — 00028 045km 1

] 3 Trip 12 Aug 2015 05:26:13 | 12 Au 052613 | 12 Aug 2015 10:1852 | — 112kmh 28 56 45239  188km | 207

B 4 Trip 12 Aug 2015 10:56:02 12 Aug 2015 10:5602 12 Aug 2015 140644 == = e 110 kmh 38 53 31042 121 km 156

5 Trip 12 Aug 2015 14:51:48 12 Aug 2015 14:51:48 | 12 Aug 2015 15:4233 — = — 96 kmh 34 54 05045 31 km 7

Total 12 Aug 2015 00:00:01 12 Aug 2015 15:42:33 e e 112kmh 34 54 12:57:15 493km 608

Note that it is easier to analyze the received report if the grouping option was applied to the report
template. The information received in the report can be grouped on the basis of different criteria,
such as time (year, month, week, day, shift), type of violation and trips.

Moreover, in addition to grouping an option of detalization can be applied. This option allows
viewing the final level of nesting (date and time) inside of grouping. However, take into
consideration that a penalty and rank can be given for a violation that occurred at a certain time
interval (not immediately). That is why on the final level of nesting (date and time) a dash is given
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in the Rank column, and the Penalty column receives the value indicated on the Eco driving tab of
the unit properties.

@ |f you use grouping or add the Total line to the table, the Duration and Mileage columns
show the data on the trips (not violations) of the specified time interval.

Penalty scoring system
For each criterion, you can specify penalty points which should be credited for violations. Enter the

number of points in the Penalty field on the Eco driving tab of the unit properties. The specified
points are used when calculating values in the Penalties and Rank columns in the report. The main
peculiarities of the algorithm used for calculating these values in the reports without grouping and
with grouping can be found below.

Without grouping

If you don't use averaging, the penalty value (earlier specified on the Eco driving tab) is displayed
next to every violation in the Penalties column of the report. The Total line for this column (if
available) contains the sum of points for all violations.

If you use averaging (by mileage or by time), the Penalties column next to every violation also
contains the penalty value that you have specified. The Total line for this column contains the sum
of points for all violations divided by the number of minutes (averaging by time) or by the number
of kilometers (averaging by mileage) in all trips in the report interval (including trips without
violations).

With grouping

If you don't use averaging, the sum of points for all violations in the group is shown for each
parameter group in the Penalties column. The Total line contains the sum of points for all
violations.

If you use averaging (by time or mileage), it is applied to each parameter group in the report table.
In addition, if the report has the Total line, averaging is also applied to the total number of points
earned. The averaging algorithm is described above.

Penalty-rank conversion
The Rank column of the report contains the value calculated on the basis of the penalty points
received. It is a score from one to six. The following algorithm is used to calculate it:

Penalty Rank
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Penalty Rank
Less than 20 5.9
20-50 5.0-5.9
50-100 4.0-5.0
100-200 3.0-4.0
200-500 2.0-3.0
More than 500 1.0-2.0

Engine Hours
The Engine hours report shows how long the unit worked, how much time was in motion, how

much fuel was spent for this period. Also, the duration and efficiency of the work of the attachable
equipment can be shown.

To generate this report, the unit is supposed to have such sensors as ignition or absolute/relative
engine hours sensor. The method of calculating engine hours is set in unit properties on the
General tab. On the Advanced tab, you can also set Daily engine hours rate to calculate utilization
and productivity.

In the report template, you can specify the mask for the main engine hours sensor that is used in
the report (the Engine hours sensor filter). This allows to separate the engines and create a table
for each of them.

There are two options that can be used in engine hours report. They are timeout (set for a sensor)
and maximum interval between messages (set for a unit). Both options are used to cut off invalid
intervals when the amount of engine hours is defined. If values for both timeout and maximum
interval between messages are indicated, the system will use the property with the minimum value
indicated.

The table can contain the following columns.
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Column Description
Beginning The time when the engine hours interval begins.
Initial location The location of the unit when the engine or implement

starts working.

End The time when the engine hours interval ends.

Final location The location of the unit when the engine or implement
ends working.

Engine hours The value of engine hours at the interval. For an
accurate engine hours calculation, the equipment should
send a valid parameter value of the engine sensor. In
case of receiving an invalid value, it is necessary to
replace the sensor with validator using the correct value
(for example, 0).

Initial engine hours The value of the sensor of absolute engine hours at the
beginning of the interval. If there is no sensor value on
the report interval, the value of engine hours is counted
from zero.

Final engine hours The value of the sensor of absolute engine hours at the
end of the interval.

Total time Duration of the interval. If grouping by days is enabled, it
shows the time from the beginning of the first engine
hours interval to the end of the last interval.

Off-time The period of time passed from the end of the previous
interval to the beginning of the current one (determined
starting from the second interval).

Monitoring System- 510



i .
) wimlon

Column

In movement

Idling

Mileage

Mileage (adjusted)

Initial mileage

Final mileage

Avg speed

Max speed

Counter

Initial counter

Final counter

Avg engine revs

User Guide

Description

The interval of time during which the unit moved, that
is, the speed value was greater or equal to the one from
the Min moving speed field in the trip detector.

The time when the unit was standing with the engine on.
Note that idling cannot be detected if the equipment
does not send messages containing speed value.

The distance traveled during the operating hours.

Mileage subject to the coefficient set in the unit
properties (the Advanced tab).

The value of the mileage sensor at the moment of the
beginning of the reporting period.

The value of the mileage sensor at the end of the
reporting period.

Average speed during the interval of engine operation.

The maximum speed during the interval of engine
operation.

The counter sensor value.

The counter value at the beginning of the interval.

The counter value at the end of the interval.

The average rate of engine revolutions.
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Column

Max engine revs

Avg temperature

Min temperature

Max temperature

Initial temperature

Final temperature

Status

Cargo weight

Driver

Trailer

Movement productivity

User Guide

Description

The maximum rate of engine revolutions.

The average temperature value registered for the
interval of engine operation.

The minimum temperature value registered for the
interval of engine operation.

The maximum temperature value registered for the
interval of engine operation.

The temperature value at the beginning of engine hours
operation.

The temperature value the end of engine hours
operation.

The status of the unit registered during engine hours
operation (if there are several, the first one is displayed).

The average value of cargo weight during the engine
hours interval.

The name of the driver (if assigned).

The name of the trailer (if assigned).

Percentage ratio of engine hours in the movement to the
duration of engine hours.
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Column Description

Engine efficiency duration The duration of the operation of attached equipment (if
there is the engine efficiency sensor).

Engine efficiency idling The engine operation time after deduction of efficiency
time (total engine hours subtract engine efficiency
duration).

Utilization The percentage ratio of the duration of engine hours to

engine hours rate (engine hours divided by daily engine
hours rate indicated in the unit properties in the
Advanced tab).

Useful utilization The percentage ratio of the duration of engine efficiency
to the engine hours rate.

Productivity The percentage ratio of the duration of engine efficiency
to the duration of engine hours.

Consumed The volume of consumed fuel detected by any sort of
fuel sensor. If several sensors are available, their values
sum up.

Consumed by... The fuel volume detected by a fuel sensor or calculated
by math or rates.

Avg consumption The average fuel consumption by all available fuel
Sensors.
Avg consumption by... The average fuel consumption detected by a fuel sensor

or calculated by math or rates.
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Column

Consumed in motion by...

Avg consumption in motion by...

Consumed in idle run by...

Avg consumption in idle run by...

Avg consumption by... in trips

Initial fuel level

Final fuel level

Max fuel level

Min fuel level

Penalties

Rank

Avg value of custom sensor

Min value of custom sensor

User Guide

Description

The fuel volume used in engine hours while moving.

The average consumption in engine hours while moving.

The fuel volume used in engine hours during idle
running.

The average fuel consumption in idling.

The average fuel consumption in trips.

The fuel level at the beginning of the interval.

The fuel level at the end of the interval.

The maximum fuel level during the engine hours interval.

The minimum fuel level during the engine hours interval.

The penalties calculated for the adjusted Eco driving
criteria.

The received penalty points converted into a grade using
6 point scoring system.

The average value of custom sensor during the engine
hours interval.

The minimum value of custom sensor during the engine
hours interval.
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Column

Max value of custom sensor

Initial value of custom sensor

Final value of custom sensor

Notes

Description

User Guide

The maximum value of custom sensor during the engine

hours interval.

The value of custom sensor at the beginning of the

engine hours interval.

The value of custom sensor at the end of the engine

hours interval.

An empty column for your custom comments.

Beginning

2015-05-30 06:10:10
2015-05-30 16:55:11
2015-05-30 17:44:42
2015-05-30 20:08:35
2015-05-31 17:35:05
2015-05-31 174546
2015-05-31 18:56:07
2015-06-01 21:58:49
2015-06-05 03:37:19
2015-06-07 03:40:51
2015-06-07 10:26:49

Initial location

Mex-2, San Luis Rio Colorado

Mex-2, Puerto Pefiasco

Mex-2, Puerto Pefiasco

Mex-2, Altar

Avenida Monte Seir, Fracc Santa Rocio
Avenida Monte Seir, Fracc Santa Rocio
Boulevard Jesds Kumate Rodriguez, Culiacan
Avenida Quinta Poniente, Fracc Santa Rocio
Avenida De Los Hacendados, Penitenciaria
Avenida Siderita 1461, Ampl Valle Del Pedregal
Avenida Siderita 1461, Amp! Valle Del Pedregal

End

2015-05-30 10:19:13
2015-05-30 17:14:50
2015-05-30 19:38:12
2015-05-31 08:34:26
2015-05-31 17:35:56
2015-05-31 18:12:54
2015-05-31 19:15:02
2015-06-01 22:06:35
2015-06-07 00:14:13
2015-06-07 04:36:00
2015-06-07 10:39:11

For the engine hours report, you can apply intervals

Engine hours Total time Mileage
4:09:03 4:09:03 155 km
0:19:39 0:19:39 0.17 km
1:63:30 1:53:30 131 km
12:25:51 12:2551 796 km
0:00:51 0:00:51 0.01 km
0:27:08 0:27:08 8.64 km
0:18:55 0:18:55 8.83 km
0:07:46 0:07:46 0.62 km
44:36:54 1 days 20:36:54 | 1225 km
0:55:09 0:55:09 0.00 km
0:12:22 0:12:22 0.00 km

filtration by engine hours sensor, duration,

mileage, engine hours, speed range, trips, stops, parkings, sensors, sensors masks, driver, trailer,
fuel fillings, fuel thefts, and geofences/units. If the engine hours are counted according to the
engine hours sensor, it is possible to filter the intervals not only by the duration of their operation

(that is the duration of their on-state), but also by the value of the engine hours sent by the sensor

itself.

Events

All events registered by the system (including violations) can be shown in the report on events.

Possible ways to register events and assignable types:

Registration method

Using notifications if the method of delivery

is Register event for unit

Event type

violation option is activated)

Custom event, violation (if the Register as
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Registration method Event type

Manually using the events registrar Custom event, violation (if the Violation option
is activated), wunit status, fuel filling,
maintenance work

Save, reset, change the values of counters  Mileage accounting, engine hours accounting,
with the help of the corresponding jobs or  GPRS traffic accounting
notifications

Manually using custom events registered Custom event, violation (if the Violation option
from the online notifications window is activated)

Automatically, upon completing a route by = Route progress
the unit

In the table settings, you can find a filter by event text. Specify the mask to which the event text
should correspond to include this event in the report.

The table can contain the columns listed below.

Column Description

Event time The time when the event happened.

Time received The time when the server received the data.

Event text The text that was specified when creating a notification or

when registering an event manually.

Location The location of the unit at the moment of the event. If the
event is registered manually, the unit's location is detected on
the basis of messages received upon event registration. The
same is true for the events registered by storing counters'
values in the unit properties.
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Column

Driver

Count

Notification text

Notes

Event time

2015-11-24 15:38:54
2015-11-24 15:43:05
2016-01-28 09:57:00
2016-02-28 09:56:00
2016-03-25 11:31:00
2016-03-28 09:56:00
2016-03-29 15:19:57
2016-04-11 12:44:23
2016-05-24 16:06:10
2016-05-27 10:07:01

Time received

2015-11-24 15:38.54
2015-11-24 15:43.05
2016-03-28 09:57:58
2016-03-28 09:56:56
2016-03-25 11:33.02
2016-03-28 09:56:16
2016-03-29 1519:57
2016-04-11 12:44 23
2016-05-24 16:06:10
2016-05-27 10:11:13

User Guide

Description

The name of the driver (if identified).

The count of events.

The text available upon registering an event from an online
notifications window.

An empty column for your custom comments.

Event text Location

Route 'Espafia” unit is late Carretera de Puertollano 2
Carretera de Puertollano 2, Ciudad Real 13002

London Road 87-91, Corringham

Route "Mueva rutal” unitis late.

Maintenance service Wheel balancing' was registered
Fuel filling of 50 It to the amount of 85 was made Lexham Gardens 48-86, Kensington
Maintenance service '0il change'was registered. Luke Lane 1-5, Churchdown

Business

Mileage counter value is 10 km.
Mileage counter value is 200000 km.

Mileage counter value is 200000 km.

Maintenance service 'Qil change' was registered. D168, Saint-Etienne-la-Geneste 19160

Besides, you can use special markers for this report: a green flag stands for an event, a red flag —
for a violation. In the tooltip, you can find detailed information. You can add the markers of events
and violations by activating the option Event markers in the settings of the report template (Map
output section).

Marg'éndes
(]
& . 3
Saint-Ehennela-Geneste Le Verdier 3
- x Lavignac
Event 2016-05-27 10:07:01 am
i
o

Maintenance service "Oil change” was registered.

e

SEinte-Marig-Lapanouze Chass
4

‘5a

pif

oz
&

=]
=
.

Executed Commands
This kind or report lists all the commands that were sent to a unit and successfully executed.

Below are possible columns in the report.
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Column

Sending time

User

Command name

Command type

Parameter

Execution time

Channel

Count

Notes

Sending time

2012-08-0218:13:07
2012-08-0218:18:33
2012-08-0218:20:20
2012-08-0218:2312
2012-08-0218:2317
2012-08-0218:23:25
2012-08-0215:24:31
2012-08-0215:25:34
2012-08-0218:25:38

This is the list

regardless of their execution, go to the Messages panel.

User
wialon
wialon
wialon
user
user
user
wialon
wialon
wialon

of successfully executed commands. To view all the

Description

User Guide

The time when the command was sent to the unit.

The name of the user who sent the command (hidden if

you do not have access rights to the user).

The name of the command as it is written in the unit

properties.

The type of the command (see the list).

The additional

parameter in the command (some

commands do not have such parameters).

The time when the command was executed.

The type of connection used to execute the command
(TCP, UDP, Virtual, SMS).

The number of sent commands.

An empty column for your custom comments.

Command name Command type

45645646
Engine on
Message 1
Where
¥here
Fridge yes
Message 1
Where
Where

Gluery position
Linblock engine

Custom message  yahoao!

Query position
Cuery position
Activate output

Custom message  hellol

Gluery position
Gluery position

Parameters Execution time

B

2012-08-02 18:13:08
2012-08-0218:19:34
2012-08-0218:20:20
2012-08-0218:2313
2012-08-0218:2318
2012-08-02 18:23:25
2012-08-0218:24:31
2012-08-02 18:25:35
2012-08-0218:25:39

Channel
s
SMS
Wirtual
TCF
TCFP
SMs
Wirtual
s
SMS

commands sent to the unit

More details about the commands can be found in the Commands section.
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Fuel Fillings

User Guide

This report shows where and when a vehicle was filled up. The parameters for the report are set in

Unit Properties —> Fuel Consumption. This report is generated on the basis of fillings registered

manually or detected by sensors. The table cannot be generated if no fuel fillings are found for the

indicated time interval.

This report may include the following columns.

Column

Time

Location

Initial fuel level

Final fuel level

Filled

Registered

Difference

Description

Sensor

Description

The moment of the most significant change in the fuel
level.

The location of the unit at the time of filling (if a filling is
registered manually, the location of the unit is detected
on the basis of the messages received at the time of
filling registration).

The fuel level before the filling.

The fuel level after the filling.

The volume of filled fuel (the name of the sensor can be
indicated in parenthesis).

The volume of registered fuel.

The difference between the detected and registered
filling volume.

A brief description indicated during the manual
registration of fuel filling.

The sensor which detected the filling.
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Column

Driver

Trailer

Count

Counter

Mileage

Avg value of custom sensor

Min value of custom sensor

Max value of custom sensor

Initial value of custom sensor

Final value of custom sensor

Notes

User Guide

Description

The name of the driver (if identified).

The name of the trailer (if one was bound).

The number of fillings.

The indications of the counter sensor.

The mileage sensor value at the moment of filling. If the
mileage parameter was not saved throughout the
reported period, the mileage is counted from O.

The average value of the custom sensor registered
during the filling.

The minimum value of the custom sensor registered
during the filling.

The maximum value of the custom sensor registered
during the filling.

The value of the custom sensor registered before the
filling.

The value of the custom sensor registered after the
filling.

An empty column for your custom comments.
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Time

2015-12-11 13:21:56
2015-12-11 13:30:31
2015-12-11 13:49:26
2015-12-11 14:03:04
2015-12-11 14:16:49
2015-12-11 14:30:30
2015-12-11 14:44:15

Location

Temasek Boulevard, 3, Singapore
East Coast Park Service Road, Singapore
Temasek Boulevard, 3, Singapore
Temasek Boulevard, 3, Singapore
Temasek Boulevard, 3, Singapore
Temasek Boulevard, 3, Singapore
Temasek Boulevard, 3, Singapore

Filled

151
251t
501
14401t
351
241
431

User Guide

Sensor name Mileage

Fuel level
Fuel level
Fuel level
Fuel level
Fuel level
Fuel level
Fuel level

G.23 km
14.67 km
36 km
53 km
70 km
87 km
103 km

The intervals filtration by geofences/units, drivers, trailers, filling volume, and sensor masks can be

additionally applied to this table. Note that in the case of sensor masks, intervals filtration is only

applied to the fuel filling detected by sensors.

You can use special markers for this report to mark places of fillings on the map.

o

Laatzen, Filling 2016-04-09 10:28:58

Volume: 20 &

Grasdorf

Information on fuel thefts can be found here.

Fuel Thefts

o8

B>

In this report, you can find out when, where and how much fuel was stolen. The parameters for this

report are set in Unit Properties —> Fuel Consumption.

In the table, you can have the following columns.

Column

Beginning

Initial location

Time

Description

The date and time when the theft began.

The unit location at the time of the beginning of theft.

The moment of the most significant drop in the fuel

level.
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Column

Final location

Initial fuel level

Initial speed

Stolen

Final fuel level

Final speed

Sensor name

Driver

Trailer

Count

Counter

Mileage

Avg value of custom sensor

User Guide

Description

The location of the unit at the time of the fuel theft (the
Time column).

Fuel level before the theft.

The speed at the time of the beginning of theft.

The stolen fuel volume.

The fuel level after the theft.

The speed of movement at the time of the fuel theft (the
Time column).

The sensor that detected fuel theft.

The name of the driver (if identified).

The name of the trailer (if one was bound).

The number of thefts.

The counter sensor value.

The mileage sensor value at the moment of theft. If the
mileage parameter was not saved throughout the
reported period, the mileage is counted from 0.

The average value of the custom sensor registered
during the theft.
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Column Description

Min value of custom sensor The minimum value of the custom sensor registered
during the theft.

Max value of custom sensor The maximum value of the custom sensor registered
during the theft.

Initial value of custom sensor The value of the custom sensor registered before the
theft.

Final value of custom sensor The value of the custom sensor registered after the
theft.

Notes An empty column for your custom comments.

Beginning Initial location Initial fuel level Stolen Final fuel lewel  Sensor name Driver

2012-11-1910:26:46 | Bemeroder Stralie 12504 It 42841t 82401t fuel_10 957654

2012-11-2311:09:47 | Alte kronshergstrade | 130,20 It G284t Tra4 0t fuel_10 957654

2012-11-2612:46:23  Giesener Stralie 10312 1t 200621 8250 1t fuel_5& Y987ES4

The intervals filtration by geofences/units, driver, trailer, and theft volume can be additionally
applied to this table.

Special markers can be shown on the map in the places of thefts.

?.rl}f |

& . ol

[ MyTa k| re |
ﬁ? Raffies @e FaED rEF {;}

' > I :
& Theft 2016-04-20 01:02:01 pm 4
‘kg"‘ Volume: 13 It p*
..'J&(‘?q. Marina South . .__J_;-e,ﬁ
Shenton Way ™ i

[e— _aii . ™

Information on fuel fillings can be found here.
Fuel Traffic
This report is designed to display the data about fuel fillings and thefts, as well as the intervals of

operation of the counter sensor of the unit in one table. For each type of activity (fuel filling, theft,
counter operation) you can customize its intervals filtration in the parameters of the table.
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Beginning

2021-02-03 08:24:06
2021-02-03 08:52:51
2021-02-03 09:16:49
2021-02-03 09:22:28
2021-02-03 09:25:51
2021-02-03 09:28:45
2021-02-03 09:29:01
2021-02-03 09:49:27

Duration Location

0:07:44
0:09:52
0:03:23
0:03:06
0:02:54
0:00:16
0:00:26
0:08:38

Type Volume

Windy Bank Lane, Dewsbury, England | Counter | 251
Windy Bank Lane, Dewsbury, England | Counter | 451
‘Windy Bank Lane, Dewsbury, England | Counter | 781
Windy Bank Lane, Dewsbury, England | Counter | 511
Windy Bank Lane, Dewsbury, England | Theft 1051
Windy Bank Lane, Dewsbury, England | Counter | 341
Windy Bank Lane, Dewsbury, England | Counter | 291
Windy Bank Lane, Dewsbury, England | Counter 281

Sensor name

DFM
DFM
DFM
DFM
FLS

DFM
DFM
DFM

Filled

Deviation Notes

User Guide

If in the filtration parameters there are other selected units and at the moment of activity they were
close to the unit for which the report is executed, the algorithm of fuel fillings analysis is run. Thus,

when executing, for example, a report on a tanker, one can see not only its fuel activity, but also the

amount of fuel received by the units near it (at least one message from such units should be

received during the activity interval from a distance less than the radius specified in the filtration

parameters).

Date Detalization
Grouping
2021-06-04
2021-06-05
= 2021-06-08
. 2021-06-06 07-56:10

2021-06-06 08:04:39

Beginning
08:02:33
08.05.04
07:56:10
07:56:10
08:04:39

End

08:03:34
080559
08:06:25
07:57:07
08:06:25

Duration
0:01:01
0:00:55
0:02:43
0:00:57

0:01.46

Location sensor
Taubenholzweg, Lehrte 31275, Hannover, Germany DFM
Taubenholzweg, Lehrte 31275, Hannover, Germany  DFM
Taubenholzweg, Lehrte 31275, Hannover, Germany = DFM
Taubenholzweg, Lehrie 31275, Hannover, Germany  DFM
Taubenholzweg, Lehrte 31275, Hannover, Germany DFM

Output volume

501
49.401
1421
49.501
o2l

Unit

Tractor 1
Tractor 1
Tractor 1
Tractor 1
Tractor 2

Filled
50101
42.401
1431
49.401
941

Deviation
-0101

[

-1221
0.101
-1321

Read about setting the parameters used in the report in the Fuel

properties sections.

The Fuel traffic report may include the following columns.

Column

Beginning

End

Duration

Location

Description

Driver

Richard
Richard
Richard
Richard
Michael

consumption and Sensor

Depending on the type (see below) — the activation time of the

sensor, the time of the fuel filling or theft.

Depending on the type — the deactivation time of the sensor,

the time of the fuel filling or theft.

The time from the beginning to the end (0 for fuel fillings and

thefts).

The position of the unit while sending the data (is associated
with the End field).
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Column

Type

Volume

Sensor name

Geofences/Units

Filled

Deviation

Driver

Notes

User Guide

Description

The kind of the current activity determined by the system
(filling, theft, counter operation).

Depending on the type — the quantity calculated by the counter
sensor or the data from the Filled or Stolen columns taken
from the columns of the same name in the corresponding
tables.

The name of the sensor by which the type was determined.

The column that includes the names of the geofences or units
with which an intersection was recorded during a given
interval. Necessary geofences and units are indicated in the
filtration parameters. If there are several geofences or units
that have been triggered, the report displays the name of the
geofence with the smallest surface or the name of the unit
with the smallest radius of approximation. If the sizes coincide,
all the names are included.

The sum of the fuel fillings (if any) of the units shown in the
Geofences/Units column. Only the fillings registered
automatically and the time of which is within the interval from
Beginning to End are taken into account.

The difference between the values of the Volume and Filled
columns.

The name of the driver assigned to the unit on the current
interval.

An empty column where you can introduce your custom
comments after you have printed or exported the report.
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Geofences
To generate a report on geofences, you should select one or several geofences in the parameters

of the table. In this report, you can use both the geofences from the resource in which the report
template is created and the geofences from other resources to which the user has the View
geofences access right. The resource is selected in the dropdown list above the list of geofences.
It is also possible to select the All option — the list will contain the geofences from all the
resources to which the user has the necessary access right. The geofences in the list are sorted by
name. To quickly find one, use the dynamic filter.

The following columns can be selected for this table.

Column Description
Geofence The name of the geofence.
Type Polygon, line, circle, unit (if units are selected instead

of geofences in the report template).

Area The total area of the geofence (if the metric system
is used, the area will be indicated in hectares).

Perimeter The perimeter of the geofence. The perimeter for a
line is its length (line thickness is not taken into
account).

Description Description of the geofence (taken from the

geofence properties).

Time in The time when the unit entered the geofence.
Time out The time when the unit left the geofence.
Duration in The duration of the visit.
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Column

Total time

Parkings duration

Off-time

Mileage

Mileage (adjusted)

Counter

Initial counter

Final counter

Avg engine revs

Max engine revs

Avg temperature

Min temperature

User Guide

Description

The time from the beginning of the first visit to the
end of the last one.

The time spent in parkings.

The time between the previous visit and the current
one (is defined starting from the second visit of the
geofence).

Mileage inside the zone.

Mileage subject to the coefficient set in the unit
properties ( on the Advanced tab).

The value of the counter sensor.

The counter value when entering the geofence.

The counter value when exiting the geofence.

The average rate of engine revolutions.

The maximum rate of engine revolutions.

The average temperature value registered inside the
geofence.

The minimum temperature value registered inside the
geofence.
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Column

Max temperature

Initial temperature

Final temperature

Off-mileage

Off-mileage (adjusted)

Avg speed

Max speed

Driver

Trailer

Visits

Consumed

User Guide

Description

The maximum temperature value registered inside
the geofence.

The temperature value when entering the geofence.

The temperature value when leaving the geofence.

The mileage traveled from the previous visit.

The mileage traveled from the previous visit
subjected to the coefficient.

The average speed with which the unit moved in the
geofence.

The maximum speed with which the unit moved in
the geofence.

The name of the driver (if available).

The name of the trailer (if one was bound).

The number of visits (can be helpful either in
grouping table data by years/months/weeks/days/
shifts or for the reports on unit groups).

The amount of consumed fuel detected by any sort
of fuel sensor. If several sensors are available, their
values sum up.
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Column Description

Consumed by ImpFCS/AbsFCS/ The volume of consumed fuel detected by a fuel

InsFCS/FLS/math/rates sensor (such as impulse/absolute/instant fuel
consumption sensor, fuel level sensor) or calculated
by math or rates. More details about fuel in reports
can be found here.

Avg consumption The average fuel consumption by any sort of fuel
sensor. If several sensors are available, their values
sum up.

Avg consumption by ImpFCS/ The average fuel consumption by one of the methods

AbsFCS/InsFCS/FLS/math/rates mentioned above.

Penalties The penalties calculated for the adjusted Eco driving
criteria.

Rank Penalty points converted to a 6-point rating system.

Avg value of custom sensor The average value of the custom sensor registered

inside the geofence.

Min value of custom sensor The minimum value of the custom sensor registered
inside the geofence.

Max value of custom sensor The maximum value of the custom sensor registered
inside the geofence.

Initial value of custom sensor The value of the custom sensor registered when the
unit entered the geofence.
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Column

Final value of custom sensor

Notes

Geofence Type Perimeter

Grot FPalygan | 17.50 km
Furnaces ITK  Line 20.98 km
Garage Circle 2.83 km

Furnaces ITK  Line 20.98 km
Settlernent Circle 18.85 km
Grot Palyogan | 17.40 km
Furnaces [T Line 20.98 km

Instead of geofences, you can select units in the report's template.
for these units (in meters). In this case, the units are considered

Description

User Guide

The value of the custom sensor registered when the

unit left the geofence.

An empty column for your custom comments.

Time in

201 3-01-15 16:01:00
201 3-01-1516:04:00
2013-01-15 16:11:00
2013-01-1516:24:02
201 3-01-1516:24:02
2013-01-15 16:30:01
2010 3-01-1516:33:01

Duration in  Mileage

0:03:00
0:02:00
0:04:00
0:01:449
0:01:49
0:03:00
0:02:00

6.28 km
2.88 km
7.20 km
61T km
617 km
6.28 km
2.88 km

Max speed
45 kmih
38 kmih
47 krmih
56 kmih
a6 krnih
45 kmih
35 kmih

Additionally, indicate the radius

as moving geofences, and the

activity of the selected unit is analyzed with respect to these moving geofences. The Query reports

or messages access is required to these units.

The intervals filtration by duration, mileage, engine hours, speed range, trips, stops, parkings,

sensors, drivers, trailers, fuel fillings, and thefts can be applied to this table.

Geofences can be displayed on the map. To do this, activate the Render geofences option in the

report template.

® Note that the monitoring system provides a possibility to detect a geofence visit at its

intersection with the segment of the trip track. This option can be enabled in the advanced

settings of the report template.

See related reports — Non-visited geofences, Rides.

GPRS Traffic

This report is executed if a unit has registered events of GPRS traffic counter reset or traffic

storage was adjusted with the help of a corresponding job.

Column

Time

Description

The time when the counter value was registered.
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Column

Current value

Absolute value

Reset

Notes

Time

2017-07-20 12:14:02
2017-07-20 12:29:02
2017-07-20 12:44:02
2017-07-20 12:58:02
2017-07-20 13:14:02
2017-07-20 13:29:02
2017-07-20 13:.44:02
2017-07-20 13:58:02

Images

Current value

6.39 MB
350 KB
500 KB
350 KB
63 KB
6.39 MB
=

=

User Guide

Description

The value at the moment of registration.

The total size of GPRS traffic at the moment of
registration.

Determines whether the reset of GPRS trafic was
detected. Yes — detected, No — not detected.

An empty column for your custom notes.

Absolute value Reset MNotes

0B Mo
0B Yes
0B Yes
0B Mo
0B Mo
6.38 MB Yes
6.30 MB Yes
6.38 MB Yes

This report shows all the images received from a unit. Click on the image to open it. Click Save as

in the lower left corner of the image file viewer to save it.

« < 1 jof1 > »

ltems from 1 1o 4 of 4

5 -

24.07.201517:28
De Herderin, Uitgeest, ..

240720151728

De Herderin, Uitgeest, .. De Herderin, Uitgeest, . De Herderin, Uitgeest, ..

24.07.201517:32 24.07.201517:32

o Moreover, every image contains additional information, such as the date, time, and the place
of sending the image. Click on this information to center the map on the location of the unit at the

moment of sending the image. The location is shown on the map with the blue marker.

In addition, you can use special markers for this report.
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Log
To execute this report, you should have the following access rights to the objects:

+ Manage object log;
+ Request reports and messages.

A report with the Log table can be executed for units, unit groups, users, resources, retranslators,
and routes. This table contains records about changes made by users in the properties of the
object or its contents. Unlike the log of the monitoring or management system, the report doesn't
show records about errors, receiving messages from a unit, etc.

You can add the following columns to the Log table:

Colum  Description
n

Time The time of making (saving) the change.

User The name of the user who made the change. In order for the report to show only
changes made by a specific user, specify their name or name mask in the filter of the
table settings.

ltem The name of the object the properties or contents of which were changed.
name
& The Item name column is only used in the reports on users.

ltem The type of the object the properties or contents of which were changed. Possible
type types: unit, unit group, user, resource, retranslator, or route.

Action  The description of the change made.

Host The address of the computer (device) from where the user made changes or from
where the job or notification configured by them was triggered.

Notes  An empty column where you can leave your own comments after printing or
exporting the report.
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Below is an example of the Log table for a resource.

Time

2012-07-1312:42:31
2012-07-1312:42:31
2012-07-1312:54:44
2012-07-1313:23:22
2012-07-1313:47:22
2012-07-1314:33:.08
2012-07-1616:17:58
2012-07-16 16:18:00
2012-07-1617:85:22
2012-07-1617:59:00
2012-07-1617:59:46

User

Duremar
Duremar
user
user
Curemar
Diuremar
user
user
Diuremar
Diuremar
user

tem type
Resource
Resource
Resource
Resource
Resource
Resource
Resource
Resource
Resource
Resource
Resaurce

Action

Joh Tocate' switched an.

Jab lacate' updated.

Job "SME SIM's' switched off.

Jab 1_fish-004-picassa’ created.
Joh "1 _fish-004-picasso’ updated.
Maotification 'ldles' updated.

Joh Tocate’ switched off,

Joh "1_fish-004-picasso’ switched off.
Driver %odilla Duremara’ created.

Drriver YodDur' deleted.

The Log table for the

Access rights for user 'Duremar’ changed

Host

10.1
10.1
10.1
10.1
101
101
101
101
101
101
10.1

RN
RN
RN
3N
RN
RN
RN
RN
RN
RN
RN

User Guide

user shows both information about their actions regarding the system

objects, and the actions of other users on them. Also, the report has the Iltem name column, which

is not available in the Log tables for other objects.

Time User kemname  Hemtype Action Host
2012-07-1911:58:28 Duremar  user Resource  hotification 'ldles' updated. 10.1.3.11
2012-07-1911:88:28 Duremar  user Resource  Motification 'SMS ctrl' updated. 101311
2012-07-1911:58:28 Duremar user Resource  Motification "YeefomneHde o ex04e B 20Hy' Updated. 101311
2012-07-1911:59:35  Duremar  Duremar Resource  Motification '32489° created. 10.1.3.11
2012-07-1912:03:50 Duremar S35 Sim004  LUnit Mileage counter changed from 888 kmto 32489 km notification
2012-07-1912:03:86  Duremar  SMS Sim004  Unit Mileage counter changed from 32489 km to 32489 km | notification
2012-07-19 14:02:36  usger Durermar User Userflags changed. 101.1.3
2012-07-1914:02:36  user Duremar Lser Custom field wer' deleted 101.1.3

In the settings of the Log table for a unit group, the Group itself option is available. If it is disabled,

the log shows changes for individual units that are part of the group or groups. To execute such a

report, you should activate the Detalization option.

Uinit

B 123test
123test
123test
123test
Pizasso

Time

2012-07-1910:20:29
2012-07-1910:20:29
2012-07-1911:30:43
2012-07-1911:48:25

SMS Sim004  2012-07-1910:21:31
SMS Sim0oy  2012-07-1910:25:10

SMS Sim011

User
user
user
user

user

emtype Action

Access rights for user 'Duremar' changed

Unit hWessanes imported

IUnit Messages imported

LInit

LInit Custom field 'pole 2' created
Lnit Messages imparted

LInit Messages imparted

Host
101311 3
101311 1
101311 1
101311 1

101311 8
101311 3

If the Group itself option is enabled, the log shows the changes made to the unit group as a system

object. Data is shown only for one unit group, even if several groups are selected in the Object

parameter (only the first one in the list is taken into account).
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Time User Hhemtype Action Host

2012-07-1914:06:55  user Unitgroup  Units in group updated. 10.1.1.3
2012-07-1914:06:85 user Unitgroup  Access rights for user 'userd07' changed  10.1.1.3
2012-07-1914:06:85 user Unitgroup  Uniticon changed 10.1.1.3
2012-07-1914:06:95 user | Unitgroup Custormn field 'Satus’ created 101.1.3

Maintenance
The Maintenance table contains the list of the service works performed during the indicated period

and registered by the user for the selected unit.
The following columns can be included in the table.

Column Description

Service time The date and time indicated at the time of registration.
Registration time The date and time when the event was registered.

Kind of work The information taken from the Kind of work field.
Comment The information taken from the Description field.
Location The location indicated at registration.

Duration The duration of technical work.

Cost The cost of service.

Mileage The value of the mileage counter at the time of

maintenance.

Engine hours The value of the engine hours counter at the time of
maintenance.

Count The number of services.

Monitoring System- 534



i .
) wimlon

Column

Notes

Service time Kind of work
2012-10-1518:24:00 T
2012-11-17 18:26:00 | TQ-2
2012-12-2818:29:00 | TO-1
2012-12-0416:13:00  Total condition
2013-02-04 16:18:00 | Qil change
2013-02-04 16:12:00 ' Maintenance

Description

User Guide

An empty column for your custom comments.

Location

AL Pegnitz

Willy-Brandt-Flatz

Cost

3ar.0o
12277
403.00
58.00
67.00
48.00

Mileage
2193 km
4610 km
2107 km
7598 km
7539 km
7599 km

Engine hours

2 days T:00:00

T days 21:00:00

13 days 21:00:00
26 days 2:00:00

26 days 2:00:00

26 days 2:00:00

If the row in the table is blue, it means that the location was indicated on the map during the

registration.

Messages Tracing

The main objective of this report is to facilitate the work with the parameters from the messages.
That is why the parameter values are presented not as a single data array but have a particular
structure. It means that every parameter is located in its own column.

Along with the parameter values, this report can include other columns.

Column

Time

Speed

Coordinates

Location

Value

Driver

Description

The date and time when the message was sent.

The speed of a unit from the received message.

The coordinates of the unit.

The location of the unit at the time when the message was

sent.

The value of the parameter sent in a message.

The name of the driver (if available).
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Column

Trailer

Notes

0~ @ W B W R =

9

10
11
12
13
14
15

Time

03.06.2015 02:00:03
03.06.2015 06:00:00
03.06.2015 06:06:25
03.06.2015 06:06:51
03.06.2015 06:06:54
03.06.2015 06:06:55
03.06.2015 06:06:57
03.06.2015 06:07:15
03.06.2015 06:07:21
03.06.2015 06:07:29
03.06.2015 06:08:30
03.06.2015 06:09:18
03.06.2015 06:09:27
03.06.2015 06:10:08
03.06.2015 06:10:11

Speed

12 kmh
12 kmm
14 kmh
27 kmh
19 kmm
22 kmm
27 kmh
45 km/h
38 kmh
23 kmm
76 kmmh
63 kmm
59 km/mh
29 kmh
35 kmh

Coordinates
36893184
36.893184
36893184
36893264
36.893236
36.893156
36893028
36891404
36.800688
36.890340
36.880464
36.874244
36873620
36872368
36.872168

-119.764280
-119.764280
-119.764280
-119.765128
-119.765256
-119.765336
-119.765344
-119.765352
-119.765288
-119.765152
-119.768816
-119.773840
-119.775352
-119.778968
-119.779080

Description

The name of the trailer (if one was bound).

User Guide

An empty column to add your custom comments after

printing or exporting the report.

Location

USA, Fresno, E Sarazen Avenue
USA, Fresno, E Sarazen Avenue
USA, Fresno, E Sarazen Avenue
USA, Fresno, E Sarazen Avenue
USA, Fresno, E Sarazen Avenue
USA, Fresno, N Ponderosa Dr

USA, Fresno, N Ponderosa Dr

USA, Fresno, N Ponderosa Dr

USA, Fresno, N Ponderosa Dr

USA, Fresno, N Millbrook Avenue
USA, Fresno, N Fort Washington Rd
USA, Fresno, N Fort Washington Rd
USA, Fresno, N Fort Washington Rd
USA, Fresno, N Friant Rd

USA, Frasno, N Friant Rd

device_status hdop

131458
131458
143746
160134
160134
160134
160134
4354438
4354438
4354438
4354438
4354438
43544338
4354438
4354438

1.04
1.04
104
154
1.16
1.04
151
098
103
097
097
096
097
096
140

mileage

580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00
580125.00

pwr_ext pwr_int

12.08
12.04
1421
14.07
14.16
14.12
1417
14.15
14.05
1398
13.96
13.90
1393
13.96
13.85

0.10
0.10
0.10
0.1
0.11
0.11
0.11
0.10
0.11
0.10
0.11
0.10
0.11
0.10
0.11

Note that you can click on a link in such columns as Time, Coordinates and Speed to view the

position of a unit on the map.

& This table cannot be generated for unit groups.

Orders
This kind of report displays detailed information about orders that were used while creating the

route in the Logistics app.

® 7o generate a report, activate the Orders service first.

The table can contain the following columns.

Column

Name

Time from

Description

The name of the order.

The time from which the order should be delivered (the

beginning of the delivery interval).
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Column

Time to

Estimated arrival time

Actual arrival time

Deviation

Departure time

Estimated mileage

Actual mileage

Estimated time to point

Actual time to point

Fuel consumed

Avg temperature

Min temperature

User Guide

Description

The time until which the order should be delivered (the
end of the delivery interval).

The approximate time of arriving at the destination
point (system calculation).

The actual time of arriving at the destination point.

The difference between the actual and estimated arrival
time.

The time when the unit left the point of the route.

The approximate distance to the destination point
(system calculation).

The actual distance to the destination point.

The approximate time for covering the distance
between the previous and current destination points
(system calculation).

The actual time spent on covering the distance
between the previous and current destination points.

The amount of fuel spent on delivery.

The average temperature over the delivery period.

The minimum temperature value registered for the
interval of delivery.
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Column

Max temperature

Initial temperature

Final temperature

Status

Comment (confirmation)

Comment (order)

Tags

Address

Weight

Volume

Cost

Client name

Driver

Files

User Guide

Description

The maximum temperature value registered for the
interval of delivery.

The temperature value at the beginning of delivery.

The temperature value at the end of delivery.

The status of the order delivery (confirmed/rejected/not
set).

The comment entered when setting the status.

The comment added to the order.

Keywords added to the order.

The address of the delivery point.

Total weight of goods in the order.

The quantitative value (for example, items) of the order
indicated at its creation.

The total cost of goods in the order.

The name of the client.

The name of the driver.

The number of files attached to the order.
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Order

Ordert
Order2
Order3
Orderd
Orders
Orderi
Order7
Order8
Orderd
Order10
Order11

Estimated mileage

3.20 km
4.32 km
5.38 km
15.27 km
4.76 km
5.50 km
7.14 km
13.37 km
377 km
5.03 km
3.85 km

Actual mileage

3.50 km
4.35 km
4.82 km
13.19km
3.62 km
5.35 km
4.77 km
13.19 km
3.62 km
5.25 km
3.80 km

Status

Confirmed
Confirmed
Rejected

Confirmed
Confirmed
Confirmed

Confirmed
Confirmed

Comment

no problem
no problem
nobody home
no problem
no problem
no problem

Weight

250 kg
100 kg
600 kg
50 kg
75 kg
111 kg
222 kg
45 kg
44 kg

User Guide

Volume Cost

5

2
10
1

2
1
222
15
44

160kg | 3
230kg 5

300
500
1000
25
240
1
22
70
44
G600
170

Additional parameters can be selected for this kind of report. In other words, the report on orders

can be generated on the basis of orders of the selected type. The available types of orders are

described below.

Column

All orders

Visited

Visited late

Fulfilled

Rejected

Visited without status

Non-visited

Non-visited Geofences

Description

All orders for the indicated time period.

The arrival of a courier to the address is fixed, or the

status is set.

Orders are visited and fixed with a delay, or the status

is set with a delay.

The arrival of a courier to the address is detected and
fixed, the Confirm status is set.

The orders for which the Reject status is set.

The arrival of a courier to the address is detected, the

status is not set.

The arrival of courier to the address is not detected.

This report gives the list of geofences that were not visited during the indicated time period.
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In the parameters of the table, select one or several geofences. In this report, you can use both the
geofences from the resource in which the report template is created, as well as the geofences
from other resources to which the user has the View geofences access right. The resource is
selected in the dropdown list above the list of geofences. It is also possible to select the All option
— then the list will contain the geofences from all the resources to which the user has the
necessary access right. The geofences in the list are sorted by name. To quickly find one, use the
dynamic filter.

Suppose, we have 11 points (geofences) that a unit should visit every day. We would like to find out
whether there are geofences which were ignored within the work week from June 1 to June 5. To
do this, we enable grouping by days (with detalization), select necessary geofences and columns
for the table.

Column Description

Geofence The name of the geofence.

Type The type of geofence: line, polygon, or circle.

Area The total area of the geofence (if the metric system is used,

the area is indicated in hectares).

Perimeter The perimeter of the geofence.

Count The number of geofences that were skipped.

Description The information from the same-name field of the geofence's
properties.

Notes An empty column for your custom comments.

From this report, we see that on June 1 Point 11 and Point 7 were ignored, on June 4 — Point 2,
and on June 5 — five geofences. June 2 and 3 are absent, which means that all the predefined
geofences were visited on those days. You can click on the names of the geofences to move the
map to their first point.

Monitoring System- 540



o ;
) wimlon User Guide

Ne  Date Geofence Type Perimeter Count
1 2012-06-01 - e e 2
1.1 | =---- Faoint 11 Circle 2.09 km 1
1.2 | - Point 7 Folygon  1.47 Km 1
2 2012-06-04 | - |- | - 1
21 | - Paoint 2 Circle 2.09 km 1
3 2012-06-058 - | e 5
31 - Faint A Line 18282m 1
32 - Foint 2 Circle 2.09 km 1
33| - Faint B Line g1381m 1
34 | - Foint 11 Circle 2.08 km 1
38 - Foint 7 Faolvgan | 1.47 km 1

When the table is applied to a unit group, you can find one more parameter in the report template —

Consider group as a whole. When the box is checked, a group report is structured in the same way

as an individual report, and the information is given for each separate unit from the group. When

the Consider group as a whole checkbox is marked, the report structure is different — you get the

list of geofences that were not visited by any units from the group.

Parkings
Parkings are estimated according to the parameters set in the Trip Detection when configuring a

unit. To get the information as accurate as possible, it is advised that you configure each

parameter individually for every piece of equipment.

A parking is an interval of time when the following conditions are met.

Insignificant speed. The speed detected must fall in the range from 0 to the Minimum
moving speed. When this speed is reached, the behavior of the unit is regarded as a
movement (=trip), if by the time and distance traveled it corresponds to the trip definition
(the Minimum trip time and Minimum trip distance parameters). The parking, respectively,
ends. However, if the time or distance traveled does not fit the scope of the trip, the parking
is prolonged.

Sufficient time interval. This speed must continue for a period of time (and not less than
Minimum parking time). If this time is not reached, the behavior of the unit is not regarded
as parking, but as a stop.

Insignificant location change. As it has been noted above, parking is also considered an
insignificant movement in space, that is, a movement that does not exceed the Minimum trip
distance parameter, if it is equal to or greater than the Minimum parking time parameter.

The following information is presented in this kind of report.
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Column Description

Beginning The time when the parking started.

End The time when the parking ended.

Duration The time interval of a parking.

Total time The time from the beginning of the first parking to the end

of the last parking.

Off-time The time interval from the end of the previous parking to
the beginning of the current parking (defined starting
from the second parking).

Location The address where the unit was stationary. If there was
an insignificant movement detected, the initial address is
used.

Coordinates The coordinates of the unit during the parking (in decimal
degrees).

Driver The name of the driver (if available).

Trailer The name of the trailer (if one was bound).

Counter The values of the counter sensor.

Initial counter The counter value at the beginning of the parking.

Finale counter The counter value at the end of the parking.
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Column

Avg temperature

Min temperature

Max temperature

Initial temperature

Final temperature

Avg weight

Min weight

Max weight

Initial weight

Final weight

Status

User Guide

Description

The average temperature value registered for the parking
interval.

The minimum temperature value registered for the
parking interval.

The maximum temperature value registered for the
parking interval.

The temperature value at the beginning of the parking
interval.

The temperature value at the end of the parking interval.

The average weight value registered for the parking
interval.

The minimum weight value registered for the parking
interval.

The maximum weight value registered for the parking
interval.

The weight value at the beginning of the parking interval.

The weight value at the end of the parking interval.

The status of the unit registered during the current
parking interval (if there are several, the first one is
displayed).
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Column Description
Count The number of parkings (useful when grouping rows by
years/months/weeks/days/shifts or for the reports on
unit groups).
Notes An empty column for your custom comments.
Ne Beginning End Duration Total time Location
1 | 2015-05-01 00:06:56 = 2015-05-01 01:25:48 | 1:18:52 | 1:18:52 Mex-45D0, Apaseo El Grande
2 | 2015-05-0102:45:42 | 2015-05-01 04:18:04 | 1:32:22 1:32:22 Mex-45, Azteca
3 | 2015-05-01 05:55:09 | 2015-05-01 06:06:16 | 0:11:07 | 0:11:07 Mex-450, Encarnacion De Diaz
4 | 2015-05-01 06:22:27 | 2015-05-01 06:29:32 | 0:07:05 | 0:07:05 Mex-45D0, Encarnacion De Diaz
5 | 2015-05-01 07:50:26 | 2015-05-01 07:58:31 | 0:08:.05 | 0:08:05 Boulevard A Zacatecas, Jesus Maria
6 | 2015-05-0108:02:34  2015-05-01 13:37:56 | 5:35:22 | 5:35:22 Circuito Aguascalientes Norte, Jesus Maria
7 | 2015-05-01 15:16:01 | 2015-05-01 22:27:38  7:11:37 71137 Libramiento, Res Tepeyac
8 | 2015-05-01 22:40:47 | 2015-05-01 23:30:36  0:58:49 | 0:58:49 Calle Productividad, Lagos De Moreno
9 | 2015-05-0123:52:45  2015-05-02 01:28:18 | 1:35:33 | 1:35:33 Calle Productividad, Lagos De Moreno
10 | 2015-05-02 01:50:33 | 2015-05-02 07:22:04 | 5:31:31 5:31:31 Libramiento, Res Tepeyac

See Data in reports to learn how time (duration) can be formatted.

The intervals filtration (by parking duration, sensor state, driver, trailer, fuel fillings/thefts, and
geofences/units) can be applied to this table.

The parkings can be displayed on the map. To make use of this feature, select Parking markers in
the report template.

Comonfort o
Cadereyta De Montes

1 Rosas

ﬁ h@Aq?‘?Eta rﬂ&
Il

Celaya Parking 2015-05-21 04:31:04 squiapan
o
Apaseo H Alto Duration: 22 min 15 sec
=]
San D
=
tierra

Parkings should be distinguished from stops.

Profile
This kind of report shows the profile information indicated on the corresponding tab of the unit

properties dialog.

The following columns can be included in the table.
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Column Description

Name The name of an element.
Value The indicated value.
Notes An empty column for your custom comments.
Name Value

Axles 2

Brand VW

Cargo type any

Carrying capacity, t 156

Color red

Depth, mm 1500

Effective capacity a00
Gross vehicle weight | 25

Height, mm 1500
Model Multivan
Registration plate 0123007
Vehicle type van
VIN 19%UA31581L000000
Width, mm 1500
Year 2010
Rides

Wialon can track rides between geofences if one of them (or several) is set as the starting point,
and the other (or several) as the final one. The rides are displayed in a report under the following
conditions:

+ the unit has left the starting point and has entered the final one;
« according to the detector, there have been trips between the starting and final points.

This report is useful, for instance, to control the transportation of cargo from one place to another
in several trips.

Preparing geofences

To get a report on rides between geofences, you must first create geofences that determine the
beginning and end of the ride. The beginning and the end can be the same geofence if the ride
starts and ends in one place, for example, if you need to transport cargo from point A to point B
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and this will take more than one trip. Create two geofences and then specify them as the starting
and ending points in the report template.
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Ride parameters
When you create a report template for rides, you can set additional parameters for it.

Allow circle ride

Activate this option if the beginning and end of the ride should be in the same point. In this case, a
certain geofence or unit should have both checkboxes selected (the beginning and end of the ride).

Show the rides finished with a stop

This can be used as an additional filter. If this option is selected, only visiting the geofences with a
stop at the final point are considered the end of the ride. Note that a stop is considered to be a unit
state in which its speed is less than the minimum moving speed indicated in the trip detector. A
ride begins when a unit leaves the starting point. If a unit enters the final destination (after the
beginning of the ride has been detected), but does not make a stop there, the ride continues.

Starting and terminal points

In this section, you choose which geofences and units will be analyzed in the report. You can not
only use the geofences from the resource in which the report template is created but also the
geofences from other resources to which the user has the access right View geofences. The
resource is chosen in the dropdown list above the geofences' names. It is also possible to choose
the All option — then the list will contain the geofences from all the resources to which the user
has the necessary access right. The geofences in the list are sorted by name. To quickly find one,
use the dynamic filter.
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In addition, you can use units as 'moving geofences'. For them, you can additionally set the radius
of the unit zone. Both geofences and units are arranged in alphabetical order. To quickly find the
required item, use the filter. What is more, the beginning of the trip may be in the unit zone, and the
end — in the ordinary geofence. For instance, three cars work in the field and harvest, and one
takes the crop to the warehouse.

® If a unit simultaneously gets into several geofences (unit zones) specified as starting or
terminal points of the trip, the geofence (unit zone) with the smallest area is included in the
report.

Table properties: Rides *

Mame: | Rides Type: | Rides | @

Rides parameters # -
#| Allow circle rides
Show the rides finished with a stop
user - Q
(= = Geofences
Park
i Point A
«| Point B
Point C
Sagrada Familia, Barcelona
Stop2
Test geo
Test geofence
Opalo

AmcTepaam -

If the Counter column is selected for the table, you can indicate its mask in the Sensors masks
field on the Settings tab. Besides, intervals filtration can be applied to this table: by duration,
mileage, engine hours, speed range, trips, stops, parkings, sensor state, driver, trailer, fuel thefts,
fillings, and geofences/units.

® Note that the monitoring system provides a possibility of detecting geofence visit in case a
trip intersects a geofence by any segment of its track. This option can be enabled in the
advanced settings of a report template.

Report on rides
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The report on rides gives the list of all performed rides. The table can contain the following

information.

Column Description

Ride This column specifies the start and end point of
movement (names of geofences or units are
hyphenated).

Ride from The departure geofence.

Ride to The destination geofence.

Beginning The date and time when the ride began.

End The date and time when the ride ended.

Mileage The distance traveled during the ride.

Mileage (adjusted) Mileage subject to the coefficient set in unit
properties (Advanced tab).

Ride duration The amount of time spent to perform the ride.

Total time The time from the beginning of the first ride to the
end of the last one.

Parkings duration The total amount of time spent on parkings during
the trip.

Avg speed The average speed calculated for the ride.

Max speed The maximum speed registered during the ride.

Monitoring System- 548



o ;
) wimlon User Guide

Column Description

Driver Driver's name (if identified).

Trailer Trailer's name (if bound).

Counter The counter sensor value (can be helpful either in

grouping table data by years/months/weeks/days/
shifts or for the reports on unit groups).

Initial counter The counter value at the beginning of the trip.

Finale counter The counter value at the end.

Avg temperature The average temperature value registered during a
ride.

Min temperature The minimum temperature value registered during a
ride.

Max temperature The maximum temperature value registered during a
ride.

Initial temperature The temperature value at the beginning of a ride.

Final temperature The temperature value at the end of aride.

Count The number of rides.

Status The unit status registered during the current ride (if

there are several, the first one is displayed).
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Column

Cargo weight

Consumed

Consumed by
InsFCS/FLS/math

ImpFCS/AbsFCS/

Avg consumption

Avg consumption by ImpFCS/AbsFCS/
InsFCS/FLS/math

Initial fuel level

Final fuel level

Max fuel level

Min fuel level

Penalties

Rank

User Guide

Description

The average value of cargo weight during the ride.

The volume of consumed fuel detected by any sort
of fuel sensor. If several such sensors are available,
their values sum up.

The volume of consumed fuel detected by a fuel

sensor (such as impulse/absolute/instant fuel

consumption sensor, fuel level sensor) or calculated
by math.

The average fuel consumption by any sort of fuel
sensor. If several such sensors are available, their
values sum up.

The average fuel consumption during the ride
detected by one of the methods mentioned above.

The fuel level at the beginning of the ride.

The fuel level at the end of the ride.

The maximum fuel level.

The minimum fuel level.

The penalties calculated for adjusted Eco driving
criteria.

The received penalty points converted into a grade
using a 6-point scoring system.
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Column

Notes

Ride

Settlernent - Furnaces [Tk
Grot- Furnaces [Tk
Garage - Furnaces [TK
Grot- Furnaces [Tk
Settlernent - Furnaces [Tk

More information on unfinished rides can be found here.

Beginning

2012-08-16 18:27:20
2012-08-18 14:04:26
2012-08-18 20:56:36
2012-08-18 21.07:06
2012-08-26 16:24:04

Rounds (for unit)
If any routes were assigned to a unit and events about routes

End

2012-08-17 08:11:32
2012-08-18 14:05:26
2012-08-18 21:01:24
2012-08-19 11:39:08
2012-08-27 18:04:50

Description

User Guide

An empty column for your custom comments.

Ride duration Mileage

13:4412 9.68 km
0:01:00 1.7 km
0:04:48 8.19 km
14:32:02 15.00 km

1 days 1:40:46  10.21 km

report based on these events can be generated.

Column

Route

Schedule

Round

Beginning

Initial location

End

Final location

Result

Description

Driver

Etic Claptonon
Etic Claptonon
Mister
Mister ¥

Etic Claptonon

Trailer

trailer 3t
trailer 3t
trailer 3t
trailer 3t
trailer 3t

were

Consumed
0971t
0181t
0.821t
1.501
1.021

stored in the unit history, a

The name of the route given during its creation.

The name of the schedule on the basis of which the route
was created.

The name of the round.

The start time of the round (activation time or entrance in

the first check point).

The unit location at the beginning of the route.

The end time of the round (entrance to the last point).

The location of the last check point of the route visited by
the unit.

Finished (the route was activated successfully, and later
on the entrance to the last point was detected), Not
finished (the last point was not visited) or Aborted (the
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Column

Skipped points

Duration

Total time

Mileage

Avg speed

Max speed

Count

Driver

Trailer

Notes

Route

Santa Cruz Tour Bus Route
Santa Cruz Tour
Santa Cruz Tour
Santa Cruz Tour Bus Route
Santa Cruz Tour
Santa Cruz Tour Bus Route
Santa Cruz Tour
Santa Cruz Tour Bus Route
Santa Cruz Tour
Santa Cruz Tour Bus Route
Santa Cruz Tour

Beginning

01.04.2016 00:00:44
01.04.2016 00:00:49
01.04.2016 00:08:29
01.04.2016 00:09:09
01.04.2016 00:20:49
01.04.2016 00:21:29
01.04.2016 00:33:09
01.04.2016 00:33:49
01.04.2016 00:45:29
01.04.2016 00:46:09
01.04.2016 00:57:49

Description

User Guide

round has been removed from the table manually or its

expiration time has been reached).

The number of skipped check points (a detailed report can

be generated — Check points).

The time taken to perform the route.

The time from the beginning of the first route to the end of

the last route.

The distance traveled while performing the route.

The average speed on the route.

The maximum speed on the route.

The number of routes.

The name of the driver (if available).

The name of the trailer (if bound).

An empty column for your custom comments.

Initial location

Oxford Way 320, Santa Cruz, CA 95060, USA
David Way, Santa Cruz, CA 95060, USA

Pacific Avenue 802, Santa Cruz, CA 95060, USA
Laurel StExt, Santa Cruz, CA 95060, USA
Pacific Avenue 802, Santa Cruz, CA 95060, USA
Laurel StExt, Santa Cruz, CA 95060, USA
Pacific Avenue 802, Santa Cruz, CA 95060, USA
Laurel StExt, Santa Cruz, CA 95060, USA
Pacific Avenue 802, Santa Cruz, CA 95060, USA
Laurel St Ext, Santa Cruz, CA 95060, USA
Pacific Avenue 802, Santa Cruz, CA 95080, USA

End

01.04.2016 00:05:34
01.04.2016 00:08:24
01.04.2016 00:20:44
01.04.2016 00:17:54
01.04.2016 00:33.04
01.04.2016 00:30:14
01.04.2016 00:45:24
01.04.2016 00:42:34
01.04.2016 00:57:44
01.04.2016 00:54:54
01.04.2016 01:10:04

Mileage
3.98 km
7.21 km
11.67 km
7.87 km
11.67 km
7.87 km
11.67 km
7.87 km
11.67 km
T.87 km
11.67 km
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More information on how different route statuses are defined (route beginning, route end, point
skipped, point visit, etc.) can be found here.

In a report template, you can indicate name masks for schedules and routes. In this case, only
those rounds that correspond to the specified route or schedule name mask will be included in the
report. You can use both filters separately or simultaneously.

In addition, you can apply intervals filtration by duration, mileage, engine hours, speed range, trips,
stops, parkings, sensors, driver, trailer, fuel thefts and fillings.

Rounds (for route)
If the route was completed by some units, then on the basis of this data it is possible to build a

corresponding report. It can include the following columns.

Column Description

Beginning The start time of the round (activation time or entrance in the
first checkpoint).

Last activity The time of receiving of the latest data concerning this round.
Round The name of the round.

Schedule The name of the schedule.

Order The order of checkpoints.

Unit The name of the unit that performed the round. If several

units are assigned to the round during its creation, dashes are
displayed in the report.

Status Finished (the route was successfully activated, and the
entrance to the last point was subsequently recorded), Not
finished (the last point was not visited) or Aborted (the round
has been removed from the table manually or its expiration
time has been reached).
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Column

Points

Skipped

Visited

Beginning Round

2012-08-1811:35:00 11:35 POA
2012-08-181212:00 1234p 1213
2012-08-1812:39:00 1234p12:43-12:5812:38:00
2012-08-1815:08:00 1234p 1KT - 4KT
2012-08-181517:00 5834-577

2012-09-19 09:59:00  1234p TKT - 4KT
2012-09-1910:09:00 1234p10:10-10:20
2012-09-1911:49:00 POA-140811-50

The report type should be Route.

Sensor Tracing

Description

User Guide

The total number of checkpoints in the route (a detailed

report can be generated — Check points).

The number of checkpoints skipped.

The number of checkpoints visited.

Schedule Unit

11-50 SMS Sim012
12-13 SMS Sim012
12:43-12:59 SMS Sim012
new var Q0 SMS Sim012
new all 0 SMS Sim012
10:00-10:10  SMS Sim012

10:10-

11-50

10:20  SMS 5im012
SMS 5im012

Status

Finished
Finished
Finished
Finished
Finished
Finished
Finished
Finished

Points Skipped \Visited

e R N S -

o o o o o o &

3

L I N R

This table shows sensor values at certain points in time. The table can be exported in MS Excel

where you can build any custom charts based on the data provided.

The report can include all messages or take a value in a time interval (like take a value every 10

minutes). One or the other alternative is chosen when configuring report template. If tracing

interval is indicated, the system will search and display sensor value from the message which is

the closest to the necessary point in time.

Tracing interval

G0 min

® All messages
Below are the available columns.

Column

Speed

Description

The speed of the unit from the message from which the

value was taken.
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Column Description

Coordinates The coordinates of the unit from the message.

Location The location of the unit at the moment of sending the
message with the sensor's value.

Sensor The name of the sensor.

Time The time of the message from which the value was taken.

Value The value (numbers only).

Formatted value The value based on the indicated units of measurement

or the value of the text sensor.

Driver The name of the driver (if available).
Trailer The name of the trailer (if bound).
Notes An empty column for cu